
  

CYBERSECURITY 
 
CISA + MS-ISAC Alert: Threat Actors Exploiting Zimbra 
Collaboration Suite 
 
On August 16, 2022, CISA (the Cybersecurity and Infrastructure 
Security Agency) and the Multi-State Information Sharing & Analysis 
Center (MS-ISAC) issued an Alert outlining multiple Common 
Vulnerabilities and Exposures (CVEs) that threat actors are actively 
exploiting against Zimbra Collaboration Suite, which is “an enterprise 
cloud-hosted collaboration software and email platform.” Read more 

 

 

FBI + CISA Warn Companies (Especially Healthcare) About 
Zeppelin Ransomware 
  
The FBI and CISA recently issued a Cybersecurity Alert entitled 
“#StopRansomware: Zeppelin Ransomware,” providing an alert to 
organizations about the proliferation of Zeppelin ransomware attacks, 
information on the indicators of compromise and techniques to combat 
them. Read more 

 

 

ENFORCEMENT + LITIGATION 
 
Alight Solutions Must Comply with Subpoena Issued by DOL in 
Cybersecurity Incident Investigation 
 
A subpoena was issued to Alight Solutions by the U.S. Department of 
Labor (DOL) for documents related to a cybersecurity breach that 
potentially resulted in Employee Retirement Income Security Act 
(ERISA) violations. Alight provides recordkeeping, administrative, and 
consulting services for over 750 employee benefit plans with more than 
20 million plan participants. Read more 

 

 

NEW + NOW 
 
Idaho Health Data Exchange Files for Bankruptcy 
  
Boise State Public Radio has reported that the Idaho Health Data 
Exchange (IHDE) filed for Chapter 11 bankruptcy on August 12, 2022. 
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IHDE is a not-for-profit organization that was launched in 2009 to 
provide access to patient records for 194 different participating 
treatment providers. Read more 

 

 

ARTIFICIAL INTELLIGENCE 
 
Hyundai Motor Group Launches New AI Institute to Build Better 
Robots for the Future 
 
Hyundai Motor Group announced the launch of Boston Dynamics AI 
Institute (the Institute), which will work toward making strides in artificial 
intelligence (AI), robotics, and intelligent machines. The Institute will 
focus on research related to solutions for the challenges faced in the 
creation of advanced robots and the need for advanced capabilities and 
uses. The Institute will combine the university research lab model with 
the corporate development lab model focused on four technical areas: 
cognitive AI, athletic AI, organic hardware design, and ethics and 
policy. Read more 

 

 

PRIVACY TIP #341 
 
Avoid Back-to-School Online Shopping Scams 
 
It’s back-to-school time and every parent I know of school-aged children 
is scouring lists provided by schools to purchase items for their kids’ first 
day. This week's Privacy Tip shares some scams to watch out for. Read 
more 
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