
CYBERSECURITY

CISA Lists Top CVEs Exploited by Chinese State-Sponsored Cyber Actors

The Cybersecurity & Infrastructure Security Agency (CISA) recently issued an Alert
outlining the top Common Vulnerabilities and Exposures (CVEs) that have been used
by the People’s Republic of China (PRC) state-sponsored cyber actors since 2020. 
Read more

DATA PRIVACY

Dutch Court Rules Active Webcam Policies Violate Human Rights

A Dutch court ruled in favor of a Dutch national employed by a U.S. company who
was fired for refusing to turn on his webcam. The ruling was part of the employee’s
wrongful termination lawsuit against his former employer, Chetu, Inc, a Florida-based
software company. Chetu’s company policy requires employees to have their
webcams and screens visible on remote viewing software for several hours daily. The
employee was fired for “refusal to work” and “insubordination” when he refused to
comply and open his webcam cover. Read more

U.K. Unveils Replacement GDPR, then Retracts It

When the U.K. disentangled from the European Union (EU), its General Data
Protection Regulation (GDPR) status was one of many headaches for regulators to
figure out. After drawn-out negotiations over points such as requiring opt-in or opt-out
models, lawmakers had settled mainly on a GDPR-like solution called the Data
Protection and Digital Information Bill. Read more

NEW + NOW

The White House’s AI Bill of Rights: Not for the Robots

The White House Office of Science and Technology Policy (OSTP) released its
Blueprint for an AI Bill of Rights and, thankfully, it doesn’t give AI any rights. This
(nonbinding) document is meant to provide a best-practice guide for AI system
designers and frames those systems’ use as a civil rights issue. The OSTP focused
on consumer AI interactions, excluding many internal business AI applications.
Read more

DRONES

Soaring Eagle Technologies Obtains Nationwide BVLOS Drone Waiver from
FAA

This week, Soaring Eagle Technologies, a drone data collection company that
provides services for critical infrastructure in the U.S., received one of the first
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beyond-visual-line-of-sight (BVLOS) waivers from the Federal Aviation Administration
(FAA) to fly unmanned aerial systems (UAS or drones) for commercial inspection
missions under operational guidelines as opposed to specific operations in a specific
geographical area. This nationwide BVLOS waiver is based on Soaring Eagle’s
ability to meet specific operational parameters rather than operating within a specific
timeframe in a specific area which is the more common BVLOS waiver granted by the
FAA. Read more

PRIVACY TIP #347

Do You Know What Geofencing Is and How You Are Tracked?

If you don’t know what geofencing is, it’s all a bit creepy, but is a good thing to
understand. This week’s Privacy Tip reviews the basics and offers some articles for a
deeper-dive. Read more
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