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CHEAT SHEET
■■ Develop a litigation readiness 
plan. Organizations should 
prepare in advance so they can 
make an informed decision about 
whether to proceed or settle. 

■■ Apply to the Asia-Pacific 
Economic Cooperation 
(APEC) Cross Border Privacy 
Rules system. The program 
solicits applications from 
organizations that seek to be 
deemed compliant by countries 
participating in the APEC cross-
border privacy regime.

■■ Redact personally identifiable 
information. Organizations can 
limit the risks associated with 
transferring personal information 
by using automated tools to 
redact sensitive information in 
responsive documents. 

■■ Attempt to gain approval from 
the foreign government ahead of 
time. In general, the government 
will have 10 days to approve 
documents that are deemed 
non-classified; it can take 30 
days or more if the documents 
are potentially classified. 

When dealing with US requests for data subject to ediscovery rules in Asia, corporate counsel at 
multinational corporations must be on top of their game. Managing ediscovery in the United States 
alone presents a significant set of challenges; however, take it to Asia, and you face a region of highly 
varied data privacy laws, a myriad of jurisdictional assertions and a series of blocking statutes that 
prohibit cross-border data transfer. Thus, counsel often face a Hobson’s choice between possibly 
violating US procedural rules, with sanctions and unfavorable case outcomes on the one hand, 
and disregarding data privacy laws in Asia with the potential for civil and criminal penalties on 
the other. Counsel must understand the legal landscape so they can assess how to manage risk and 
balance their competing legal obligations to multiple nations. The recent $9 billion jury verdict  
(In re: Actos (Pioglitazone) Products Liability Litigation) against Japan-based Takeda Pharmaceuticals 
Co. and Eli Lilly & Co. illustrates the high stakes involved in today’s legal environment. Prior to the 
verdict, the Western District of Louisiana ruled Takeda breached its litigation hold and preservation 
duties, resulting in the destruction of relevant documents and electronic data.
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The state of privacy and secrecy 
laws in Asian nations
The APAC region has no standard 
blueprint for conducting ediscovery. 
Few nations in Asia have legal frame-
works that address ediscovery; those 
that do tend to resemble the e-disclo-
sure rules from the United Kingdom. 
(See sidebar on page 32.)

Therefore, in these nations, laws 
designed to protect data have the 
greatest impact on US ediscovery. 
Most countries in Asia have blocking 
statutes or privacy laws that restrict the 
transfer of personal data — generally 
defined as any data that can identify 
an individual — outside their borders. 
US litigants must understand these 
piecemeal laws to avoid potential fines 
and even imprisonment.

China
China has a number of data protec-
tion and secrecy laws that operate 
like blocking statutes, forbidding the 
cross-border transfer of state and 
commercial secrets. Perhaps the most 
daunting is the Law on Guarding 
State Secrets. The laws do not define 
what constitutes a state secret, so the 
Chinese government interprets this 
law broadly. Therefore, organiza-
tions should pay careful attention to 
documents such as meeting minutes, 
financial statements and produc-
tion forecasts. An organization that 
violates this law can face criminal 
liability, with possible penalties that 
include fines, detention or incarcera-
tion for up to seven years.

The Anti-Unfair Competition Law 
also protects business secrets, which 
are “technical information and busi-
ness information which is unknown by 
the public, which may create business 
interests or profit for its legal owners, 
and also is maintained secret by its 
legal owners.” Regulations issued by 
the State-Owned Assets Supervision 
and Administration Commission 
interpret “business secrets” as includ-
ing technical know-how, strategic 

plans, management methods, business 
models and the like.

Several Chinese laws also protect 
personal data. One of the most promi-
nent is the Law on the Protection of 
Consumer Rights and Interests, which 
affects companies that provide goods 
or services to Chinese consumers. This 
law requires companies to notify con-
sumers about how it plans to use their 
personal data, obtain their consent to 
its collection and use and keep that 
data confidential. Fines for violations 
can extend to 500,000 renminbi (or 
$81,000), and a business operator’s 
license can be suspended or revoked.

A new provision is the National 
Standard of Information Security 
Technology — Guidelines for Personal 
Information Protection Within 
Information Systems for Public and 
Commercial Services (Guidelines). 
The Guidelines require data controllers 
to have a specific, clear and reason-
able purpose when collecting personal 
information. The data controller must 
notify the data subject of the purpose 
for collection, the type of data collect-
ed, the retention period and the scope 
of use, among other things. The data 
controller must also obtain the data 
subject’s consent before processing 
personal information. Furthermore, if 
the data controller plans to transfer the 
personal information to a third party, it 
must explain why it is transferring the 
data, identify who is receiving the data 
and obtain specific consent if it plans 
to transfer the data outside China. 

In addition, in November 2013, the 
National Health and Family Planning 

Commission released a draft measure 
to protect personal health information. 
Only organizations involved in health 
and family planning can collect this 
data and only to the extent required 
to carry out their responsibilities. 
Individuals must be informed of the 
purpose for the collection and must 
consent to the collection. The law also 
prohibits cross-border transfers of this 
data and storing the data in any server 
located outside China.

Hong Kong
The Personal Data (Privacy) Ordinance 
controls the collection and handling of 
personal data. The ordinance requires 
that data subjects whose information 
is being collected and transferred be 
informed of the purpose for collecting 
the data and of any recipients.

Indonesia
Several laws govern the privacy of in-
formation in Indonesia, including Law 
No. 11 of 2008 Regarding Electronic 
Information and Transactions, and 
Government Regulation No. 82 of 
2012 Regarding Provision of Electronic 
Systems and Transaction. To collect or 
process personal information, the data 
subject should consent, and the pro-
cessing should satisfy a legal obligation 
of the data controller. Violations are 
punishable by fines.

Japan
Japanese law features several statutes 
that afford its citizens privacy pro-
tections. For example, the Personal 
Information Protection Act of 2003 
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limits the ability of organizations to 
collect “personal information.” Before 
an organization can do so, it must take 
a series of steps, including notifying 
the affected individuals of the purpose 
for the data collection and obtaining 
consent to transfer data. Before the 
transfer, the individual has the right 
to review, correct and supplement 
the data. Violations of this law are 
punishable by fines, remedial sanctions 
and imprisonment of the head of the 
corporation. The law may soon extend 
liability to individual employees. 
Penalties include fines of up to 300,000 
yen ($2,700) and imprisonment for up 
to six months.

Malaysia
The Malaysian Data Protection Act 
went into effect in November 2013. 
It requires data processors to obtain 
the informed consent of data subjects 
for the processing, collection and 
disclosure of their personal data. Data 
processors must maintain a list of any 
disclosures to third parties. Transfer 
to jurisdictions outside Malaysia is not 
permitted without the data subject’s 
consent; absent personal consent, 
consent must be obtained from the 
government. Punishment for viola-
tions includes fines and imprisonment; 
executives, directors and officers may 
face joint and several liability.

Philippines
The Data Privacy Act of 2011 permits 
organizations to collect, store and 
disclose personal information for law-
ful purposes. Data subjects must give 
their consent, and the processing must 
be necessary to comply with the data 
controller’s legal obligations. Personal 
information, defined as any informa-
tion that would identify an individual, 
whether alone or together with other 
information, can be transferred with-
out any restriction. Sensitive personal 
information, on the other hand, cannot 
be transferred to third parties. The law 
defines sensitive personal information 

as: (1) information about a person’s 
race, ethnicity, marital status, age or 
color, or religious, philosophical or 
political affiliation; (2) information 
about a person’s health, education, 
genetic information or sexual life, or 
criminal proceedings; (3) information 
issued by a government agency, such 
as a social security number, health 
records, tax returns, licenses or denials, 
suspensions or revocations thereof; 
and (4) information that is required 
to be kept classified under the law. 
Violations of the Act can result in fines 
or criminal penalties.

Singapore
In 2012, Singapore enacted its Personal 
Data Protection Act (PDPA). Parts of 
the law went into effect in 2013; the 
remainder will become effective in July 
2014. The Act permits the transfer of 
personal data outside the country so 
long as the recipient country affords a 
comparable standard of protection to 
the data and the data subject consents. 
Violations of the PDPA may lead to 
fines of up to $1 million.

South Korea
South Korea has extremely stringent 
data protection laws. One of the most 
restrictive is the Personal Information 
Protection Act (PIPA), which per-
mits only the minimum collection of 
personal data necessary for collection 
and processing with prior consent. 
The data subject must be informed 
of the purpose for the collection and 
use. If the data is deemed “sensitive,” 
or if the data is being transferred out 
of the country, an additional consent 
is required. Processors must attempt 
to process data anonymously where 
possible. Penalties for non-compliance 
include fines of up to 100 million won 
($92,000) and imprisonment.

Taiwan 
The Computer-Processed Personal 
Data Protection Law of 1995, which 
was amended and renamed the 

Personal Data Protection Law in 2010, 
prohibits certain industries from pro-
cessing personal data. Data collection 
and processing is permitted in limited 
circumstances, including where it is 
stipulated by law, where the subject 
has disclosed the data and where the 
subject has provided written consent. 
The data subject must be informed of 
the purpose for collecting the data, 
among other things. Data transfer is 
permissible when the country receiv-
ing the data has proper regulations to 
protect the data. 

Thailand
Thailand has no formal privacy law; 
however, its constitution does recog-
nize privacy rights. The Thai Civil and 
Commercial Code governs damaging 
transfers or disclosure of personal 
data; therefore, prior to disclosure or 
transfer, data processors should obtain 
the consent of the data subject.

As these nations and others continue 
to develop their privacy regulations, 
US organizations will need to take ad-
ditional precautions as they prepare for 
cross-border discovery.

US decisions highlighting the 
conflict between American 
discovery and law in Asia
US litigants involved in cross-border 
litigation often face an insurmount-
able hurdle when attempting to gather 
discovery from Asian nations. They 
can choose between proceeding with 
discovery under the Federal Rules 
of Civil Procedure or, in some cases, 
following the Hague Convention on 
the Taking of Evidence Abroad in 
Civil or Commercial Matters. Under 
the Hague Convention, the US court 
submits a letter of request to the ap-
propriate foreign judicial agency. The 
nations in Asia that have signed on 
to the Hague Convention are China, 
Singapore and South Korea, though 
these nations permit the discovery of 
information for trial only — not for 
pretrial discovery. A number of rulings 
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from federal courts demonstrate the 
difficulty in litigating the issue. Here is 
but a sampling: 
■■ In 1992, the Ninth Circuit ruled that 

a trial court properly held a Chinese 
defendant in contempt for failing 
to comply with a discovery request. 
The plaintiff had obtained a default 
judgment and sought information 
concerning the defendant’s assets. 
The defendant invoked China’s state 
secrecy law, claiming disclosure 
of the information would subject 
it to criminal prosecution. The 
appellate court found the State 
Secrecy Bureau failed to “express 
interest in the confidentiality of this 
information prior to the litigation 
in question,” having voluntarily 
disclosed similar information to 
the public for marketing purposes: 
“[I]t is only now, when disclosure 
will have adverse consequences for 
Beijing, that the PRC has asserted 
its interest in confidentiality.”1

■■ In 2009, the Supreme Court of 
Washington upheld an $8 million 
sanction in a products-liability 
action against carmaker Hyundai. 
The plaintiff claimed his injuries 
during a car accident stemmed 

from a defective seat design and, 
during a retrial, asked the company 
to supplement its prior discovery 
responses about similar claims. 
During discovery in the initial 
matter, Hyundai had denied 
that it had any such claims or 
additional documents to produce. 
However, during the retrial, 
Hyundai provided nine reports of 
seat back failures in models with 
a similar seat design. The court 
admonished Hyundai for searching 
only the records of its legal 
department to avoid an “extensive 
computer search” and suggested 
a multinational company of its 
size and sophistication should 
maintain a document retrieval 
system to facilitate responses to 
document requests.2

■■ In 2011, the Eastern District of 
Virginia sanctioned a South Korean 
defendant for failing to institute 
a litigation hold and to preserve 
evidence. During discovery, the 
defendant produced almost 1.2 
million pages of documents, 
including a series of screenshots of 
employees’ personal email accounts 
displaying instructions to delete 

the messages. A forensic analysis 
of the defendant’s computers and 
digital assets revealed that key 
employees deleted highly relevant, 
damaging emails and files in bad 
faith after learning of the lawsuit. 
The court issued an adverse 
inference instruction to remedy the 
intentional spoliation.3

■■ In 2011, the Southern District 
of New York denied a motion to 
compel three non-party Chinese 
banks to produce records from 
China pursuant to a subpoena in 
a trademark infringement lawsuit. 
Asserting the records were protected 
by China’s bank secrecy laws, the 
defendants refused to produce any 
documents located in China. Over 
the plaintiffs’ objection that the 
Hague Convention did “not offer a 
meaningful avenue to discovery” in 
China, the court required the parties 
to follow the Convention, rejecting 
the contention that the process was 
slow and ineffective. The court ruled 
that China’s interest in protecting 
the bank secrets of non-parties 
outweighed the US government’s 
interest in enforcing intellectual 
property rights on behalf of a 
private company.4 In 2012, the 
court issued a similar ruling but 
required a non-party Chinese 
bank to comply with the discovery 
provisions of an injunction because 
its service as the acquiring bank for 
an infringing website suggested it 
acted in bad faith.5

■■ In 2011, the Southern District of 
New York ruled that the United 
States’ interest in protecting its 
intellectual property trumped 
China’s interest in protecting bank 
secrets and compelled a non-
party Chinese bank to produce 
accounting records under a Rule 
45 subpoena. This time, the court 
was not convinced that the Hague 
Convention would be effective 
in compelling the production of 
evidence, or that the bank would 
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The current state of ediscovery law in Asia

To date, courts in two APAC nations have addressed ediscovery.

HONG KONG
In September 2013, the Hong Kong Judiciary announced its work 
on a pilot discovery project, which it plans to issue in 2014. 

SINGAPORE
In 2009, Singapore became the first common law jurisdiction in Southeast 
Asia to introduce formal e-disclosure procedures. Practice Direction 3 of 2009 
(PD3) creates a framework for the proportionate and economical discovery of 
electronically stored information. The PD3 suggests following the framework 
in cases where the claims exceed $1 million in value, where discovery is 
anticipated to involve at least 2,000 pages and where the document population 
is largely electronic. PD3 also includes a sample ediscovery plan as guidance 
for preliminary searches and data sampling, and provides a Checklist of 
Issues for Good Faith Collaboration, which addresses custodians, storage 
media, data locations, dates, search terms, production format and the like.
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suffer criminal or civil liability in 
China. Moreover, having availed 
itself of the privileges of doing 
business in New York, the bank 
could “hardly hide behind Chinese 
bank secrecy laws as a shield 
against the requirements faced by 
other United States-based financial 
institutions. This is particularly true 
where the bank secrecy laws at issue 
have been used to facilitate serious 
violations of United States law.”6

■■ In 2013, the Southern District of 
New York considered the Bank 
of China’s interest in protecting 
information against its obligations 
as a litigant in US court. The 
plaintiffs sought discovery of 
documents showing that the bank 
supported a terrorist organization 
that orchestrated a suicide 
bombing that killed and injured 
their family members in Israel. 
Initially, the court followed the 
Hague Convention and sent a letter 
seeking discovery to the Chinese 
Ministry of Justice. More than a 
year later, the Ministry still had not 
responded. The plaintiffs then filed 
a motion to compel the records, 
but the bank refused, relying on 
the confidentiality provisions of 
Chinese anti-money laundering 
laws. The judge found that Chinese 
law likely prohibited the production 
of the documents but ruled that 
the bank should produce them 
given their importance to the 
case. She also acknowledged the 
concept of “reciprocity,” finding 
that if an American bank with 
Chinese operations had been 
“accused of funding a terrorist 
organization responsible for the 
death of a Chinese citizen, it would 
be appropriate in the wake of an 
ineffective Hague request for a 
Chinese court to order the US 
bank to produce equally sensitive 
documents — appropriately 
redacted and under protective 
order, as here.”7

As these cases reveal, no ideal 
method currently exists for organiza-
tions battling these competing legal 
obligations. 

Ten practical steps to mitigate risk
Although there is no perfect solution 
for managing discovery that implicates 
data stored in Asia, organizations can 
take steps to mitigate their risk and 
safeguard their information.
1.  Develop a litigation readiness plan. 

Given the time and cost involved 
in handling cross-border legal 
matters, organizations should 
prepare in advance so they can 
make an informed decision about 
whether to proceed or settle. First, 
they should create a data map, pin-
pointing the types and locations of 
data that custodians have created, 
which can expedite the search for 
pertinent information during the 
crunch of discovery deadlines. 
This process can also help orga-
nizations determine whether they 
should relocate their data stores 
or consolidate information in a 
centralized repository to avoid the 
need to comply with multiple na-
tions’ privacy rules. 

2.  Apply to the Asia-Pacific Economic 
Cooperation (APEC) Cross Border 
Privacy Rules (CBPR) system. In 
2011, the APEC announced its 
CBPR program. The program so-
licits applications from organiza-
tions that seek to be deemed com-
pliant by countries participating 
in the APEC cross-border privacy 
regime. To be certified, organiza-
tions must meet two criteria: (1) 
They must be subject to the laws of 
at least one participating economy; 
and (2) at least one Accountability 
Agent — the agent tasked with 
determining certification — must 
offer its services in at least one of 
the organization’s participating 
economies. Currently, the United 
States and Mexico are the only two 
participants in the system.8

3.  Perform the review on-site. Many 
privacy statutes are implicated 
upon transfer; accordingly, it is 
impractical to expect to retrieve 
data from countries in Asia for 
review in the United States. There-
fore, organizations should recruit a 
local team of lawyers, vendors and 
document reviewers to examine 
the documents abroad. 

Some vendors offer a “back-
pack” model with comprehensive 
on-site ediscovery management, 
consulting and support for collec-
tion, processing, review prepara-
tion, production and project man-
agement. This integrated service 
eliminates the need to transfer 
data between nations, products 
and even vendors, so organizations 
can avoid triggering privacy rules 
or risking the inadvertent disclo-
sure of information.

4.  Redact personally identifiable 
information. Organizations can 
limit the risks associated with 
transferring personal information 
by using automated tools to redact 
sensitive information in respon-
sive documents. Advanced search 
techniques can recognize patterns 
of regular expressions, such as 
employee identification numbers 
or account numbers, and redact 
all matching content from docu-
ment images. Similarly, when the 
majority of a document requires 
redaction, reverse redaction tools 
permit users to select specific text 
to retain in a document and redact 
the remainder.

5.  Ask for consent to the collection, 
processing and transfer in advance. 
As a matter of course, organiza-
tions should establish and adhere 
to protocols and policies that 
control their electronically stored 
information. These policies should 
include computer and informa-
tion technology usage policies that 
set appropriate privacy expecta-
tions, explaining that employees’ 
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work email may be preserved 
and collected in response to legal 
matters. Organizations may want 
to require employees to acknowl-
edge in writing that they may be 
asked to disclose personal data in 
US legal matters in any policies or 
notices and consent to that disclo-
sure. Keep in mind that, in some 
countries, this consent may not be 
considered voluntary.

6.  Ask to limit discovery. Before 
attempting to gather discovery 
abroad, it is often easier to first 
explain the quandary to opposing 
counsel and attempt to limit the 
discovery at issue. If this coopera-
tive strategy misfires, the party 
can then approach the US court in 
good faith and explain its attempt 
to resolve the issue amicably. The 
process will go more smoothly if 
the party can relate the scope of 
the discovery, the problems it may 
pose, the potential sanctions and 
fines in the foreign nation, and 
other means of acquiring the same 
or similar information, if any. 
Obtaining an affidavit from local 
counsel may persuade the court 
of the potential burdens of the 
foreign discovery; even stronger 
evidence may include the declara-

tion of a foreign official, who can 
detail the civil and criminal rami-
fications of imposing US discovery 
law on the request for data. 

Despite these requests, if the 
US court still requires the produc-
tion of protected information, ask 
the court to issue a protective or-
der covering the data. The foreign 
data protection authority might 
find the order convincing evidence 
of US intent to protect the data.

7.  Retain local counsel. There is no 
substitute for obtaining advice 
from an experienced local lawyer, 
especially when negotiating 
with government officials and 
navigating cultural landmines. 
For example, local counsel can 
apprise organizations of cultural 
phenomena, such as nemawashi. 
This Japanese word, which liter-
ally translates as “digging around 
the roots of a tree,” refers to the 
unique approach of building 
consensus in Japan. There, the 
decision-making timeline can 
expand as team members want 
to ensure that stakeholders have 
thoroughly vetted the idea — to 
incorporate feedback and avoid 
dissension down the road, and to 
confirm that senior-level managers 

are on board with the decision. As 
organizations try to make critical 
decisions under the time pressures 
of discovery, the need to engage in 
nemawashi can become frustrat-
ing. Local counsel and vendors can 
set expectations and assuage the 
stress associated with this process.

8.  Attempt to gain approval from the 
foreign government ahead of time. 
Litigants can seek advance ap-
proval for the collection, process-
ing and transfer of data from the 
appropriate foreign government 
agency. However, foreign govern-
ments have little incentive to com-
ply with US discovery deadlines, 
so even if the decision is favorable, 
it may not be timely. For example, 
local counsel can ask the Chinese 
government for a declaration that 
documents are not state secrets. In 
general, the government will have 
10 days to approve documents that 
are deemed non-classified; it can 
take 30 days or more if the docu-
ments are potentially classified. 

9.  Assess the technology landscape. 
Foreign counterparts often use 
older versions or variants of com-
mon US software platforms. As an 
example, instead of standardizing 
email with a tool such as Microsoft 
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Outlook, countries in Asia often 
rely on other mail clients, includ-
ing Eudora, Becky!, Thunderbird 
and Notes. Check the software ver-
sion in advance to assess whether 
special review tools are required. 

Unusual software platforms 
may also generate files with abnor-
mal metadata fields that must be 
accounted for. Organizations may 
also use various types of encryp-
tion, which can extend the time-
frame for collecting and processing 
data if the use of password-crack-
ing software becomes necessary.

10. Use state-of-the-art review tools. 
Asian languages have idiosyn-
crasies that can complicate the 
process of document review. For 
instance, Chinese, Japanese and 
Korean languages use few or no 
spaces between words, rendering 
it difficult for indexing software 
to isolate individual keywords. 
Furthermore, the same word may 
have different meanings in vari-
ous contexts, so reviewers must 
account for these linguistic and 
contextual nuances. And some 
nations, like Japan, use multiple 
distinct alphabets. The chosen 
review platform must be capable of 
addressing these challenges.

Conclusion
No single path will ensure success in 
avoiding the risks inherent in conduct-
ing discovery in the APAC region. 
Therefore, organizations involved in 
litigation across international lines 
must take an agile approach, carefully 
balancing local restrictions on the 
processing and transfer of data against 
their US discovery obligations. ACC
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Resources for APAC discovery

HAGUE CONFERENCE WEBSITE
■■ Text of the Convention 

www.hcch.net/index_
en.php?act=conventions.
text&cid=82

■■ List of signatories to the Hague 
Convention on the Taking of 
Evidence Abroad in Civil or 
Commercial Matters 
www.hcch.net/index_
en.php?act=conventions.
status&cid=82

SINGAPORE PRACTICE 
DIRECTION 3
■■ Amendment No. 1 of 2012 of Part 

IVA, Discovery and Inspection of 
Electronically Stored Documents 
http://app.supremecourt.gov.sg/
data/doc/ManagePage/4122/
Part%20IVA%20Practice%20
Directions%20Amendment%20
No%201%20of%20
2012%20CLEAN.pdf

CROSS BORDER PRIVACY 
RULES (CBPR) SYSTEM
■■ Website with general information 

about the CBPR system 
www.cbprs.org/Business/
BusinessDetails.aspx

APEC CROSS-BORDER 
PRIVACY RULES SYSTEM 
PROGRAM REQUIREMENTS
■■ Baseline CBPR program 

requirements  
www.apec.org/~/media/Files/
Groups/ECSG/CBPR/CBPR-
ProgramRequirements.pdf

APEC CBPR SYSTEM INTAKE 
QUESTIONNAIRE
■■ Form that organizations must 

complete to be evaluated for 
participation in CBPR 
https://cbprs.blob.core.windows.
net/files/Cross%20Border%20
Privacy%20Rules%20
Intake%20Questionnaire.pdf

REFERENTIAL ON REQUIREMENTS 
FOR BINDING CORPORATE 
RULES Submitted to National 
Data Protection Authorities in 
the EU and Cross Border Privacy 
Rules Submitted to APEC CBPR 
Recognized Accountability Agents 
■■ Comparison of certification 

requirements for cross-border 
transfers in the EU and APEC 
http://ec.europa.eu/
justice/data-protection/
article-29/documentation/
opinion-recommendation/
files/2014/wp212_en.pdf
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