
 

  

CYBERSECURITY 
 
Cyber-Attacks Against Maritime Industry Quadrupled in Last Few 
Months 
 
A recent report released by the British Ports Association and Astaara, a 
risk management firm based in the U.K., concludes that since February 
of 2020, the maritime industry has seen a dramatic increase in cyber-
attacks. The number of attacks has quadrupled as companies struggle 
with COVID-19 and remote work forces. Read more  

 

 

 

Crozer-Keystone Health System Data for Sale Online by Attackers 
 
It is being reported by Cointelegraph that ransomware group Netwalker 
is offering data it exfiltrated from Pennsylvania based Crozer-Keystone 
Health System for sale after it declined to pay the requested ransom. 
According to the report, Netwalker offered to sell the data through its 
darknet website for six days and if no one buys it, it will auction it off to 
the highest bidder. Read more  

 

 

 

DATA PRIVACY 
 
AGs Express Concerns About Contact Tracing Apps and Protection 
of Consumer Personal Information 
 
As many states continue to reopen businesses and permit more 
gatherings, public health officials are looking to contact tracing as a key 
strategy for preventing further spread of COVID-19. In contact tracing, 
public health staff work with patients who have suspected or confirmed 
COVID-19 infection to help them recall everyone with whom they had 
close contact during the time when they may have been infectious. Staff 
members then warn those individuals of their potential exposure and 
provide information so they can understand their risk and take steps to 
limit the potential for further spread. To protect patient privacy, contacts 
are only informed that they may have been exposed; the identity of the 
patient is not disclosed. Read more  

 

 

 

NEW + NOW 
 
CCPA Enforcement Looms 
 
We have previously alerted our readers about the California Consumer 
Privacy Act (CCPA), which went into effect on January 1, 2020. CCPA is 
one of the strictest consumer privacy laws in the U.S. and is broadly 
applicable [view related posts]. Although CCPA went into effect on 
January 1, 2020, enforcement by the California Attorney General does 

June 25, 2020 

 

 

 

FEATURED AUTHORS: 
 
Linn Foster Freedman 
Kathryn M. Rattigan 
Jean E. Tomasco 
 
FEATURED TOPICS: 
 
Autonomous Vehicles 
Coronavirus 
Cybersecurity 
Data Breach 
New + Now 
Privacy Tip 
 
VISIT + SHARE: 
 
Insider Blog 
R+C website 
Twitter 
Facebook 
LinkedIn 

 

http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjRYKZWZIOWjzKg99SVv5QPXzW96m49QMPDefCBliiHC4ujVjvChwsqTMilDWMfeFc2PSkAIP7Xu8P_kCnY-By0R2qESUbnFYLvIH_Ydaj7xGyD2cZXsOqhvgiI7WYhbGYeaqRoAQImz4_F2DKSixRPG2nbDO_9Z3jdp_U6nj6Fc_n82b1zNcjrRnUgZNcKjLAwD4q20jAI-lVrnjXEdXp7hw7Rq3r4cxP&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjRYKZWZIOWjzKg99SVv5QPXzW96m49QMPDefCBliiHC4ujVjvChwsqTMilDWMfeFc2PSkAIP7Xu8P_kCnY-By0R2qESUbnFYLvIH_Ydaj7xGyD2cZXsOqhvgiI7WYhbGYeaqRoAQImz4_F2DKSixRPG2nbDO_9Z3jdp_U6nj6Fc_n82b1zNcjrRnUgZNcKjLAwD4q20jAI-lVrnjXEdXp7hw7Rq3r4cxP&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjRYKZWZIOWjzKg99SVv5QPXzW96m49QMPDefCBliiHC4ujVjvChwsqTMilDWMfeFc2PSkAIP7Xu8P_kCnY-By0R2qESUbnFYLvIH_Ydaj7xGyD2cZXsOqhvgiI7WYhbGYeaqRoAQImz4_F2DKSixRPG2nbDO_9Z3jdp_U6nj6Fc_n82b1zNcjrRnUgZNcKjLAwD4q20jAI-lVrnjXEdXp7hw7Rq3r4cxP&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjgfNpg_Z8LxvcnPVcWbXA1e_Lxk-ADiakriR_cG9h_uzl9ab1aimSoxkOjxj4qee0fI08LoxOXZMKkoPYUayuQj9KnKLSAygXgou2ZFGVNaciVfFgk4ozq9Kn084gK91QwNptOrOFcKmvKGlRwlEab6tTWy4Is58ZkI6SUKyxtoDYnAuc5FKj5lxtKkSUCKMnqMPmcy8TiJmAZm_sVN87-w==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjgfNpg_Z8LxvcnPVcWbXA1e_Lxk-ADiakriR_cG9h_uzl9ab1aimSoxkOjxj4qee0fI08LoxOXZMKkoPYUayuQj9KnKLSAygXgou2ZFGVNaciVfFgk4ozq9Kn084gK91QwNptOrOFcKmvKGlRwlEab6tTWy4Is58ZkI6SUKyxtoDYnAuc5FKj5lxtKkSUCKMnqMPmcy8TiJmAZm_sVN87-w==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5Bj7D2y6-0atyFxGwywnJBRr9sY3ReQe-m8BKXs0B4_WVHbesjnbHsGKODEeZHdvZjjcKle-NGx3FVSEcTCU2qYEnX6pImE59b_UHII4-RwSw-d1fUUZiWecIPCRSom74yQkyvn3-OT96eU_iWZQrVuHFURnubLb_SKhiZyU6kZUcl0BAaCg9pZKLySmrfXZGmzSeCmwX7Dl9ETN_PQLarDNTgs_QSrZQSZF9_kGjlGiQWFaGr0ODsm9Ie5-a5iOAQq&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5Bj7D2y6-0atyFxGwywnJBRr9sY3ReQe-m8BKXs0B4_WVHbesjnbHsGKODEeZHdvZjjcKle-NGx3FVSEcTCU2qYEnX6pImE59b_UHII4-RwSw-d1fUUZiWecIPCRSom74yQkyvn3-OT96eU_iWZQrVuHFURnubLb_SKhiZyU6kZUcl0BAaCg9pZKLySmrfXZGmzSeCmwX7Dl9ETN_PQLarDNTgs_QSrZQSZF9_kGjlGiQWFaGr0ODsm9Ie5-a5iOAQq&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5Bj7D2y6-0atyFxGwywnJBRr9sY3ReQe-m8BKXs0B4_WVHbesjnbHsGKODEeZHdvZjjcKle-NGx3FVSEcTCU2qYEnX6pImE59b_UHII4-RwSw-d1fUUZiWecIPCRSom74yQkyvn3-OT96eU_iWZQrVuHFURnubLb_SKhiZyU6kZUcl0BAaCg9pZKLySmrfXZGmzSeCmwX7Dl9ETN_PQLarDNTgs_QSrZQSZF9_kGjlGiQWFaGr0ODsm9Ie5-a5iOAQq&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb673ZXqZgXO5BjxfLEFoyPac13qEncVxvoOv_kfssGTvEJFK2erWtaQXH-j_MU-5aac_erOPESd4vIENdYKetiH2JtWy50j5yNlOim3i9At7OnAmQx01yOzs9fENMCsU8WrbNXYAZs_ZNZo8xxxeDPwcRWBbU-01L2sXlZFqVtNyqk&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb67-Wwx3qd_LHStsq0ky2MLkT_IpU7U9fB9vcPMMpr0rRHY3WlDOqmyul_7iAQ8a7yw8q_PBOcTqg-CKkS-yvgENNUr7sliiKAIGcSfKxvD2esULoVeu9XgLnbb5hymrgjR7zVVqRVcJYU&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyzpt7FNm59Hc60w-4aQyB78n_qnNWfJjzTpGzNWemuZ5qGftotu5U0CZptTJbzKqF3ft39Qyo6ncG2B5J_VcdIci9zjPYejVcrzenERb1V_nE=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyz1cTOcGAsWJeGzaNZD8HlDccuBXjcCRSEhmh4btLOPjmpvFVX6WE3VjK0d6C2HdsGXzF8qtT_o0qtXRmmHzMB0SzN7GZ87KhPfjlDTLyOlBiP492F8zG3d_cvZLTY6YByAFKhypyftLM=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb672Foa0nd3en4Uj38bYIUHS83l3N3LCVmyXjBLxOpXGBojAToZJU5BXbu4j3A5d-VnVJ9KX_ZwA24Dski3DIORAgKFzNWusDebSPbrcA7-5XXHzoyHqRvcPc=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb67_-iySViJMTZBZX5EvwzsMne540ViTDFNmt7VGzaQ2pB434_WinJ74T2NkdLWeZ32sqOFjeA-koqtK5Dzl0BEeZ67xm_O-sv9yokTy_6IDC6J--ebgk-R8V8EyJ9CPDYZ4ZQhHkDYWW90Rd0nlvYywTIm4SSznxqnQ==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb67-PuAhusXbTx8kV34wDk0wjlmJDB7JofXrPAHrvjiwHUL-wspLB6EZNLTqWn2sHN92ejXpFlP4jbNqaVNztjBuhYnUAIY86mW0IWOpSRAnZlcU2uhm6oc0PqMTIR0-U8LmBlAm9QqeyJsQQAfjrtC7IXJ8qDmx-J_A==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyzkIYlDHiGZxHLMY-wYTbcV2j4gf7laXPwzZaPQEttLPo_xEcnNVyj0DkEyybZsKkvQGOZjBwn-JWSvitHBuxzoXflnQX3RUlK10h9JFjoPgDdwuR3SFNaw_0m-QjAMVfn1ppTUudP9U_TmHX20eKjrQ==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb67_-iySViJMTZW5JlDhTQfjp3-S5u-IIqLPi4j82rTpa_DtLTO-F-x2nnu784gS4moYJtVjVXSzO1rkkRGse1MThu2VbBti-y4AbdkcbpDNpRsB-hbHLBOgHBJ5ybgTs4mI4zEKJyB-QWLURWv0MPpWbmFajeRAsSGg==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyzoKW7eMLxChYcKb-9ypYV1dx8Lv8tSHw-BQDnnDxrEP-2MxD4-YPkJyYyrzEwYnA_LlhKUWG1gbGqWkJUfBhYtTpGtgaMXYPQ-Sbqa4Rs6H_uWKByfsZTGaqA3lR-0oDfFHx4fJQS9og=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyzTR29dLfa1-AJGcjDRVIhc1_Cwl2oQOWGdNvH3dlneo2S4wufuaycaO8gMVs2Y5eZLJlKDBL3yF9y4a-yPahp2muv6B9wl8CbN7giV4h9ePlMPyKI6Ms-qHuCjTl-ftW4xSqKHnaa5-BuERXfpZja7A==&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb6768p6XvXIfyzqCCQBXehdkSvk-mAesquUMB-bnbdyAaEgiWy1ezouM5xNppWfwIRQtyaExnh7xZr5780M0xmaeBUz22oUWeXC-WRSk8dvSf7CVqDbyqMW8w=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb67wlgqMHiSxRjJcW66xStEfjDU5zWQ0IkRe8K8zGilDROpwUnkUnPOLZnwq6Qdeu6sQ9I1Duw0DNNjqEsreQuYcc=&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb678BtlGSFFDCxwSx5YeVn7dT5megosfLjn9Dfhu_OcLDrEYTJXnpXtSwhGAk4QPJeziAino6e3Y9T_jhVM7JwHbPD6NoFZT_cgeK7C2UDLlmV&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb672gwNu0PzThLoBc-ZMdNvCAyeXiDjnbi0eujdtOxH_wDvemtmZR1ALZQmSIBYOHGdzIy2zuAy0BuqcWu_76y7iYLUj4fn6wjS-WDHlw8AYU_nVAD-ChZ4XcPj0GyVTGLfsE382haDIIV&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==
http://r20.rs6.net/tn.jsp?f=001hzR7AwqkH2crNm5IdRdcJNe_Uc9Rap5RIsKCBLqYedAJMcr-WAb676uqkB6IGYeMJScdbP6f8OxB4uyucBTRHAiobvfIzTE7tyryLi1R8bJ2mv7ntWoVYzPkhMU8WbQ0hXmar123vCRPrORpNjup16nD0l0kUC9pRs2bIO0_ok0dBV_tF2jR_Cq1o4s5p8JC&c=bu0IIbcBB0JVLnW7W1PX8xahMV4x7dNmOOUY6o_3GOieAtVQXa2gnw==&ch=FwEOAVWM0XbiI-GefKSLlFPYcpxpYJqz8qCuNYKdOhvEpiMC8APyNg==


not start until July 1, 2020—next week. A coalition of 60 businesses 
have requested that Attorney General Xavier Becerra (AG) delay 
enforcement another six months to give businesses more time to put 
compliance programs in place, particularly in the face of the coronavirus, 
but the AG is committed to commencing enforcement next week. Read 
more  

 

 

 

AUTONOMOUS VEHICLES 
 
Autonomous Ships May Revolutionize Maritime Industry  
 
Experts say that autonomous ships could change the maritime industry 
as much as containers did when they were introduced over 50 years 
ago. Back in 2017, the global seaborne industry was valued at about $12 
trillion. The business case for autonomous ships includes lower fuel 
consumption, fewer idle hours, fewer personnel, and lower costs. Of 
course, experts also say that autonomous ships will not replace human 
entirely. Advances in technology will continue to make shipping safer 
and more efficient, but this technology will not replace masters and 
crews that serve on board. Essentially, if self-driving cars are something 
of the near future, then autonomous or remote-controlled ships are 
certainly on the horizon since these vessels move at slower speeds with 
less-demanding requirements for position updates. Read more  

 

 

 

PRIVACY TIP #242 
 
Protecting Children’s Privacy 
 
This week, Washington’s Attorney General Bob Ferguson (AG) 
announced that his office has settled an enforcement action against two 
tech companies to end allegations that the companies unlawfully 
collected children’s data without parental consent. This week’s privacy 
tip covers the details along with a recap of the Children’s Online Privacy 
Protection Act (COPPA). Read more  
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