
CYBERSECURITY

CISA, FBI + MS-ISAC Issue Warning on Phobos Ransomware

To help organizations protect against ransomware, CISA, the FBI, and the Multi-State
Information Sharing and Analysis Center (MS-ISAC) released a cybersecurity
advisory warning organizations about the Phobos ransomware, and provided indicators
of compromise and tactics, techniques, and procedures used by Phobos as recently as
February. Read more

DATA PRIVACY

White House Executive Order to Establish New Cross-Border Sensitive Data
Transfer Control Regime

On February 28, 2024, the Justice Department published an Advanced Notice of
Proposed Rulemaking (ANPRM) to seek public comments on the establishment of a
new regulatory regime to restrict U.S. persons from transferring bulk sensitive personal
data and select U.S. government data to covered foreign persons.

The ANPRM was published as a response to a new White House Executive Order (EO),
issued pursuant to the International Emergency Economic Powers Act (IEEPA), which
requires the Justice Department to propose administrative regulations within 6 months to
respond to potential national security threats arising from cross-border personal and
government data transfers. Read More

PRIVACY TIP

Privacy Tip #390 – National Consumer Protection Week

This week is National Consumer Protection Week. Do you have the tools to protect
yourself against scammers? Find out more in this week's Privacy Tip. Read more
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