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Substantially Increased 
Sanctioning Powers of the Dutch 
Data Protection Authority 
By Alex van der Wolk and Alja Poler De Zwart 

A newly passed bill in the Netherlands has increased the fining power of the Dutch 
Data Protection Authority (DPA) to up to EUR 810,000 or 10 percent of an 
organization’s annual worldwide turnover.  

On May 27, 2015, the Dutch legislature passed the bill amending the Dutch Data 
Protection Act (Wet bescherming persoonsgegevens; (WBP)). New fines may be 
imposed for non-compliance with various obligations of the WBP (as further 
discussed below). The DPA will have the discretion to decide whether a situation 
justifies either a fixed fine or a fine relative to a company’s revenue. According to 
the explanatory memorandum to the bill, the possibility of issuing a fine relative to 
a company’s turnover is necessary for the DPA to have an effective enforcement 
tool in place when dealing with (very) large international organizations, for which 
the threat of a EUR 810,000 fine would not be sufficiently dissuasive.  

Currently, the DPA is only authorized to impose an administrative fine of EUR 
4,500 for failure to register data processing with the DPA. Additionally, the DPA 
may impose an enforcement order to remediate non-compliance, which can be 
made subject to a penalty sum (either singular or incremental). The new 
sanctioning powers will therefore significantly increase the DPA’s oversight 
capabilities and will put Dutch data protection enforcement on par with, for 
instance, the antitrust violations on the European level (which are capped at 10 
percent of a company’s worldwide turnover). There is also an uncanny 
resemblance to the fines proposed in the 2014 version of the General Data 
Protection Regulation (5 percent of the worldwide turnover or EUR 100 million, 
whichever higher), which are currently being debated in the European Council and 
are apparently the cause of major discord between the divergent opinions of 
Member States on the subject.  

The DPA will only be able to issue the new fines if it has issued a binding 
instruction to the relevant company to remedy any non-compliance with the WBP 
and if the non-compliance is not remedied within the required time frame, with the 
exception of violations that are deliberate or caused by serious negligence.  
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It is yet unclear when the bill will enter into effect; the bill still needs to be published in the Official Gazette, after which it 
will officially enter into force. According to unofficial reports in the media, this should happen by January 1, 2016; 
although it is possible that the entry into force could be sooner.  

Organizations with operations in the Netherlands are advised to review their overall compliance with the WBP to avoid 
these significant fines. 

THE NEW SANCTIONING POWERS 

 The DPA will have the authority to impose the following fines: 

 6th category fine: EUR 810,000 or 10 percent of the organization’s annual worldwide turnover (articles 23(4) and 
(7) of the Dutch Penal Code)  

 The DPA will have the power to issue fines for companies’ failure to comply with the following WBP provisions:  

• Processing of personal information must be in accordance with the law and done in a proper and careful 
manner (article 6); 

• Collection of personal information must be for specific, explicitly defined and legitimate purposes only (article 
7); 

• Processing must be based on an appropriate legal basis (article 8); 

• Further processing in a way that is incompatible with the purposes for which personal information has been 
obtained or where this is precluded by an obligation of confidentiality by virtue of office, profession or legal 
provision is prohibited (articles 9(1) and (4)); 

• Retention of personal information in a form that allows individuals to be identified for longer than necessary 
for achieving the purposes for which it was collected or subsequently processed is prohibited (article 10(1)); 

• Adequate, relevant and not excessive processing is required (article 11); 

• Processing by service providers must be done in compliance with the orders of the responsible organization, 
except where otherwise required by law (article 12);  

• Appropriate technical and organizational measures must be implemented to secure personal information 
against loss or against any form of unlawful processing (article 13); 

• Processing of sensitive personal data is prohibited, except as otherwise provided by law (articles 16 and 24); 

• Provision of appropriate processing notice to individuals is required (articles 33 and 34(1), (2) and (3)); 

• The new data breach notification requirements, also established by the bill, must be complied with (new 
article 34a); 

• Various rights of individuals, such as access to, correction, supplementation, deletion or blocking of personal 
information, must be complied with (articles 35, 36(2), (3) and (4), 38, 39, 40(2) and (3), and 41(2) and (3)); 
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• Requirements pertaining to automated processing of personal information/profiling must be complied with 

(articles 42(1) and (4)); and 

• Requirements pertaining to Cross-border transfers of personal information outside the European Economic 
Area (EEA) must be complied with (articles 76, 77 and 78(3) and (4)). 

 4th category fine: EUR 20,250 (article 23(4) of the Dutch Penal Code) 

 The DPA will have the power to impose fines of up to EUR 20,250 for the following violations of the WBP: 

• If an organization that is responsible for processing of personal information is not established in the EU and that 
organization uses automated or non-automated means located in the Netherlands and fails to designate a 
person or body in the Netherlands to act on its behalf in accordance with the provisions of the WBP (article 4(3)); 
and 

• If personal information is transferred to a non-EEA country to which transfers are explicitly prohibited by the 
Dutch Minister of Justice (article 78(2)(a)).  

 The bill is available here (in Dutch). The explanatory memorandum to the bill is available here (in Dutch).  
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We are Morrison & Foerster — a global firm of exceptional credentials. Our clients include some of the largest financial 
institutions, investment banks, Fortune 100, technology and life science companies. We’ve been included on The 
American Lawyer’s A-List for 11 straight years, and Fortune named us one of the “100 Best Companies to Work For.” 
Our lawyers are committed to achieving innovative and business-minded results for our clients, while preserving the 
differences that make us stronger.  This is MoFo.  Visit us at www.mofo.com. 

Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our global 
offices.  With more than 60 lawyers actively counseling, litigating, and representing clients before regulators around the 
world on privacy and security of information issues, we have been recognized by Chambers and Legal 500 as having 
one of the best domestic and global practices in this area.   

For more information about our people and services and the resources we offer such as our treatise setting out the U.S. 
and international legal landscape related to workplace privacy and data security, "Global Employee Privacy and Data 
Security Law," or our free online Privacy Library, please visit our practice page and follow us on Twitter @MoFoPrivacy.  

Because of the generality of this update, the information provided herein may not be applicable in all situations and should 
not be acted upon without specific legal advice based on particular situations.  Prior results do not guarantee a similar 
outcome. 
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