IN THE UNITED STATES DISTRICT COURT Py
FOR THE EASTERN DISTRICT OF VIRGINIA
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MICROSOFT CORPORATION, a

Washington corporation, Crom iy
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Civil Action No: 1.\ OV 1D,
(LN 1areD

Plaintiff,
V.

JOHN DOES 1-27, CONTROLLING A

vvvvvvvvvvvvvvvvvv

COMPUTER BOTNET THEREBY FILED UNDER SEAL
INJURING MICROSOFT AND ITS
CUSTOMERS
Defendants.
COMPLAINT

Plaintiff MICROSOFT CORP. (“Microsoft””) hereby complains and alleges against JOHN
DOES 1-27 (“Doe Defendants”), controlling a computer botnet and operating the 273 internet
domain names controlling the botnet set forth at Appendix A to this Complaint hereinafter
referred to as the “Harmful Botnet Domains” as follows:
NATURE OF ACTION
1. This is an action based upon: (1) The Computer Fraud and Abuse Act, 18 U.S.C. §
1030; (2) CAN-SPAM Act, 15U.S.C. § 7704; (3) Electronic Communications Privacy Act, 18

U.S.C. § 2701; (4) False Designation of Origin under The Lanham Act, 15 US.C. § 1125(a); (5)
Trademark Dilution under The Lanham Act, 15 U.S.C. § 1125(c); (6) Common Law Trespass to
Chattels; (7) Unjust Enrichment and (8) Conversion. Microsoft seeks injunctive and other

quitable relief and damages against the operators of a controlled network of computers, known as
e “Waledac” Botnet, by means of the Harmful Botnet Domains, which have caused and continue

cause irreparable injury to Microsoft, its customers and the public.
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PARTIES

2. Plaintiff Microsoft is a corporation duly organized and existing under the laws of
the State of Washington, having its headquarters and principal place of business in Redmond,
Washington.

3. The Doe Defendants control the 273 Harmful Botnet Domains set forth at
Appendix A, which are being misused to cause harm to Microsoft, its customers and the public.

4. Microsoft is unaware of the true names and capacities of the Doe Defendants sued
herein as John Does 1-27, inclusive, and therefore sues these Doe Defendants by such fictitious
names. Doe Defendants own, operate and control the Waledac Botnet and do business under the
names of the Harmful Botnet Domains.

5. Microsoft will amend this complaint to allege the Doe Defendants’ true names and
capacities when ascertained. Microsoft will exercise due diligence to determine Doe Defendants®
true names, capacities and contact information, and to effect service upon those Doe Defendants.

6. Microsoft is informed and believes and therefore alleges that each of the
fictitiously named Doe Defendants is responsible in some manner for the occurrences herein
alleged, and that Microsoft’s injuries as herein alleged were proximately caused by such Doe
Defendants.

7. Doe Defendants have provided the contact information for the Harmful Botnet
Domains set forth at Appendix A to this Complaint.

8. Third party Verisign, Inc. (“Verisign”) is the domain name registry that oversees
the registration of all domain names ending in “.com,” including all of the Harmful Botnet
Domains, and is located at 21345 Ridgetop Circle, Dulles, Virginia, 20166, in the Eastern District
of Virginia. |

9. Third party Xin Net Technology Corp. (“Xin Net”), a Chinese entity, is a domain
name registrar through which some of the Harmful Botnet Domains are registered. Xin Net is
located at 1st Floor, 2nd Building Section A, BDA BeiGongDa Software Area, Beijing, China
100176. _

10.  Third party Xiamen Ename Network Technology Corp. Ltd. d/b/a Ename Corp.
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(“Ename”), a Chinese entity, is a domain name registrar through which some of the Harmful
Botnet Domains are registered. Ename is located at 602 Grand Imperial Plaza No. 820 Xiahe
Road, Xiamen FuJian, China 361004. |

11.  Third party China Springboard, Inc. (“China Springboard”), a Chinese entity, is a
domain name registrar through which some of the Harmful Botnet Domains are registered. China
Springboard is located at 18 Suzhou Rd., Chang Yuan Tian Di Sha, Bld. B1-12B05, Haidian
District, Beijing, China 100080, and at 6489 Palisades Drive, Centreville, Virginia, 20121, in the
Eastern District of Virginia.

12.  Third party Wild West Domains, Inc. (“Wild West”), an Arizona corporation, is a
domain name registrar through which some of the Harmful Botnet Domains are registered. Wild
West is located at 14455 N. Hayden Rd., Suite 219, Scottsdale, Arizona 85260.

13.  Third party Beijing Innovative Linkage Technology Ltd. (“Beijing Innovative”), a
Chinese entity, is a domain name registrar through which some of the Harmful Botnet Domains
are registered. Beijing Innovative is located at 20/F, Block A, SP Tower Tsinghua Science Park -
No. 1 Zhongguancun, Beijing, China 100084.

14.  The actions and omissions alleged herein to have been undertaken by the Doe
Defendants wére undertaken by each Doe Defendant individually, were actions and omissions that
each Doe Defendant authorized, controlled, directed, or had the ability to authorize, control or
direct, and/or were actions and oniissions each Doe Defendant assisted, participated in, or
otherwise encouraged, and are actions for which each Doe Defendant is liable. Each Doe
Defendant aided and abetted the actions of the Doe Defendants set forth below, in that each Doe
Defendant had knowledge of those actions and omissions, provided assistance and benefited from
those actions and omissions, in whole or in part. Each of the Doe Defendants was the agent of
each of the remaining Doe Defendants, and in doing the things hereinafter alleged, was acting
within the course and scope of such agency and with the permission and consent of other Doe
Defendants.

JURISDICTION AND VENUE

15.  This action arises out of Doe Defendants’ violation of the Federal Computer Fraud
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and Abuse Act (18 U.S.C. § 1030), CAN-SPAM Act (15 U.S.C. § 7704), Electronic
Communicatibns Privacy Act (18 U.S.C. § 2701) and the Lanham Act (15 U.S.C. § 1125).
Therefore, the Court has subject matter jurisdiction of this action based on 28 U.S.C. § 1331. This
is also an action for trespass to chattels, unjust enrichment and conversion. Accordingly, this
Court has subject matter jurisdiction under 28 U.S.C. § 1367. |

16.  Upon information and belief, Doe Defendants maintain computers and Internet
websites and engage in other conduct availing themselves of the privilege of conducting business
in Virginia, have directed acts complained of herein toward Virginia, have utilized
instrumentalities located in Virginia to carry out the acts complained of herein. In particular, Doe
Defendants have maintained 273 “.com” domains, referred to herein as the Harmful Botnet
Domains, specifically registered with Verisign in Virginia. Through the Harmful Botnet
Domains, Doe Defendants are causing harm to Microsoft, its customers and the public. The 273
Domains are used by Doe Defendants to control the communications of a network of
compromised user computers, called a “botnet,” which is misused by Doe Defendants to cause
harm to Microsoft, its customers and fhe public. The following represents the relationship of the

273 .com domains registered in the Eastern District of Virginia to the “botnet.”

273 .com domains
(maintained by Verisign in
EDVA) controlling the
botnet computers’ ability to The Waledac Botnet
commuhicate .

“Command & Control Server’
(tells infected computers what to do)

Infected user computers make up the botnet

17. Doe Defendants have also directed actions at Virginia, including specifically the
Eastern District of 'Virginia, by directing malicious computer code at the computers of individual
users located in Virginia and the Eastern District of Virginia specifically, infecting those user

computers with the malicious code and thereby making the user computers part of the “botnet,”
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which is used to injure Microsoft, its customers and the public. The following depicts the
geographical location of user computers in Virginia to which Doe Defendants are known to have

directed malicious code, causing them to become infected and part of the botnet:

18.  Doe Defendants have undertaken the foregoing acts with knowledge that such acts
would cause harm through the .com domains located in Viréinia and through user computers
located in Virginia, thereby injuring Microsoft, its customers and others both in Virginia and
elsewhere in the United States. Therefore, this Court has personal jurisdiction over Doe
Defendants.

19.  Pursuant to 28 U.S.C. § 1391(b), venue is proper in this judicial district. A
substantial part of the events of omissions giving rise to Microsoft’s claims, together with a
subétantial part of the property that is the subject of Microsoft’s claims, are situated in this judicial
district. Venue is proper in this judicial district under 28 U.S.C. § 1391(b) because a domain
name is deemed to have its situs in the judicial district in which the domain name registry that
registered or assigned the domain name is located. Verisign is the domain name registry for the
Harmful Botnet Domains and is located in this district. Venue is proper in this judicial district
under 28 U.S.C. § 1391(c) because the Doe Defendants are subject to personal jurisdiction in this
judicial district.

FACTUAL BACKGROUND

Microsoft’s Software, Services And Reputation
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20.  Microsoft is a provider of the Windows® operating system, Hotmail® e-mail
services and a variety of other software and services. Microsoft has invested substantial resources
in developing high-quality products and services. Due to the high quality and effectiveness of
Microsoft’s products and services and the expenditure of significant resources by Microsoft to
market those products and services, Microsoft has generated substantial goodwill with its
customers, has established a strong brand, has developed the Microsoft name and the names of its
products and services into strong and famous world-wide symbols that are well-recognized within
its channels of trade. Microsoft has registered trademarks representing the quality of its products
and services and its brand, including the Windows® and Hotmail® marks.

Computer “Botnets”

21.  In general, a “botnet” is a collection of individual computers, each running
software that allows communication among those computers and allows centralized or
decentralized communication with other computers providing control instructions.. The individual
computers in a botnet often belong to individual users who have unknowingly downloaded or
been infected by the software that makes the computer part of the botnet. For example, a user’s
computer may become part of a botnet when the user inadvertently interacts with a malicious
website advertisement, clicks on a malicious email attachment or downloads fraudulent software.
In each such instance, software code is ddwnloaded or executed on the user’s computer, causing
that computer to become part of the botnet, capable of sending and receiving communications, '
code and instructions to or from other botnet computers.

22.  Some botnet computers are wholly within thé control of the botnet creator. These
may have specialized functions, such as sending control instructions. These may be referred to as
“command and control” computers.

| 23.  Botnets are often éreated and controlled by sophisticated criminal organizations
and are used to carry out misconduct that harms others’ rights. For example, a computer in a
botnet may be used to anonymously send unsolicited, bulk email without the knowledge or
consent of the individual user who owns the compromised computer. Similarly, a botnet

computer may be used to deliver further malicious software that infects other computers, making
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them part of the botnet as well. A botnet computer may also be used to carry out fraud, computer
intrusions or other misconduct. A botnet computer may also be used simply to “proxy” or relay
Internet communications originating from other computers, in order to obscure and conceal the
true source of those communications.
The “Waledac” Botnet: Overall Architecture

24.  Microsoft brings this action to stop Doe Defendants from harming Microsoft and
its customers through the malicious use of the Harmful Botnet Domains which are central to a
botnet known as the “Waledac” botnet. A high-level depiction of the relationship between the
273 Harmful Botnet Domains and the Waledac Botnet is set forth at Paragraph 16 above.

25.  The Waledac Botnet has a multi-tiered architecture, which can be represented as

follows: W
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26.  The lowest “Spammer Node” tier in this architecture is made up of infected user
computers that have been determined to be behind firewalls or otherwise not directly accessible
from the Internet. The botnet software placed on these infected computers sends, without the

user’s knowledge or permission, unsolicited bulk email (often known as “spam”). This spam

- 7 - COMPLAINT



email may contain code that infects further computers adding them to the botnet or may serve
other purposes, such as inviting users to enter financial or other valuable personal information.
The botnet selects user computers behind firewalls to act as the “Spammer Nodes” because such
computers are more difficult to monitor or to reach remotely to remediate the problem. The
sending of spam email is a major component of the Waledac Botnet’s functionality. Upon
information and belief, the Waledac Botnet operators sell botnet capacity as a service, including
the capability of sending spam email to perpetuate fraud, to collect financial and personal data and
to distribute harmful or fraudulent software, including fake antivirus of “scareware” programs.
27.  The next highest tier in the architecture, the “Repeater Node” tier, is made up of
infected computers that are directly accessible from the Internet. These computers may serve
several different purposes, depending on the instructions sent by the botnet’s command and
control computers. First, they may act as proxies relaying communications among different
botnet computers, both to distribute the processing burden and to obfuscaté the true source of the
communications. Second, these computeré _may act as HTTP and SOCKS 5 servers capable bf
delivering HTTP and SOCKS 5 commands and responses, when receiving requests from other
botnet computers. These computers act as HTTP and SOCKS 5 proxies for both infected
computers already part of the botnet as well as uninfected computers that are following a URL
received in a spam email message. Third, these computers may act as “DNS servers.” In general,
a DNS server is a computer that translates human readable hostnames or domain names (such as
xinnet.com) to their corresponding binary identifier, called an IP address (such as 123.100.5.81).
28. The next highest tier in the architecture, the “TSL Servers,” is the first tier that is
controlled directly by the operators of the Waledac Botnet and the first tier that is not made up of
infected computers. The TSL Servers are “reverse proxy servers.” In general, reverse proxy
servers receive in-bound communications and then pass those on to additional servers. In the
Waledac Botnet, the TSL Servers receive in-bound communications from thé Repeater Nodes and
then pass them to other servers behind the TSL Servers. The purpose of TSL Servers is to
obfuscate details about the servers behind them, to prevent direct communications with those

servers and evade investigation of these portions of the botnet.
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29. At the highest level, behind the TSL Servers, there are one or more command and
control servers, referred to as the “Main Command & Control” servers. Upon information and
belief, these servers are also controlled directly by the operators of the Waledac Botnet and not
made up of infected computers. The Main Command & Control servers are responsible for-
coordinating the Waledac Botnet on the whole and providing the most fundamental definitions,
commands and instructions that determine how infected computers will operate and how different
botnet components will interact with each other.

The Waledac Botnet: Fast Flux DNS Server and The Harmful Botnet Domains

30.  The Waledac Botnet uses a method called “fast flux” hosting, which is a technique
used by botnets to hide the location of their constituent computers by constantly changing the
addressing of the domain names that are associated with the command and control and
infrastruc;ture components that make up the botnet. The purpose and result of fast flux hosting is
that discovery, observation and counter-measures are made more difficult because the addressing
of the constituent compromised computers is constantly changing.

3 1~. The Waledac Botnet includes a component called the “Fast Flux DNS Server.”
This component is a server that coordinates the domain name infrastructure associated with the
Repeater Nodes thereby using a fast flux hosting technique to obfuscate the source, location,
owner and other attributes of those computers. The Fast Flux DNS Server accomplishes this by
regularly updating the root name servers for the various fast flux domains used by the Waledac
Botnet. In particular, the Fast Flux DNS Server accesses a web portal to one of the domains’
registrars updating the root name servers at thé registrars. To hide the location of the Fast Flux
DNS Server from the registrars, all access of the server to the registrar’s wéb portal is proxied
through Repeater Node computers so there is not direct communication between the Fast Flux
DNS Server and the registrar. The botnet’s Fast Flux DNS Server can instruct a subset of the
Repeater Nodes to act as DNS sefvers while the Fast Flux DNS Server reconfigures the root DNS
servers to point to the configured nodes. As a result, a query by a computer to one of the Waledac
domain names results in one of the Repeater nodes responding with the IP address of the queried

computer or another Repeater Node computer, thereby providing the ability to continuously
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obscure the attributes of these Waledac domains.

32.  Each of the Harmful Botnet Domains set forth in Appendix A is one of the
foregoing described fast flux Waledac domains, representing a component in the command and
control of the botnet. Upon information and belief, each of the Harmful Botnet Domains set forth
in Appendix A has no purpose other than the support and propagation of the Waledac Botnet and
furtherance of malicious activity through the Waledac Botnet.

33.  The computers that are part of the Waledac Botnet can send “node table updates”
to other computers in the botnet. These node table updates contain lists of other known Repeater
Nodes, to enable and support continued communication between all of these computers. The
communication from the Spammer Node tier to the Repeater Node tier and comrhunicatién
between Repeater Nodes depends on the accuracy of the node tables stored at each computer and
depends on the accuracy of node table updates. If a node table is empty or contains invalid
entries, a given botnet computer uses one of the Harmful Botnet Domains, which is hardcoded in -
the botnet software residing on the computer, to query the botnet for an update to the node table.
Thus, the Harmful Botnet Domains continuously control the ability of the computers that make up
the Waledac Botnet to communicate with each other and to grow the botnet.

Injury Caused By The Waledac Botnet To Microsoft And Its Customers

34.  In addition to supporting Waledac Botnet’s infrastructure, as described above, the
Harmful Botnet Domains may further be used in at least the following way. Links to those
domains may be included in unsolicited, bulk email sent out by Spammer Node computers with
the purpose of spreading the botnet. For example, the Spammer Node computers have been
observed to send emails indicating to the victim recipients that a news story has broken or that a
loved one has sent the victim an e-card. The emails point to one of the Harmful Botnet Domains,
which represents a Repeater Node computer. When the victim opens the link sent to them, in
order to retrieve the story or e-card, the victim is interacting directly with the Repeater Node
computer, which may deliver software that infects the victim’s computer and makes it part of the
Waledac Botnet.

35.  The Waledac Botnet software is maliciously introduced onto users’ computers,
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infecting those computers and making them part of the botnet.! These acts constitute an
unauthorized intrusion into the Microsoft Windows® operating system which Microsoft licenses to
the end users. In particular, the Waledac Botnet specifically targets the Windows® operating
system. For example, the Waledac Botnet writes particular entries to the registry of the
Windows® operating system, without the consent of Microsoft or its customers, including
commands that tell the computer which commands to execute, commands that facilitate
communication between botnet computers, commands which harvest personal email addresses
from the computer, commands that tell the computer how to receive instructions from the botnet
operator and data identifying the computer within the botnet. The spread of the Waledac Botnet
in this way is not related to any vulnerability in Microsoft’s systems, but is instead achieved by
misleading unwitting users into taking steps that result in the infection of their machines.

36.  This Waledac Botnet’s intxiusion into Microsoft’s vWindows® operating system is
without the authority of Microsoft and exceeds any authority granted by Microsoft to any third
party, including the end-user and the operators of the Waledac Botnet. |

37.  The Waledac Botnet harms Microsoft’s customers by misusing the Windows®
operating system on those users’ infected computers. The Waledac Botnet causes harm to
Microsoft’s customers by, among other things, causing customers’ computers to: |

a. install and run software without the customers’ knowledge or consent,
including software to support the botnet infrastructure, software that causes the computer to act as
an HTTP Proxy, an HTTP Server, a DNS Server, a SOCKSS5 Proxy, software that acts as an

SMTP email engine, software enabling the computer to initiate a DDoS attack, and an HTTP P2P

Engine;
b. install and run fake anti-virus software and other similar software;
C. have deteriorated performance due to the running of unauthorized software;
d. install and run software without the customers’ knowledge and consent

! The malicious software that perpetuates the Waledac Botnet is known by various names in the Internet
security community, including: Win32/Iksmas.worm.390656 (AhnLab), Trojan.Waledac.F :
(BitDefender), Win32/Waledac.D (CA), Email-Worm.Win32.Iksmas.y (Kaspersky), W32/Waledac.gen
(McAfee), Trj/MailStealer.F (Panda), W32/Waled-F (Sophos), W32.Waledac (Symantec),
Trojan.Waledac.Gen (VirusBuster) : :
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which collects personal information, including personal email address information of the
customers and others;

e. send spam email to others, including users of Microsoft’s Hotmail email
account holders and users of Microsoft’s Outlook email program;

f. send spam email falsely appearing to originate from Microsoft’s Hotmail
email service;

g.  transmit collected personal information, including personal email address
information to the Waledac Botnet Main Command & Control Server and whether or not such
email addresses successfully accepted unsolicited email and which unsolicited email template was
accepted by such email addresses.

38.  The unauthorized access of and intrusion into Microsoft’s Windows® operating
system and Microsoft’s customers’ computers results in consumer confusion. Microsoft’s
customers have notified Microsoft of damage caused by the Waledac Botnet and the Harmful
Botnet Domains. Such customers have been confused and have been incorrectly led to believe
that Microsoft was the source of damage and therefore attributed their injury to Microsoft and its
products and services. Thus, the Waledac Botnet and the Harmful Botnet Domains have caused
injury to Microsoft’s brand, reputation and goodwill. This incorrect attribution of the effects of
the Waledac Botnet and the Harmful Botnet Domains to Microsoft causes harm to Microsoft’s
brand and tarnishes the reputation of Microsoft’s name, products and services. Microsoft has had
to expend substantial resources in an attempt to assist its customers and to correct the continuing
misperception that Microsoft is the source of damage caused by the Waledac Botnet and the
Harmful Botnet Domains.

39.  Upon information and belief, the Doe Defendants who operate the Waledac Botnet
benefit from its operation and the activities described above by sending spam email which
generates advertising revenue and by selling to others, for profit, the botnet’s capability of sending
unsolicited, bulk email and carrying out other activities on behalf of others.

FIRST CLAIM FOR RELIEF
Violation of the Computer Fraud & Abuse Act, 18 U.S.C. § 1030

- 12 - ’ COMPLAINT



40.  Microsoft realleges and incorborates by reference the allegations contained in
paragraphs 1 through 39 above.

41.  Doe Defendants: (a) knowingly and intentionally accessed Microsoft customers’
protected computers and Microsoft’s protected computers without authorization or in excess of
any authorization and thereby obtained information from the protected computers in a transaction
involving an interstate or foreign communication (18 U.S.C. § 1030(a)(2)(0)), (b) knowingly and
with an intent to defraud accessed the protected computers without authorization or in excess of
any authorization and obtained information from the computers, which Doe Defendants used to
further the fraud énd obtain something of value (18 U.S.C. § 1030(a)(4)); (c) knowingly caused
the transmission of a program, information, code and commands, and as a result of such conduct
intentionally caused damage without authorization to the protected computers (18 U.S.C. §
1030(2)(5)(A)); and (d) intentionally accessed the protected computers without authorization, and
as a result of such conduct caused damage and loss (18 U.S.C. § 1030(a)(5)(C)).

42.  Doe Defendants’ conduct has caused a loss to Microsoft during a one-year period
aggregating at least $5,000. |

43.  Microsoft has suffered damages resulting from Doe Defendants’ conduct. -

44,  Microsoft seeks compensatory and punitive damages under 18 U.S.C. § 1030(g) in
an amount to be proven at trial.

45. As a direct resuit of Doe Defendants’ actions, Microsoff has suffered and continues

-to suffer irreparable harm for Which Microsoft has no adequate rémedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.
SECOND CLAIM FOR RELIEF
Violation of CAN-SPAM Act, 15 U.S.C. § 7704

46.  Microsoft realleges and incorporates by reference the allegations contained in
paragraphs 1 through 39 above.

47.  Microsoft is a provider of internet access service. Microsoft enables users to
access content, including proprietary content, electronic mail, and other internet services.

48. Doe Defendants initiated the transmission of unsolicited, bulk email, which are
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commercial electronic messages, via the Waledac Botnet through Microsoft customers’ computers
and through Microsoft’s computers, which are used in interstate and foreign commerce and
communication, to thousands or millions of computers, which are also used in interstate and
foreign commerce and communication and are “protected computers” as defined by 13 US.C. §
1030(e)}(2)(B).

49. By sending messages via the Waledac Botnet, Doe Defendants initiated the
transmission of commercial electronic mail messages, to protected computers that contained
materially false or misleading header information in violation of 15 U.S.C. § 7704(a)(1).

50. Doe Defendants initiated the transmission of commercial electronic messages to
protected computers with actual or fairly implied knowledge that the subject headings of the
messages would likely materially mislead recipieﬁts regarding the contents or subject matter of
the message in violation of 15 U.S.C. § 7704(a)(2).

51.  Doe Defendants transmitted to protected computers commercial email messages
that did not contain a functioning return electronic mail address or other Internet-based
mechanism that recipients could use to contact Doe Defendants and indicate their desire to opt-out
of future messages from Doe Defendants, in violation of 15 U.S.C. § 7704(a)(3).

52.  Doe Defendants initiated the transmission to profected computers of commercial
electronic messages that did not provide (a) clear and conspicuous identification that the message
was an advertisement or solicitation; (b) clear and conspicuous notice of the right to decline to
receive future message; or (c) a valid physical postal address of the sender, in violation of 15
U.S.C. § 7704(a)(5).

53.  Doe Defendants’ unsolicited, bulk emails were sent as part of a systematic pattern
and practice that did not conspicuously display a return electronic mail address by which the
recipients could submit to the true sender a reply requesting that no further commercial emails be
sent to the recipient.

54. As a direct result of Doe Defendants’ actions, Microsoft has suffered harm in an
amount to be determined at trial.

55.  Microsoft is entitled to the greater of actual damages or statutory damages in
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accordance with 15 U.S.C. § 7706(g)(1)(B).

56. On information and belief, Doe Defendants’ actions were‘ willful and knowing,
entitling Microsoft to aggravated damages in accordance with 15 U.S.C. § 7706(g)(3)(C).

57. As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

THIRD CLAIMFOR RELIEF
Violation of Electronic Communications Privacy Act, 18 U.S.C. § 2701

58.  Microsoft realleges and incorporates by reference the allegations contained in
paragraphs 1 through 39 above.

59.  Microsoft’s computers and servers and its licensed operating system are facilities
through which electronic communication service is provided to its users and customers.

60. Doe Defendants knowingly and intentionally accessed Microsoft customers’
computers and Microsoft’s computers and servers without authorization or in excess of any
authorization granted by Microsoft.

61. Through this unauthorized access, Doe Defendants had access to, obtained, altered,
and/or prevented Microsoft’s users’ and customers’ legitimate, authorized access to wire
electronic communications, including but not limited to emails while they were in electronic
storage in the computers and servers of Microsoft and its customer and within Microsoft’s
licensed operating system. _ |

62.  As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

FOURTH CLAIM FOR RELIEF
False Designation of Origin Under The Lanham Act - 15 US.C. § 1125(a)

63.  Microsoft realleges and incorporates by thi.s reference each and every allegation set

forth in paragraphs 1 through 39 above.

64. The marks “Microsoft,” “Windows” and “Hotmail” (“Microsoft Marks™) are
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distinctive marks that are associated with Microsoft and exclusively identify Microsoft’s business,
products, and services.

65. The Waledac Botnet creates keys and writes entries to the Windows® registry. By
creating keys and writing entries under a registry path that includes the Microsoft Marks, Doe
Defendants are likely to cause confusion, mistake, or deception as to the origin, sponsorship, or
approval of the malicious software installed by the Waledac Botnet, including through the
Harmful Botnet Domains.

66. By using the Microsoft Marks falsely in connection with spam email, Doe
Defendants are likely to cause confusion, mistake, or deception as to the origin, sponsorship, or
approval of the email sent by the Waledac Botnet, including through the Harmful Botnet
Domains.

67. By promoting fake antivirus software through the Waledac Botnet purporting to be
from Microsoft, Doe Defendants are likely to cause confusion, mistake, or deception as to the
origin, sponsorship, or approval of that activity.

68.  As a result of their wrongful conduct, Doe Defendants are liable to Microsoft for
violation of this provision of the Lanham Act.

69. As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

FIFTH CLAIM FOR RELIEF
Trademark Dilution Under The Lanham Act - 15 U.S.C. § 1125(c)

70.  Microsoft realleges and incorporates by this reference each and every allegation set

forth in paragraphs 1 through 39 abbve.
| 71.  The Microsoft Marks are distinctive marks that are associated with Microsoft and
exclusively identify Microsoft’s business, products, and services.

72. By creating keys and writing entries under a registry path that includes the
Microsoft Marks, Doe Defendants are likely to cause dilution by blurring and dilution by

tarnishment of the Microsoft Marks. By using the Microsoft Marks falsely in connection with
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spam email, Doe Defendants are likely to cause dilution by blurring and dilution by tarnishment.

73.  Microsoft is entitled to an injunction against Doe Defetfdants under the Lanham
Act.

74.  As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

SIXTH CLAIM FOR RELIEF
Common Law Trespass to Chattels

75.  Microsoft realleges and incorpoiates by this reference each and every allegation set
forth in paragraphs 1 through 39 above.

76. Doe Defendants’ actions in operating the Waledac Botnet result in unauthorized
access to the computers of Microsoft and its customers and result in unsolicited, bulk electronic

mail being sent to, from or through the computers of Microsoft and its customers.

77.  Doe Defendants intentionally caused this conduct and this conduct was
unauthorized.
78.  Doe Defendants’ actions have caused injury to Microsoft and its customers and

imposed costs on Microsoft and its customers, including time, money and a burden on the
computers of Microsoft and its customers, as well as injury to Microsoft’s business goodwill and
diminished the value of Microsoft’s possessory interest in its computers and software.

79. As a result of Doe Defendants’ unauthorized and intentional conduct, Microsoft
has been damaged in an amount to be proven at trial.

80.  As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will

continue unless Doe Defendants’ actions are enjoined.

SEVENTH CLAIM FOR RELIEF

Unjust Enrichment

81.  Microsoft realleges and incorporates by this reference each and every allegation set
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forth in paragraphs 1 through 39 above.

82.  The acts of Doe Defendants complained of herein constitute unjust enrichment of
the Doe Defendants at Microsoft’s expense in violation of the common law.

83.  Doe Defendants accessed, without authorization, computers running Microsoft’s
seftware.

84. Doe Defendants used, without authorization or license, the facilities of Microsoft’s
software to, among other acts, deliver malicious software, support the Waledac Botnet, deliver
unsolicited, bulk email and deliver fake antivirus software.

85.  Doe Defendants’ actions in operating the Waledac Botnet result in unauthorized
access to the computers of Microsoft and its customers and result in unsolicited, bulk electronic
mail being sent to, from or through the computers of Microsoft and its customers.

86.  Doe Defendants profited unjustly from their unauthorized and unlicensed use of
Microsoft’s software and the computers of Microsoft and its customers.

87.  Doe Defendants had an appreciation and knowledge of the benefit they derived
from their unauthorized and unlicensed use of Microsoft’s software and the computers of
Mi_crosoftvand its customers.

88. Retention by the Doe Defendants of the profits they derived from their
unauthorized and unlicensed use of Microsoft’s software and the computers of Microsoft and its
customers would be inequitable.

89.  Doe Defendants’ unauthorized and unlicensed use of Microsoft’s software and use
of the computers of Microsoft and its customers have damaged Microsoft in an amount to be
proven at trial, and Doe Defendants should disgorge their ill-gotten profits.

90. As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

EIGHTH CLAIM FOR RELIEF
- Conversion

91.  Microsoft realleges and incorporates by this reference each and every allegation set
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forth in paragraphs 1 through 39 above.

92.  Doe Defendants have willfully interfered with and converted Microsoft’s personal
property, without lawful justification, as a result of which Microsoft has been deprived of
possession and use of its property.

93.  Asaresult of Doe Defendants’ actions, Microsoft has been damaged in an amount
to be proven at trial. |

o4, As a direct result of Doe Defendants’ actions, Microsoft has suffered and continues
to suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Doe Defendants’ actions are enjoined.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff Microsoft prays that the Court:

1. Enter judgment in favor of Microsoft and against the Doe Defendants.

2. Declare that Doe Defendants conduct has been willful and that Doe Defendants
have acted with fraud, malice and oppression.

3. Enter a preliminary and permanent injunction enjoining Doe Defendants and their
officers, directors, principals, agents, servants, employees, successors, and assigns, and all persons
and entities in active concert or participation with them, from engaging in any of the activity
complained of herein or from causing any of the injury complained of herein and from assisting,
aiding or abetting any other person or business entity in engaging in or performing any of the
activity complained of herein or from causing any of the injury complained of herein.

4. Enter judgment awarding Microsoft actual damages from Doe Defendants adequate
to compensate Microsoft for Doe Defendants’ activity complained of herein and for any injury
complained of herein, including but not limited to interest and costs, in an amount to be proven at
trial.

5. Enter judgment disgorging Doe Defendants’ profits.

6. Enter judgment awarding enhanced, exemplary and special damages, in an amount
to be proved at trial.

7. Enter judgment awarding attorneys’ fees and costs, and
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8. Order such other relief that the Court deems just and reasonable.

Dated: February 22, 2010.

Respectfully submitted,

ORRICK, HERRINGTON & SUTCLIFFE LLP

[

' i

PRESTON BURTON (Va. State Bar No. 30221)
REBECCA L. MROZ (Va. State Bar No. 77114)
ORRICK, HERRINGTON & SUTCLIFFE LLP
Columbia Center

1152 15th Street, N.W. :

Washington, D.C. 20005-1706

Telephone:  (202) 339-8400

Facsimile: (202) 339-8500
pburton@orrick.com

bmroz@orrick.com

Of counsel:

" GABRIEL M. RAMSEY (pro hac vice application pending)

JACOB M. HEATH (pro hac vice application pending)
ORRICK, HERRINGTON & SUTCLIFFE LLP

1000 Marsh Road ,

Menlo Park, CA 94025

Telephone:  (650) 614-7400

Facsimile: (650) 614-7401

gramsey @orrick.com

jheath @orrick.com

Attorneys for Plaintiff Microsoft Corp.
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DEMAND FOR JURY TRIAL

Microsoft respectfully requests a trial by jury on all issues so triable in accordance with

Fed. R. Civ. P. 38.

Dated: February 22, 2010. Respectfully submitted,

ORRICK, HERRINGTON & SUTCLIFFE LLP

LY _—3

PRESTON BURTON (Va. State Bar No. 30221)
REBECCA L. MROZ (Va. State Bar No. 77114)
ORRICK, HERRINGTON & SUTCLIFFE LLP
Columbia Center

1152 15th Street, NN'W.

Washington, D.C. 20005-1706

Telephone:  (202) 339-8400

Facsimile: (202) 339-8500
pburton@orrick.com

bmroz@orrick.com

Of counsel:

GABRIEL M. RAMSEY (pro hac vice application pending)
JACOB M. HEATH (pro hac vice application pending)
ORRICK, HERRINGTON & SUTCLIFFE LLP

1000 Marsh Road

Menlo Park, CA 94025

Telephone:  (650) 614-7400

Facsimile: (650) 614-7401

gramsey@orrick.com

jheath @orrick.com

Attorneys for Plaintiff Microsoft Corp. -
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Harmful Botnet

Domain Name
bestchristmascard.com

Appendix A

Registrant Information Provided

For Harmful Botnet Domain
Name : WANGJIAYAN

Registry

VERISIGN INC.

Registrar

XIN NET

Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country :china
Postal Code : 343059 '

Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan @sohu.cn
bestmirabella.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159 :
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email : jiangchenxian_1 @sina.com
bestyearcard.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN ' TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
- Email : wangjiayan @sohu.cn
blackchristmascard.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU5S87 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email : caimeihui @hichina.com.cn _
cardnewyear.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number :86-0731-58947521
Fax : 86-0731-58947521
Email : youyueyou@163.com
cheapdecember.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU587 CORPORATION
City : shixiaqu . '
Province/State : shanghaishi
Country : china
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Postal Code : 200365
Phone Number : 86-021-58947521
Fax - 186-021-58947521
Email : caimeihui@hichina.com.cn
7. christmaslightsnow.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City > jianshi
Province/State : jiangxisheng
Country : china
Postal Code :343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan @sohu.cn
8. decemberchristmas.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU587 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code :200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email : caimeihui@hichina.com.cn
9. directchristmasgift.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU5S87 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
_ Email : caimeihui @hichina.com.cn
10. | eternalgreetingcard.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
, Email : jiangchenxian_1@sina.com
11. | freechristmassite.com Name : WANGJIAYAN VERISIGN INC. [ XIN NET
: Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan@sohu.cn
12. | freechristmasworld.com Name : WANGJIAYAN VERISIGN INC. | XINNET .
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi

Province/State : jiangxisheng
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan@sohu.cn ‘
13. | freedecember.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU5S87 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email : caimeihui @hichina.com.cn
14. | funnychristmasguide.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan @sohu.cn
15. | greatmirabellasite.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYQU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email 1 youyueyou@163.com
16. | greetingcardcalendar.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-5190052
Email T
jiangchengxian_1@sina.com
17. | greetingcardgarb.com Name : JIANCHENXIAN VERISIGN INC. | XIN NET
Organization : JJANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM
18. | greetingguide.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JJANGCHENGXIAN TECHNOLOGY
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM _

19. | greetingsupersite.com Name : JIANCHENXIAN VERISIGN INC. | XIN NET
Organization. : JANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM

20. | holidayxmas.com Name : CAINUOXIANG VERISIGN INC. | XIN NET :
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU5S87 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country :-china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email :
CAIMEIHUI@HICHINA.COM.CN

21. | itsfatherchristmas.com Name . : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN

22. | jusichristmasgift.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLUS87 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email :
CAIMEIHUI@HICHINA.COM.CN

23. | lifegreetingcard.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET

: Organization : JIANGCHENGXIAN TECHNOLOGY

Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
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Harmful Botnet

Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Fax : 86-0553-45190052
Email E
JIANGCHENGXIAN_1@SINA.COM _
24. | livechristimascard.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jlangxisheng
Country : china '
Postal Code :343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN
25. | livechristmasgift.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU587 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code :200365
. Phone Number :86-021-58947521
Fax : 86-021-58947521
Email :
CAIMEIHUI@HICHINA.COM.CN
26. | mirabellaclub.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City . : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM
27. | mirabellamotors.com . Name : JJANCHENXIAN VERISIGN INC. | XIN NET
' Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi '
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM
28. | mirabellanews.com Name - : JIANCHENXIAN VERISIGN INC. | XIN NET
Organization : JJANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM
29. | mirabellaonline.com Name :YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

City : changshashi CORPORATION
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM

30. | newlifeyearsite.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM

31. | newmediayearguide.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM

32. | newyearcardcompany.com Name : WANGJIAYAN VERISIGN INC. | XINNET
Organization : WANGJIAYAN : TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi .
Province/State : jiangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax 1 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN

33. | newyearcardfree.com Name : YOUYUEYOU VERISIGN INC. | XINNET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number :86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM _

34. | newyearcardonline.com Name : WANGJIAYAN - VERISIGN INC. | XINNET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jlanshi
Province/State : jilangxisheng
Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN

35. | newyearcardservice.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYQOU TECHNOLOGY
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Harmful Botnet
Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Address : MUDANHUAJIE25

City : changshashi
Province/State : hunansheng
Country : china

Postal Code :410105
Phone Number :86-0731-58947521

Registry

Registrar

Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM

36. | smartcardgreeting.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM

37. | superchristmasday.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG | TECHNOLOGY
Address : LIJINLU587 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number : 86-021-58947521
Fax : 86-021-58947521
Email 5
CAIMEIHUI@HICHINA.COM.CN

38. | superchristmaslights.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code :343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN

39. | superyearcard.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number :86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM .

40. | themirabelladirect.com Name : YOUYUEYOU VERISIGN INC. | XIN NET

: Organization : YOUYUEYOU TECHNOLOGY

Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china

Postal Code :410105
Phone Number :86-0731-58947521
Fax : 86-0731-58947521
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Email : YOUYUEYOU@163.COM .
41. [ themirabellaguide.com Name - JIANCHENXIAN VERISIGN INC. | XIN NET
Organization : JJJANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
* Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
JIANGCHENGXIAN_1@SINA.COM
42. | themirabellahome.com Name : YOUYUEYOU VERISIGN INC. | XIN NET -
Organization : YOUYUEYOU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number : 86-0731-58947521
Fax : 86-0731-58947521
Email : YOUYUEYOU@163.COM
43. | topgreetingsite.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
, Organization : JJIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City . : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
A JIANGCHENGXIAN_1@ SINA.COM
44 | whitewhitechristmas.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
: Organization : WANGJIAYAN TECHNOLOGY
Address : YANGCHANGLU353HAO CORPORATION
City : jianshi
Province/State : jiangxisheng
Country : china
Postal Code : 343059 ,
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : WANGJIAYAN@SOHU.CN
45. | worldgreetingcard.com Name : JIANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
jiangchengxian_1@sina.com :
46. -| yourchristmaslights.com Name : WANGJIAYAN VERISIGN INC. | XIN NET
. Organization : WANGJIAYAN ' TECHNOLOGY
Address : YANGCHANGLU353HAO .| CORPORATION
City : jianshi :
Province/State : jiangxisheng
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

Country : china
Postal Code : 343059
Phone Number : 86-0796-69502624
Fax : 86-0796-69502624
Email : wangjiayan @sohu.cn
47. | yourdecember.com Name : CAINUOXIANG VERISIGN INC. | XIN NET
Organization : CAINUOXIANG TECHNOLOGY
Address : LIJINLU587 CORPORATION
City : shixiaqu
Province/State : shanghaishi
Country : china
Postal Code : 200365
Phone Number :86-021-58947521
Fax : 86-021-58947521
Email : caimeihui @hichina.com.cn .
48. | yourmirabelladirect.com Name 1 JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email :
jiangchengxian_1@sina.com
49. | yourregards.com Name : JJANCHENXIAN VERISIGN INC. | XIN NET
Organization : JIANGCHENGXIAN TECHNOLOGY
Address : CHENTINGLU17 CORPORATION
City : wuhushi
Province/State : anhuisheng
Country : china
Postal Code :241159
Phone Number : 86-0553-45190052
Fax : 86-0553-45190052
Email : .
jiangchengxian_1@sina.com
50. | youryearcard.com Name : YOUYUEYOU VERISIGN INC. | XIN NET
Organization : YOUYUEYOQU TECHNOLOGY
Address : MUDANHUAJIE25 CORPORATION
City : changshashi .
Province/State : hunansheng
Country : china
Postal Code :410105
Phone Number :86-0731-58947521
Fax - : 86-0731-58947521
Email : youyueyou@163.com
51. | bestbarack.com Name : LIFENGZHEN VERISIGN INC. | XiN NET
Organization : LIFENGZHEN : TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number :86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn
52. | bestbaracksite.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
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Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn
53. | bestobamadirect.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number :86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn
54. | expowale.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn
55. | greatbarackguide.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi ‘
Province/State : hunansheng
Country : china .
Postal Code. : 421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @ sogou.cn
56. | greatobamaguide.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
o Organization : LIFENGZHEN TECHNOLOGY
| Address : HANJIELU72 CORPORATION
. City : hengyangshi :
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
_ Email : lifengzhen@sogou.cn
57. | greatobamaonline.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address  : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen@sogou.cn
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58. | jobarack.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 . CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code : 421038
Phone Number :86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn

59. | superobamadirect.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen@sogou.ch

60. | superobamaonline.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn

61. | thebaracksite.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn

62. | topwale.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code : 421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @ sogou.cn

63. | waledirekt.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
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Email : lifengzhen @ sogou.cn
64. | waleonline.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address - HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038 ‘
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @ sogou.cn
65. | waleprojekt.com Name : LIFENGZHEN VERISIGN INC. | XIN NET
Organization : LIFENGZHEN TECHNOLOGY
Address : HANJIELU72 CORPORATION
City : hengyangshi
Province/State : hunansheng
Country : china
Postal Code :421038
Phone Number : 86-0734-35921093
Fax : 86-0734-35921093
Email : lifengzhen @sogou.cn
66. | goodnewsdigital.com ZHAOJUNHUA VERISIGN INC. [ XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
_ LIMITED DBA
ENAME CORP
67. | goodnewsreview.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637@126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
LIMITED DBA
ENAME CORP .
68. | linkworidnews.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA . NETWORK
ed30673637@126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
LIMITED DBA
ENAME CORP
69. | reportradio.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
LIMITED DBA
ENAME CORP
70. | spacemynews.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
: LIMITED DBA
ENAME CORP
71. | wapcitynews.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @ 126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION
LIMITED DBA .
ENAME CORP
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72. | worldnewsdot.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com | TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION

LIMITED DBA
ENAME CORP

73. | worldnewseye.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION

LIMITED DBA
ENAME CORP

74. | worldtracknews.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637@126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION

LIMITED DBA
ENAME CORP

75. | bestgoodnews.com ZHAOJUNHUA VERISIGN INC. | XIAMEN ENAME
ZHAOJUNHUA NETWORK
ed30673637 @126.com TECHNOLOGY
CHENGSHIGUANGCHANG73, 200253 CORPORATION

LIMITED DBA
ENAME CORP

76. | adorelyric.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP

77. | adorepoem.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP

78. | adoresongs.com YANSHIYING VERISIGN INC. | XIAMEN ENAME

' YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP

79. | bestadore.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
, ENAME CORP

80. | bestlovelong.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU18, 200159 CORPORATION

LIMITED DBA
ENAME CORP

81. | funioveonline.com YANSHIYING VERISIGN INC. | XIAMEN ENAME -
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
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FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
82. | youradore.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
83. | yourgreatlove.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
: YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
_ ENAME CORP
84. | orldiovelife.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
85. | romanticsloving.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
86. | adoresong.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
87. | bestlovehelp.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING : NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
: ENAME CORP
88. | chatloveonline.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING : NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
: LIMITED DBA
ENAME CORP
89. | cherishletter.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
: YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
. LIMITED DBA
} ENAME CORP
90. | cherishpoems.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
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91. | lovecentraloniine.com YANSHIYING XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP

92. | lovelifeportal.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
‘ ENAME CORP

93. | whocherish.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP
94. | worldlovelife.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
: YANSHIYING : NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP

85. | worshiplove.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP

96. | yourteamdoc.com Name - HUANGJIAYU VERISIGN INC. | XINNET
Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City -1 xiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022

. Email : huangjiayu@tom.com

97. | yourdatabank.com Name - HUANGJIAYU VERISIGN INC. | XIN NET
: Organization : HUANGJIAYU TECHNOLOGY

Address : LAOSHANLU44 CORPORATION
City : Xiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu @tom.com

98. | alldatanow.com Name : HUANGJIAYU VERISIGN INC. | XIN NET
Organization : HUANGJIAYU ‘ TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City : xiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
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Fax : 86-0592-85125022

Registry
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Email : huangjiayu @tom.com
99, | alldataworld.com Name : HUANGJIAYU VERISIGN INC. | XIN NET
Organization : HUANGJIAYU TECHNOLOGY
Address - :LAOSHANLU44 CORPORATION
City : Xiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu @tom.com ‘
100.| cantlosedata.com Name : HUANGJIAYU VERISIGN INC. | XIN NET
Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City : xiamenshi
Province/State : fujiansheng
Country : china
Postal Code : 361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu @tom.com
101.| freedoconline.com Name : HUANGJIAYU VERISIGN INC. | XIN NET
Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City : xXiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
"Email : huangjiayu @tom.com
102.] losenowfast.com Name : CHENYANGLIN VERISIGN INC. | XIN NET
Organization : CHENYANGLIN TECHNOLOGY
Address : JIEFANGLU45 CORPORATION
City : hefeishi
Province/State : anhuisheng
Country : china
Postal Code :230169
Phone Number : 86-0551-56251410
Fax : 86-0551-56251410
Email : chenyanglin@tom.cn
103.| mingwater.com Name - HUANGJIAYU VERISIGN INC. | XIN NET
Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City : xiamenshi
Province/State : fujiansheng
Country : china
Postal Code : 361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu@tom.com
104.] theworldpool.com Name - : HUANGJIAYU VERISIGN INC. | XIN NET
: Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City. : xiamenshi
Province/State : fujiansheng
Country : china
Postal Code : 361029
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Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu @tom.com
105.] wagerpond.com Name : HUANGJIAYU VERISIGN INC. | XIN NET
. Organization : HUANGJIAYU TECHNOLOGY
Address : LAOSHANLU44 CORPORATION
City : Xiamenshi
Province/State : fujiansheng
Country : china
Postal Code :361029
Phone Number : 86-0592-85125022
Fax : 86-0592-85125022
Email : huangjiayu@tom.com
106.{ beadcareer.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City 1 ZJ
Province/State : Jiangsu
Country :en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email ;. wangjun@qg.com
107.| beadworkdirect.com Name : WANGJUN VERISIGN INC. | XINNET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City 1 ZJ :
Province/State : Jiangsu
Country :cn
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email : wangjun@gqg.com
108.| bestcouponfree.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
. LIMITED DBA
ENAME CORP
109.| bestmazdadealer.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15L0OU1504
City :BD
Province/State : HB
Country 1cn
Postal Code :071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156 @126.com
110.| bluevalentineonline.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING ‘ NETWORK .
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
111.| buymazdacars.com Name : CHENHUA VERISIGN INC. | XIN'NET
Organization : CHENHUA TECHNOLOGY
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Address : CORPORATION
DONGFANGGUANGCHANG15LOU1504

City :BD

Province/State : HB

Country :cn

Postal Code : 071008

Phone Number : 86-312-8702357

Fax : 86-312-8702357

Email : dinglin_156 @126.com

112.1 codecouponsite.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP
113.| deathtaxi.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
" Address : HUXINTINGLU13 CORPORATION
City A
Province/State : Jiangsu
Country 1en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email : wangjun@qqg.com,

114.] funnyvalentinessite.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING : NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
: ENAME CORP
115.| greatcouponclub.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
, YANSHIYING : NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
116.| greatmazdacars.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15L0U1504 ‘
City :BD
Province/State : HB
Country :en
Postal Code : 071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156@126.com

117.] greatsalesavailable.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION

LIMITED DBA
ENAME CORP
118.| greatsalesgroup.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
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LIMITED DBA
ENAME CORP
119.| greatsalestax.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
. YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
. LIMITED DBA
ENAME CORP
120.| greatsvalentine.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
121.] greatvalentinepoems.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
1 122.] macride.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City 1 ZJ
Province/State : Jiangsu
Country :en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
, Email : wangjun@qg.com
123.] mazdaautomotiveparts.co Name : CHENHUA VERISIGN INC. | XIN NET
' m Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15LOU1504
City :BD
Province/State : HB
Country 1en
Postal Code :071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156@126.com
124.}| mazdacarclub.com Name : CHENHUA VERISIGN INC. | XIN NET
‘ Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15LOU1504
City :BD
Province/State : HB
Country :cn
Postal Code : 071008
Phone Number :86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156@126.com
125.] mazdaspeedzone.com Name " : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15LOU1504
City :BD
Province/State : HB
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Country :cn
Postal Code : 071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156 @126.com _
126.] netcitycab.com ‘Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City A ‘
Province/State : Jiangsu
Country :en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email : wangjun @qq.com
127.| petcabtaxi.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City 1 ZJ :
Province/State : Jiangsu
Country :cn
Postal Code :212039
Phone Number : 86-511-51264782
Fax 1 86-511-51264782
Email : wangjun @qq.com
128.| smartsalesgroup.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING "NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
129.| superpartycab.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City A
Province/State : Jiangsu
Country 1en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email : wangjun @qqg.com
130.] supersalesonline.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING , NETWORK
yanshi_ying@yeah.net TECHNOLOGY
- FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
131.| thecoupondiscount.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
_ LIMITED DBA
ENAME CORP
132.| themazdacar.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address CORPORATION

DONGFANGGUANGCHANG15LOU1504
City :BD
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Country :en
Postal Code : 071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156@126.com
133.| themazdaspeed.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15.0U1504
City :BD :
Province/State : HB
Country ien
Postal Code : 071008
Phone Number : 86-312-8702357
Fax . 86-312-8702357
Email : dinglin_156 @126.com
134.| thevalentinelovers.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
: YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
135.| thevalentineparty.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK :
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
136.] wirelessvalentineday.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
- YANSHIYING NETWORK .
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
‘ LIMITED DBA
ENAME CORP
137.] workcaredirect.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN TECHNOLOGY
Address : HUXINTINGLU13 CORPORATION
City 1 ZJ
Province/State : Jiangsu
Country :en
Postal Code :212039
Phone Number :86-511-51264782
Fax : 86-511-51264782
Email : wangjun@qg.com
138.] workhomegold.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization :WANGJUN TECHNOLOGY.
Address : HUXINTINGLU13 CORPORATION
City 14 .
Province/State ; Jiangsu
Country :en
Postal Code :212039
Phone Number : 86-511-51264782
Fax : 86-511-51264782
Email : wangjun@qq.com
139.| worklifedata.com Name : WANGJUN VERISIGN INC. | XIN NET
Organization : WANGJUN ‘ TECHNOLOGY
Address - HUXINTINGLU13 CORPORATION
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City 1 ZJ
Province/State : Jiangsu
Country :cn
Postal Code :212039
Phone Number : 86-511-51264782
Fax : 86-511-51264782
Email : wangjun @qg.com
140.] yourcountycoupon.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
141.| yourmazdacar.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15L0U1504
City :BD .
Province/State : HB
Country :en
Postal Code : 071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156@126.com
142.| yourmazdatribute.com Name : CHENHUA VERISIGN INC. | XIN NET
Organization : CHENHUA TECHNOLOGY
Address : CORPORATION
DONGFANGGUANGCHANG15L.0U1504
City :BD
Province/State : HB
Country ien
Postal Code :071008
Phone Number : 86-312-8702357
Fax : 86-312-8702357
Email : dinglin_156 @ 126.com
143.| yourvalentineday.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying @yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION -
LIMITED DBA
ENAME CORP
144.] yourvalentinepoems.com YANSHIYING VERISIGN INC. | XIAMEN ENAME
YANSHIYING NETWORK
yanshi_ying@yeah.net TECHNOLOGY
FUNANLU19, 200159 CORPORATION
LIMITED DBA
ENAME CORP
145.| againstfear.com SHANGGUANMING VERISIGNINC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
: : LIMITED DBA
ENAME CORP
146.| antiterroralliance.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
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147.| antiterroris.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGS! NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
148.| antiterrornetwork.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
. GONGYUWUYEYOUXIANGONGS! NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
149, bayhousehotel.com Name : ZHENGMING VERISIGN INC. | XIN NET
Organization :ZHENGMING TECHNOLOGY
Address : JIEFANGLU18 CORPORATION
City :8SQ
Province/State : HB
Country :en
Postal Code :476029
Phone Number : 86-370-7521229
Fax : 86-370-7521229
Email : hanlin_425@126.com ,
150.| bestblogdirect.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
151.| bestbreakingfree.com LIPAUL VERISIGN INC. | XIAMEN ENAME
: KUNSHAN YUNSHU GONGSI NETWORK
meishengchang @163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
152.| bestjournalguide.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
153.] bestlifeblog.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
154.] bestusablog.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
155.[ blogginhell.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
: GONGYUWUYEYOUXIANGONGSI NETWORK '
jongchangde @126.com TECHNOLOGY -
QIANJIN, 2005451 CORPORATION
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156.| blogsitedirect.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME -
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
157.| boarddiary.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
158.] breakingfreemichigan.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang@163.com - TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
159.| breakinggoodnews.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang @ 163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
160.| breakingkingnews.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang@163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
161.| breakingnewsfm.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang @ 163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
162.| breakingnewsitd.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang@163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
163.| debtbgonesite.com Paluck, Stephen VERISIGN INC. | WILD WEST
14314 SW Allen Blvd. DOMAINS, INC
Suite 101
Beaverton, Oregon 97005
United States
(503) 644-4711
brirwood @ verizon.net
164.| easyworldnews.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang@163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
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165.| extendedman.com Name : ZHANGMIN VERISIGN INC. | XIN NET
: Organization : ZHANGMIN TECHNOLOGY
Address : FUZHOUDADAQO16 CORPORATION
City :DL
Province/State : DL
Country :cn
Postal Code : 116006
Phone Number :86-411-2357105
Fax : 86-411-2357105
Email : wusong_ccc@126.com
166.| farboards.com Name : ZHANGMIN VERISIGN INC. | XIN NET
Organization : ZHANGMIN TECHNOLOGY
Address : FUZHOUDADAO16 CORPORATION
City :DL '
Province/State : DL
Country 1en
Postal Code : 116006
Phone Number :86-411-2357105
Fax : 86-411-2357105
Email : wusong_ccc@126.com
167.| fearalert.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGS! NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
168.[ globalantiterror.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK A
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
, ENAME CORP
169.| gonesite.com Name : ZHENGMING VERISIGN INC. | XIN NET
Organization : ZHENGMING : TECHNOLOGY
Address : JIEFANGLU18 CORPORATION
City :8Q
Province/State : HB
Country :en
" Postal Code : 476029 '
Phone Number : 86-370-7521229
Fax : 86-370-7521229
Email : hanlin_425@126.com
170.] longballonline.com Name . : ZHANGMIN VERISIGN INC. | XIN NET
Organization : ZHANGMIN TECHNOLOGY
Address : FUZHOUDADAO16 CORPORATION
City :DL ,
Province/State : DL
Country :en
Postal Code : 116006
Phone Number :86-411-2357105
- Fax : 86-411-2357105
Email : wusong_ccc@126.com
171.] mobilephotoblog.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
’ LIMITED DBA

- 46 -

COMPLAINT




Harmful Botnet

Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

ENAME CORP
172.| photoblogsite.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
173.] residencehunter.com Name : ZHENGMING VERISIGN INC. | XIN NET
Organization : ZHENGMING TECHNOLOGY
Address : JIEFANGLU18 CORPORATION
City : 8Q
Province/State : HB
Country 1en
Postal Code : 476029 :
Phone Number : 86-370-7521229
Fax : 86-370-7521229
Email : hanlin_425@126.com
174.] terroralertstatus.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
' : ENAME CORP
175.| terrorfear.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
176.] terrorismfree.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
v ENAME CORP
177.] themostrateblog.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
178.] tntbreakingnews.com LIPAUL VERISIGN INC. | XIAMEN ENAME
: KUNSHAN YUNSHU GONGSI NETWORK
meishengchang @ 163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
179.| urbanfear.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
- QIANJIN, 2005451 CORPORATION
_ LIMITED DBA
_ ENAME CORP
180.| usabreakingnews.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGS! NETWORK
meishengchang@163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
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181.] yourbreakingnew.com LIPAUL VERISIGN INC. | XIAMEN ENAME
KUNSHAN YUNSHU GONGSI NETWORK
meishengchang @ 163.com TECHNOLOGY
ZUOZHENG, 200045 CORPORATION
LIMITED DBA
ENAME CORP
182.] yourlength.com Name : ZHANGMIN VERISIGN INC. | XIN NET
Organization : ZHANGMIN ' TECHNOLOGY
Address : FUZHOUDADAO16 CORPORATION
City :DL
Province/State : DL
Country :cn
Postal Code : 116006
Phone Number :86-411-2357105
Fax : 86-411-2357105
Email : wusong_ccc@126.com .
183.| yourlol.com Name : ZHENGMING VERISIGN INC. | XIN NET
Organization : ZHENGMING TECHNOLOGY
Address : JIJEFANGLU18 CORPORATION
City : 8Q
Province/State : HB
Country :en
Postal Code : 476029
Phone Number : 86-370-7521229
Fax : 86-370-7521229
Email : hanlin_425@126.com
184.| yourwent.com Name : ZHENGMING VERISIGN INC. | XIN NET
Organization : ZHENGMING TECHNOLOGY
Address : JIEFANGLU18 CORPORATION
City :8Q
Province/State : HB
Country icn
Postal Code : 476029
Phone Number : 86-370-7521229
Fax : 86-370-7521229
Email : hanlin_425@126.com
185.| bakeloaf.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN ' TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi : .
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijian@qg.com
186.| chinamobilesms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGS! NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 ‘| CORPORATION
LIMITED DBA
ENAME CORP
187.| coralarm.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN ‘ TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi
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Province/State : zhejiangsheng
Country : china
Postal Code :315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email ! lijian@qq.com
188.] downloadfreesms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
189.| freecolorsms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
190.] freeservesms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
191.] fryroll.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax 1 86-0574-64250849
Email : lijian@qg.com
192.] goldfixonline.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization :LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi _
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijian@qqg.com
193.| lastlabel.com Name : LJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi :
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijian@4gq.com
194.] miosmsclub.com SHANGGUANMING . VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOQOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
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195.| moneymedal.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijlan@qqg.com
196.| nuovosms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
197.| screenalias.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi
Province/State : zhejiangsheng
Country : china
Postal Code :315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijian @qq.com :
198.| smsclubnet.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
199.| smsdiretto.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGS! : NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
200.| smspianeta.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGSI NETWORK
jongchangde @ 126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
ENAME CORP
201.| tagdebt.com Name : LIJIAN VERISIGN INC. | XINNET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi
Province/State : zhejiangsheng
Country : china
Postal Code :315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijlan@qg.com
202.| virtualesms.com SHANGGUANMING VERISIGN INC. | XIAMEN ENAME
GONGYUWUYEYOUXIANGONGS! NETWORK
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jongchangde @126.com TECHNOLOGY
QIANJIN, 2005451 CORPORATION
LIMITED DBA
v ENAME CORP
203.] wealthleaf.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLU22 CORPORATION
City : ningboshi '
Province/State : zhejiangsheng
Country : china
Postal Code :315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email : lijlan@qgq.com
204.| yourbarrier.com Name : LIJIAN VERISIGN INC. | XIN NET
Organization : LIJIAN TECHNOLOGY
Address : CHANGCHENGLUZ22 CORPORATION
City : ningboshi
Province/State : zhejiangsheng
Country : china
Postal Code : 315002
Phone Number : 86-0574-64250849
Fax : 86-0574-64250849
Email’ : lijian@qgqg.com
205.| discountfreesms.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net | TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
206.] eccellentesms.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net : TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA .
ENAME CORP
207.| freesmsorange.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
208.| ipersmstext.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
209.| morefreesms.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
210.] nuovosmsclub.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
CORPORATION

= 51 - COMPLAINT



Harmful Botnet
Domain Name

Registrant Information Provided

For Harmful Botnet Domain

Registry

Registrar

XITANG, 201300 LIMITED DBA
ENAME CORP
211.] primosmsfree.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
212.| smsinlinea.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG ~{ NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
213.| smsluogo.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
214.| superioresms.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
215.| 4thfirework.com Registrant ID :V-X-568522-14215 VERISIGN INC. | CHINA
Registrant Name :ZHANG WENQI : SPRINGBOARD
Registrant Organization :ZHANG WENQI INC.
Registrant Address :JIAOTONGLU16
Registrant City :DL
Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
1+86.041128805621
Registrant Fax :+86.041128805621
Registrant Email :kaockga@126.com
216.| biumer.com Name : WANGGANG VERISIGN INC. | XIN NET
Organization : WANGGANG TECHNOLOGY
Address : FUZHOUDADAO16 CORPORATION
City :NB
Province/State : ZJ
Country :cn
Postal Code : 315062
Phone Number :86-574-59854125
Fax : 86-574-59854125
Email : 5484585125 @qg.com
217.] entrank.com Name : CAO MINGJIE VERISIGN INC. | XIN NET
Organization : CAO MINGJIE TECHNOLOGY
Address : SHENZHOUDADAO45 CORPORATION
City :DL
Province/State : LN
Country :cn

Postal Code : 116063

Phone Number : 86--041188514721
Fax : 86--041188514721
Email : caomingjie @qg.com
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218.

Harmful Botnet

Domain Name
fireholiday.com

Registrant Information Provided

For Harmful Botnet Domain
Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN

Registrant Country Code :CN

Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

Registry

VERISIGN INC.

Registrar

-CHINA
SPRINGBOARD
INC.

219.

fireworksholiday.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kackga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD

INC.

220.

fireworksnetwork.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

221.

fireworkspoint.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State (LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

222.

freeindependence.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State (LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
'+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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223.

Harmful Botnet

Domain Name
gemells.com

Registrant Information Provided

For Harmful Botnet Domain
Name - CAO MINGJIE
Organization : CAO MINGJIE
Address : SHENZHOUDADAQ45
City :DL

Province/State : LN

Country :cn

Postal Code : 116063

Phone Number : 86--041188514721
Fax : 86--041188514721
Email : caomingjie @ qg.com

Registry

VERISIGN INC.

Registrar

XIN NET
TECHNOLOGY

CORPORATION

224.

handyphoneworid.com

ZHANGQUN

HAIYAN XINMING ZHIZAOCHANG
knahne@yeah.net

XITANG, 201300

VERISIGN INC.

XIAMEN ENAME
NETWORK
TECHNOLOGY
CORPORATION
LIMITED DBA
ENAME CORP

225.

happyindependence.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JJAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA '
SPRINGBOARD
INC.

226.

holidayfirework.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI

Registrant Organization :ZHANG WENQI

Registrant Address :JJAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD

1 INC.

227.

holidaysfirework.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

228.

holifireworks.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN

Registrant Country Code :CN

Registrant Postal Code :116049

VERISIGN INC.

CHINA
SPRINGBOARD

INC.

-54 -

COMPLAINT




Harmful Botnet
Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Registrant Phone Number
+86.041128805621
Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

Registry

Registrar

229.

om

interactiveindependence.c

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

230.

miosmschat.com

ZHANGQUN

HAIYAN XINMING ZHIZAOCHANG
knahne @yeah.net

XITANG, 201300

VERISIGN INC.

XIAMEN ENAME
NETWORK
TECHNOLOGY
CORPORATION
LIMITED DBA
ENAME CORP

231.

movie4thjuly.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

232.

moviefireworks.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

233.

movieindependence.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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Harmful Botnet
Domain Name

.| movies4thjuly.com

Registrant Information Provided

For Harmful Botnet Domain
Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL.

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

Registry

VERISIGN INC.

Registrar

CHINA
SPRINGBOARD
INC.

235.

moviesfireworks.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL '
Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

236.

moviesindependence.com

Registrant ID :V-X-58522-14215 -
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JJAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

237.

outdoorindependence.com

Registrant ID :V-X-58522-14215
Registrant Name :ZHANG WENQI
Registrant Organization :ZHANG WENQI
Registrant Address :JIAOTONGLU16
Registrant City :DL

Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621

Registrant Fax :+86.041128805621
Registrant Email :kaokga @ 126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

238.

smophi.com

Name : WANGGANG
Organization : WANGGANG
Address : FUZHOUDADAO16
City :NB

Province/State : ZJ

Country :en

Postal Code : 315062

Phone Number : 86-574-59854125
Fax : 86-574-59854125
Email : 5484585125 @qq.com

VERISIGN INC.

XIN NET
TECHNOLOGY
CORPORATION

239.

superhandycap.com

ZHANGQUN
HAIYAN XINMING ZHIZAOCHANG

VERISIGN INC.

XIAMEN ENAME
NETWORK
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Harmful Botnet
Domain Name

Registrant Information Provided
For Harmful Botnet Domain

Registry

Registrar

knahne @yeah.net TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
240.| thehandygal.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net - TECHNOLOGY
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
241.| video4thjuly.com Registrant ID :V-X-58522-14215 VERISIGN INC. | CHINA
Registrant Name :ZHANG WENQI SPRINGBOARD
Registrant Organization :ZHANG WENQI INC.
Registrant Address :JJAOTONGLU16
Registrant City :DL
Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621
Registrant Fax :+86.041128805621
Registrant Email :kaokga@ 126.com
242.| videoindependence.com Registrant ID :V-X-58522-14215 VERISIGN INC. | CHINA
Registrant Name :ZHANG WENQI SPRINGBOARD
Registrant Organization :ZHANG WENQI INC.
Registrant Address :JJAOTONGLU16
Registrant City :DL N
Registrant Province/State :LN
Registrant Country Code :CN
Registrant Postal Code :116049
Registrant Phone Number
:+86.041128805621
Registrant Fax :+86.041128805621
Registrant Email :kaokga@126.com
243.| yourhandyhome.com ZHANGQUN VERISIGN INC. | XIAMEN ENAME
HAIYAN XINMING ZHIZAOCHANG NETWORK
knahne @yeah.net TECHNOLOGY .
XITANG, 201300 CORPORATION
LIMITED DBA
ENAME CORP
244.| yusitymp.com Name : QIAN QIHUA VERISIGN INC. | XIN NET
Organization : QIAN QIHUA TECHNOLOGY
Address 1 JJUYANGXILU12 CORPORATION
City : SHANGHAI
Province/State : Shanghai
Country :CN .
Postal Code :200122
Phone Number : 86-021-26692755
Fax : 86-021-26692755
Email : 563232521 @qg.com
245, aweleon.com Name: WANG XINGJIA VERISIGN INC. | CHINA
: Registrant Organization: WANGXINGJIA SPRINGBOARD,
Registrant Address: shanxilu37 INC.

Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018

Registrant Phone Number: +86.053181426
310
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Harmful Botnet
Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Registrant Fax: +86.053181426310
Registrant Email: hjuahge @ yeah.net

Registry

Registrar

246.

bedioger.com

Name: LIU SHANGLUN ‘
Registrant Organization: LIU SHANGLUN
Registrant Address: FENGHUALU27
Registrant City: KF

Registrant Province/State: HB

Registrant Country Code: CN

Registrant Postal Code: 475039
Registrant Phone Number: +86.037856805
235

Registrant Fax: +86.037856805235
Registrant Email: plilkeg@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

247,

bicodehl.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
41

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @ 163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

248.

birdab.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018
Registrant Phone Number: +86.053181426
31

Registrant Fax: +86.053181426310
Registrant Email: hjuahge @yeah.net.

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

249.

cismosis.com

Name: LIU SHANGLUN

Registrant Organization: LIU SHANGLUN
Registrant Address: FENGHUALU27
Registrant City: KF

Registrant Province/State: HB

Registrant Country Code: CN

Registrant Postal Code: 475039
Registrant Phone Number: +86.037856805
235

Registrant Fax: +86.037856805235
Registrant Email: plilkeq@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

250.

crucism.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxiiu37

Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018 -
Registrant Phone Number: +86.053181426
310 :

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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Harmful Botnet

Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Registrant Fax: +86.053181426310
Registrant Email: hjuahge @ yeah.net

Registry

Registrar

251.] cycloro.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018 :
Registrant Phone Number: +86.053181426
310

Registrant Fax: +86.053181426310
Registrant Email: hjuahge @yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

252.| encybest.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214 ‘

Registrant City: CZ

" Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

253.| favolu.com

WANG JUN
QIANMENNANLU 47
HANGZHOU

311087 ZJ, CHINA

wangjun1833@hotmail.com
+86.57160436533

VERISIGN INC.

BEIJING
INNOVATIVE
LINKAGE
TECHNOLOGY,
LTD., DBA
DNS.COM.CN

254.| framtr.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA :
SPRINGBOARD
INC.

255.| frostep.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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Harmful Botnet
Domain Name

Registrant Information Provided

Botnet Domain
Registrant Email: xihyakem @163.com

Registry

Registrar

256.

gumentha.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072
Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @ 163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

257.

hindger.com

Name: HUA XINGJUN ‘
Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214 '

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

258.

hornalfa.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @ 163.com

VERTSIGN INC.

CHINA
SPRINGBOARD
INC.

259,

noloid.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214 '

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412 - ‘
Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

260.

nonprobs.com

Name: LIU SHANGLUN

Registrant Organization: LIU SHANGLUN
Registrant Address: FENGHUALU27
Registrant City: KF

Registrant Province/State: HB

Registrant Country Code: CN

Registrant Postal Code: 475039

Registrant Phone Number: +86.037856805
235

Registrant Fax: +86.037856805235

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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COMPLAINT




Harmful Botnet
Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Registrant Email: plilkeg@ 126.com

Registry

Registrar

261.

oughwa.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN

E{egistrant Address: CHANGZHOUDADAO
14

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612

412

Registrant Fax: +86.051956612412

Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

262.

painkee.com

ZHANGHUAJUN
HAIFANGLU26
SHANGHAI 200128, SH, CHINA

bpoffer@gqg.com
+86.2154023691

VERISIGN INC.

BEIJING
INNOVATIVE
LINKAGE
TECHNOLOGY,
LTD., DBA
DNS.COM.CN

263.

pantali.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN

‘Registrant Province/State: ShanDong

Registrant Country Code: CN

Registrant Postal Code: 250018

Registrant Phone Number: +86.053181426
310 .
Registrant Fax: +86.053181426310
Registrant Email: hjuahge @ yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC. .

264.

pathoph.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018
Registrant Phone Number: +86.053181426
310

Registrant Fax: +86.053181426310
Registrant Email: hjuahge @ yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

265.

prerre.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN ’
Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018
Registrant Phone Number: +86.053181426
310

Registrant Fax: +86.053181426310
Registrant Email: hjuahge @yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

266.

purgand.com

Name: HUA XINGJUN
Registrant Organization: HUA XINGJUN

VERISIGN INC..

CHINA
SPRINGBOARD
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COMPLAINT




Harmful Botnet

Domain Name

Registrant Information Provided

For Harmful Botnet Domain
Registrant Address: CHANGZHOUDADAO
214
Registrant City: CZ
Registrant Province/State: JS
Registrant Country Code: CN
Registrant Postal Code: 213072
Registrant Phone Number: +86.051956612
412
Registrant Fax: +86.051956612412
Registrant Email: xihyakem @ 163.com

Registry

Registrar

267.| rascop.com

Name: WANG XINGJIA
Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37

_Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018

Registrant Phone Number: +86.053181426
310

Registrant Fax: +86.053181426310
Registrant Email: hjuahge @yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

268.| sodanthu.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214 -
Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

269.| specipa.com

Name: WANG XINGJIA

Registrant Organization: WANGXINGJIA
Registrant Address: shanxilu37
Registrant City: JN

Registrant Province/State: ShanDong
Registrant Country Code: CN

Registrant Postal Code: 250018
Registrant Phone Number: +86.0563181426
310

Registrant Fax; +86.053181426310
Registrant Email: hjuahge @yeah.net

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

270.| tabatti.com

Name: HUA XINGJUN

Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA -
SPRINGBOARD
INC.
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COMPLAINT




271.

Harmful Botnet

Domain Name
tatumen.com

Registrant Information Provided

For Harmful Botnet Domain
Name: HUA XINGJUN
Registrant Organization: HUA XINGJUN
Registrant Address: CHANGZHOUDADAO
214
Registrant City: CZ '
Registrant Province/State: JS
Registrant Couniry Code: CN
Registrant Postal Code: 213072
Registrant Phone Number: +86.051956612
41
Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

Registry

VERISIGN INC.

Registrar

CHINA
SPRINGBOARD
INC.

272.

thingre.com

Name: LIU SHANGLUN

Registrant Organization: LIU SHANGLUN
Registrant Address: FENGHUALU27
Registrant City: KF

Registrant Province/State: HB

Registrant Country Code: CN

Registrant Postal Code: 475039
Registrant Phone Number: +86.037856805
235

Registrant Fax: +86.037856805235
Registrant Email: plilkkeg@126.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.

273.

tobeyew.com

Name: HUA XINGJUN

'Registrant Organization: HUA XINGJUN

Registrant Address: CHANGZHOUDADAO
214

Registrant City: CZ

Registrant Province/State: JS

Registrant Country Code: CN

Registrant Postal Code: 213072

Registrant Phone Number: +86.051956612
412 ,

Registrant Fax: +86.051956612412
Registrant Email: xihyakem @163.com

VERISIGN INC.

CHINA
SPRINGBOARD
INC.
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