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l nig ,,,,,ER Internet of Things — definition

"A [proposed] development of the Internet in which everyday
objects have network connectivity, allowing them to send and
receive data" (Oxford English Dictionary)

TechLAW Australia 2015 2



DLAP,PER But what is all about?

Wearable Technologies
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DLA FIPER But not just that...
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l DLAP,,,ER The loT market in figures...

$ 7.1 trillion in volume of sales

Number of Connected Objects Expected to
Reach 50bn by 2020
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Penetration of connected objects in total ‘things’
expected to reach 2.7% in 2020 from 0.6% in 2012
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o Beecham Research - view of the World

M2M World of Connected Services

The Internet of Things
%
o, X
I}@: . N Q‘
~
£ ~
HVAC, ¢ “S Servers
Transport, OCO( a\',\o
' o oV e oy
" » Q)
PR R 4 /Y"a/e’f:"w:lcd”% ) o' gx.°“‘(,e‘“§e"’ PCs, Routers
Lighting, Pon s, “oy; 020 e
¢ oo e ~ Switches
Security, o \SQS \ e
Proce,
Access, etc. Clea, S5,
Turbines. ] a0
2 - = | Tanks, Fighter Jets
Windmills ] = e
g Battelfield Comms
UPS T S5
! > e Human,Animal Postal Food/ Jeeps, Cars, Ambulances
Batteries Energy ; ; 3 2
g ul Leatty mlm Breakdown, Lone Worker
Generators 1
Drills 0 Homeland Security, Fire
Meters,
Consumer & Enviro. Monitor, etc.
Fuel Cells, etc. Home
Digital Cameras,
L POS Terminals
Dishwashers, eReaders, Tags
) Cash Registers
Vending Machines
Meters, Lights, TVs, MP3, el
Games Consoles, Lighting -
Alarms, etc. = 73
g8
g5 1
Implants, Surgical Euipment ? _g £ Vehicles, Lights, Ships
Pumps, Montors g’ == B Planes, Signage
Telemedicine, etc. Pumps, Valves, Vats, Conveyors, Pipelines Tolls, etc.
Motors, Drives, Converting, Fabrication
echam s
BeRegeaa'ch Assembly/Packaging, Vessels/Tanks, etc.

TechLAW Australia 2015



e The Connected Car

THE CONNECTED CAR

Infotainment

Safety Sensors

On-Board Diagnostics
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DLA PIPER The ecosystem
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DLA PIPER What Iegal issues?

Data protection and privacy
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Life science obligation:
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Intellectual property
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I DLA,,,,,ER Privacy - Processing of users' data

= What data protection law applies?

= What consent and authorizations are required? In the case of
health or biometric data?

= \What data can be accessed?

= Transfer of personal data outside Australia

= Anonymised data?

= Ben Grubb, Telstra
and Metadata
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l DLA,,,,,ER Privacy - Security and sanctions

= What security measures shall be adopted?
= strict measures depending on processed data
= security/privacy by design?
= response to data breach?

= mandatory data breach notification?

= Civil penalties - $1.7m for corporation;
$340k for individuals
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DLA PIPER Telecom - What issues!?

Device certification — regulator, industry standards, carrier
requirements

Usage of allocated spectrum

Interconnection, interoperability

Numbering scarcity
and IP addresses (IPv4 to IPv6)
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DLAP,,,ER Life science obligations

= |s the software/hardware a medical device?

= What obligations are triggered and how to treat upgrades?

= Sensitive Information
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DLA,,,,,ER Product liability issues

= Product liability
= How to identify the liable entity?

= How are/will the supplier

and the buyer be protected? o e nsmme s

= ACL application
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l DLA,,,,,ER Intellectual property - What is patentable?

= Battle for patents on wearable tech

= Recent cross licence agreements for existing and new patents
between Samsung and Google/Ericsson

= Acquisition by Google of patents

= Jawbone alleged patent infringement against Fitbit

\

= Patentability of wearable "gestures"...

= Recent Google US patent on
"heart gesture”

TechLAW Australia 2015 15



l DLAP,,,ER Cybercrime - What risk and liabilities?

Security measures required under privacy regulations

= Internal policies on usage of devices (BYOD / BYOW)

Emergency response plan

Potential board liability

Potential reputation risk

Insurance coverage?

TechLAW Australia 2015 16



