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Inrecruitment, the use of personal information
collected via social media platform may
create risks of discrimination and privacy
invasion.
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With the revolution of information technology, social
media such as Facebook, LinkedIn, YouTube, Flickr and
Twitter etc. has become an integral part of the way we
live. It does not only permeate our personal lives, but

also our workplace.

While it is now pervasive for employees to share
work-related information online, there is also an
explosion in employers monitoring social media
for the purpose of recruitment or employees
management. Monitoring social media usage may
rightly or wrongly be undertaken at any stage in an
employment relationship, from vetting job applicants
to assessing their suitability for employment, to
monitoring current employees' usage of social media

to determine if such usage is exposing the organisation to any risks or
challenges, and to checking ex-employees' social media activities to ensure
confidential information has not been leaked.

Although there are obvious benefits associated with social media usage in the
workplace, such usage at the same time can create legal risks if it is done in
the wrong way or for the wrong reasons.

WHAT ARE THE RISKS?

Managers involved in recruitment may often be tempted to check out a job
applicant's social media as this allows them to ascertain the job applicant's
work ethic, attitude towards previous employers, writing and communication
skills and extra-curricular activities in ways which are not viable in an interview.
However, employers need to be mindful of the potential legal consequences

associated with using social media in the recruitment process.

In essence, there are two types of potential risks associated

with this. First, this may lead to the risk of discrimination.
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Second, this type of background check may also infringe

a job applicant's personal data privacy rights.

Risk of discrimination

In Hong Kong, employers should afford all job applicants
equal opportunities in the recruitment process. It is
unlawful to discriminate against a person on the grounds
of sex, marital status, pregnancy, family status, disability
and race in relation to employment. These protected
aftributes are found in four ordinances, namely the
Sex Discrimination Ordinance (Cap. 480), Disability
Discrimination Ordinance (Cap. 487), Family Status

RN ZREESAHARRZERE T A ANREREE,

REHA A LA R T BRI,

REATIERERHXEENFLEMZA, BURER
HRRBENRY, WaggrEEireNk.

EEBRERMES, Facebook. Linkedin. YouTube.
Flickr FnTwitterEat s m 7 HINEFEFH—HH. #X
RERUSERFRINNALER, TBEFHINEG.

N, ATENE LAZTHEAXEENBEAREE, B
IARERRTERMERHTEENEREE2NEEL
B, ARAXANEMNER, MEZKREUTERE
TEARERM, REERRTERTRENERNL
WAHERAREREIETRRIER 2, HEER

36 > CHINA STAFF

FEMPERR?
AREEAERTEEARRENHRRE, BARRL
HE WARENAE. SIERD. BEREMRLRE
. XEFRENEERAAEIN. KT, BELXE
DR E R R B AR R R

ARLE, BERRAERME: $—, KKK, £Z, XM
BREENAATRELRKREN D AR



Discrimination Ordinance (Cap. 527) and Race Discrimination Ordinance
(Cap. 602).

Turning down job applicants or treating them less favourably because of
their sex, marital status, pregnancy, family status, disability and race may

constitute unlawful discrimination.

Online social media profile of the job applicants may contain personal data,
such as their marital status, family status, physical condition, pregnancy and
religion peculiar to their race. These are protected attributes. As such, it is
unlawful for an employer to ask a job applicant about these matters during
the interview and use them as a basis of not hiring the job applicant. For
instance, if an employer rejects a job applicant having learnt from his social
media account that he is a single parent (which otherwise would not be
disclosed in the interview and application documents), the job applicant
may legitimately argue that this amounts to family status discrimination.
Even if such information is merely viewed, discussed and not used in coming
to a decision, the employer may still have difficulty in proving in subsequent
investigation or litigation that the information had no effect on the decision-
maker. Vetting and collecting information through social media may lure
the employers to unconsciously cross the line to engage in unlawful,
discriminatory hiring practices and in turn open a gate for complaints of

discrimination from unsuccessful job applicants.

It is therefore important for employers to be aware of the danger and risks
of vetting job applicants through social media. Job applicants should also

be aware of the risks in sharing information on the social media sites and

that it is not necessarily advisable for every aspect of their lives to be made
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publicly available. Reviewing the privacy setting of their social media experience, job skills, competences, academic/
accounts may well be the first step to prevent their personal information from professional qualifications, good character and other
being used to their disadvantage during job search. attributes required for the job”. ™

® They should collect personal data by means which
Risk of Privacy Invasion are lawful and fair (DPP 1(2)).
In Hong Kong, the collection, use, retention and security of personal data of e They should take all practicable steps to ensure that
an individual is governed by the Personal Data (Privacy) Ordinance (Cap. the personal data of the job applicants collected
486) ("PDPO”). from social media is accurate if it is to be used for

recruitment (DPP 2).

The PDPO defines "personal data" very broadly and it essentially includes o They should take all practicable steps to ensure
any data (i) relating directly or indirectly to a living individual from which that the job applicants can ascertain their personal
it is practicable to directly or indirectly ascertain the identity of such an
individual; and (i) in a form which is practicable to access or process.
Since the information obtained about a job applicant through social media
will most likely satisfy the definition of “personal data” under the PDPO,
employers have to be conscious about not breaching the legal requirements
relating to collecting, using and handling such information.

The core obijective of the PDPO is materialised through six data protection
principles ("DPPs"). In general, the employers should take note of the
following:-

* They should not collect personal data of the job applicants unless the data
is necessary for recruitment and not excessive (DPP 1(1)). While there is no
definition as to what amounts to an excessive data collection, the “Code
of Practice on Human Resources Management” published by the Office
of the Privacy Commissioner for Personal Data (“Privacy Commissioner”)
provides that data relevant to a recruitment exercise may include “work
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such notice is an offence and the employer may be liable to a fine of HKD
50,000 and imprisonment for two years.

PRACTICAL TIPS FOR EMPLOYER

To avoid exposing themselves fo liability for discriminatory hiring practices

and privacy invasion, employers should consider the following:-

* put in place policies relating to the use of social media in vetting job
applicants;
* review the recruitment guidelines and practices to ensure they comply with

the Hong Kong anti-discrimination ordinances and the PDPO;

* train the recruitment team on effective and compliant use of social media;

* inform the job applicants at the outset that their personal information may
be collected from social media as part of the vetting process, and ask the
job applicants to sign a personal information collection statement;

data policies and practices, be informed of the kind of

o if the company is to vet job applicants using information collected from
personal data they hold and how the data is to be used

(DPP 5).
¢ If requested, they must allow a job applicant to access

social media, it should only conduct searches on business networking sites
(such as LinkedIn) which usually contains professional and resume-style

information. Do not collect personal data from social networking sites
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® use a neutral party not involved in making the recruitment decision to

Any improper collection or handling of personal data . . . :
Y Improp ! g of P conduct the search on business networking social media and report only

llected f ial medi Id | . . . . : . -
cofiected from soclal media could expose an employer information which can legitimately be used in the hiring decision.

to complaints to the Privacy Commissioner for Personal

Data, who may issue an enforcement notice against the

employer if the case is established. Failure to comply with

[1 Code of Practice on Human Resources Management published by the Office of the Privacy
Commissioner for Personal Data, dated September 2000
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