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The FTC’s Red Flags Rule on Identity Theft Protection 
Will Be Effective December 31, 2010

The FTC “Red Flags Rule” mandating identity theft protection programs for financial 
institutions and a broad range of other companies will go into effect December 31, 2010. 
Red Flags are warning signals that should alert a business to the risk of identity theft. 

While prior deadlines have been extended, 
companies should be prepared that this 
time enforcement will go into effect. If you 
are covered by the Rule, you must adopt 
effective programs to identify Red Flags 
and detect, mitigate and deal with identity 
thefts when they occur. This may require 
changes to your computer, information 
security, and/or privacy policies. 

What is the Red Flags Rule?

The Rule (16 CFR 681) requires “financial 
institutions” and “creditors” with “covered 
accounts,” as defined under the Rule and 
discussed below, to develop and implement 
a written Identity Theft Prevention Program 
to detect, prevent, and mitigate identity 
theft. The program must be approved by the 
company’s board of directors (or its high-
est governing authority), an appropriate 
committee designated by the board, or a 
designated employee at the level of senior 
management if a company does not have a 
board of directors. 

First, companies need to determine 
whether they are subject to the Rule. Then, 
if they are, they must adopt and enforce an 
effective Red Flags Identity Theft Prevention 
Program before December 31. Traditional 
financial institutions (such as banks) regu-
lated by the federal financial institutions 
regulatory agencies were required to com-
ply with the Rule by November 28, 2008. 

The new effective date does not affect 
financial institutions, but will impact a sig-
nificant number of other companies that 
may not realize they are now subject to 
FTC regulation. Even companies that may 
be in compliance with the Massachusetts 

information security regulations (201 CMR 
17.00), HIPAA, and other federal or state 
data security requirements will need to 
analyze the applicability of the Rule and 
adjust existing policies and procedures 
accordingly.

Does Your Company Need to Comply?

Financial Institutions 

For purpose of the Rule, “financial institu-
tion” is defined as “a State or National 
bank, a State or Federal savings and loan 
association, a mutual savings bank, a State 
or Federal credit union, or any other person 
that, directly or indirectly, holds a transac-
tion account . . . belonging to a consumer.” 
15 USC §1681a(t). 

“Creditor” Has a Broad Definition.

If you meet the broad definition of “credi-
tor” and also have “covered accounts,” 
you are now subject to the Rule. The term 
“creditor” is expansively defined to mean 
“any person who regularly extends, renews 
or continues credit; any person who regu-
larly arranges for the extension, renewal, 
or continuation of credit; or any assignee 
of an original creditor who participate in 
the decision to extend, renew or continue 
credit.” 15 USC §1681a(r)(5). For this pur-
pose, a person includes a business, not-
for-profit entity or other entity. The breadth 
of the definition has caused concern that 
the Rule reaches entities other than tradi-
tional financial institutions or creditors that 
engage in regular loans or advances. For 
example, it would appear to cover any entity 
that extends credit, gives credit terms (such 
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as permitting payment at the end of the 
month for goods or services rendered) or 
forbears in the collection of debts or bills, 
permitting multiple or extended payments. 

This would include not only retailers, 
but also professional service providers and 
others. The FTC explained in a letter to the 
American Medical Association (“AMA”) that 
the definition of “creditor” is not industry-
based; rather, it is activity-based. In other 
words, whether a company qualifies as a 
creditor depends on how it accepts pay-
ment from its customers, not on the type 
of company it is or the services it provides. 
Thus, any entity that permits deferred 
payments (such as 30 days net) may be a 
“creditor” for purposes of the Rule, accord-
ing to the FTC. Many arrangements in which 
a bill is issued but payment is subsequent 
to the provision of goods and services are 
viewed as providing an extension of credit. 

Do You Have a “Covered Account?”

A company is subject to the Rule if it is a 
creditor (or a financial institution) that has 
“covered accounts.”

The Rule defines two types of “covered 
accounts.” First, a covered account is an 
account offered primarily for personal, fam-
ily, or household purposes that involves or 
is designed to permit multiple payments 
or transactions. These types of accounts 
include utility, cell phone, mortgage, car 
loan, credit card and various accounts too 
numerous to list here.

Second, “covered account” is defined 
to mean any other account, including busi-
ness accounts (“B to B” accounts), that the 
company offers or maintains for which there 
is a reasonably foreseeable risk to consum-
ers or to the safety and soundness of the 
company from identity theft. Therefore, an 
account that does not meet the first part of 
the definition may still be a covered account 
if it poses a reasonably foreseeable risk of 
identity theft. Each company that meets the 
definition of “creditor” must do the analy-
sis to determine whether it has “covered 
accounts.” If so, the company must comply 
with the Rule. 

Application of the Red Flags Rule

The Rule is designed to be risk-based and 
to take into account the burden that the 
Rule could impose upon an entity that has 

only a small risk of identity theft. Higher-
risk entities need to have more compre-
hensive Identity Theft Prevention Programs. 
Lower risk entities are permitted to have a 
less robust program. However, all creditors 
that have covered accounts are required to 
establish, test and employ an effective pro-
gram to identify and act upon “red flags” 
alerting the company of identity theft or the 
potential for identity theft and actual inci-
dents of identity theft that come to its atten-
tion. Just having a program is not enough. 
The program must be flexible, adaptive and 
effectively enforced.

Are There Any Industry Exemptions?

The FTC has not identified any exempt 
industries. The American Bar Association 
(“ABA”), the American Institute of Certi-
fied Public Accountants (“AICPA”), and the 
AMA have brought lawsuits to prevent the 
FTC from enforcing the Rule against their 
members. For now, attorneys, doctors and 
accountants are not subject to the Rule, but 
until it is resolved by the courts, the reprieve 
is only temporary. Oral argument for the 
ABA lawsuit, originally brought in the U.S. 
District Court for the District of Columbia, 
is now scheduled for November 15, 2010 
in the D.C. Court of Appeals. Both the AMA 
and AICPA have submitted amicus briefs in 
support of the ABA position. 

The House of Representatives approved 
a bill to exempt legal as well as health care 
and accounting practices with 20 or fewer 
employees from the Rule. A parallel bill is 
pending before the Senate Committee on 
Banking, Housing and Urban Affairs. If the 
bills are enacted and signed into law, only 
legal, accounting, and healthcare prac-
tices with fewer than 20 employees would 
be exempt and those with more than 20 
employees that meet the definition of 
“financial institutions” or “creditors” that 
maintain “covered accounts” would still be 
required to comply with the Red Flags Rule 
by December 31, 2010, unless the courts 
rule otherwise.

Penalties for Non-Compliance 

Civil penalties of up to $3,500 per violation 
may be assessed, and injunctive relief as 
well as additional legal exposures in the 
event of a breach and resultant lawsuits 
can be anticipated. According to the FTC, 
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each instance in which a company violates 
the Rule is considered to be a separate 
violation. “Stacking” of penalties is not 
uncommon, for instance, where multiple 
infractions or numerous individuals had 
their data breached or identities stolen due 
to inadequate security practices.

What You Need to Do to Comply with 
the Red Flags Rule

Each business or individual must:
 Q Establish whether it is subject to the 

Rule by determining if it is a financial 
institution or “creditor” maintaining cov-
ered accounts.

 Q Determine if its business nevertheless 
presents a reasonable foreseeable risk 
of identity theft.

If either of the above applies, then, the 
following steps should be taken before 
December 31:

 Q Identify the Red Flags (warning signs) 
that would alert it to the possibility of 
identity theft;

 Q Set up procedures to detect these Red 
Flags by developing an effective written 
Identity Theft Prevention Program;

 Q Coordinate adoption and periodic re-
view of the program by the board of di-
rectors, governing body or other senior 
level management authority, if there is 
no board of directors; and

 Q Implement the program by providing ap-
propriate training to staff. 

Additional Resources

The FTC maintains a Red Flags micro-web-
site that has practical resources to assist 
companies with compliance. The FTC has 
published a helpful list of frequently asked 
questions, a “Do-It-Yourself” Red Flags 
program for entities that are at low risk 
for identify theft, a How-To Guide for Busi-
nesses and a short video on this website, 
all of which are available at http://www.
ftc.gov/bcp/edu/microsites/redflagsrule/
index.shtml. 

Conclusion 

The Red Flags Rule is just one of a number of 
requirements designed to prevent identity 
theft. Doubtlessly, there will be more legis-
lation and compliance follow-up required, 
both at the state and federal levels. 
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