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5 Compliance “Hot Spots” for Technology Companies Under 
Export Controls and Sanctions Laws 

Increasingly interconnected global businesses need to focus on how export controls and 
trade sanctions can affect their cross-border activities in unexpected ways. 
For decades, the US Government has used trade controls — export controls as well as trade and 
economic sanctions — to advance national security and foreign policy interests. These rules, many of 
which have not kept pace with rapid advances in technology, create significant compliance challenges for 
companies and individuals around the world.  

At their core, US trade controls apply restrictions on transfers of sensitive products, software, and 
technology, as well as dealings with certain countries, governments and specified parties. For technology 
companies, compliance challenges are most significant when dealing with either sensitive technologies, 
third parties whose identities and locations are difficult to ascertain, or both. This alert addresses five 
compliance “hot-spots” for technology companies under US trade controls. 

1. Web-based Interactions with Customers and Other Third Parties 
Conducting business online offers tremendous business benefits in the form of new customers, suppliers 
and partners around the world, but it can also lead to trade controls compliance challenges. Companies 
with a significant Web presence (for example, e-commerce companies, companies that provide services 
online and social media companies) may reach millions of potential customers and business partners, the 
identities or even existence of which may be unknown to the company.  

Applicable trade controls, however, carry an expectation that companies “know their customers” and can 
impose strict liability for dealings with sanctioned or denied parties. The U.S. Treasury Department’s 
Office of Foreign Assets Control (OFAC), which administers and enforces most US sanctions, offers the 
following general guidance: “[f]irms that facilitate or engage in e-commerce should do their best to know 
their customers directly.”  OFAC FAQ No. 73.  

In response, many companies have implemented screening systems and other safeguards designed to 
ensure compliance — even in business environments that the relevant legal regimes have not yet fully 
addressed. Examples include screening counterparties to avoid transactions with parties that are the 
targets of US sanctions (e.g., through IP address blocking software designed to identify IP addresses 
associated with an embargoed country) and requiring counterparties to enter into terms of use that certify 
compliance with applicable trade controls.  

http://www.lw.com/practices/ExportControlsAndEconomicSanctions
http://www.lw.com/practices/ExportControlsAndEconomicSanctions
http://www.treasury.gov/resource-center/faqs/Sanctions/Pages/answer.aspx#internetco
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2. Cloud Computing 
 “Software-as-a-service” (SAAS) or “cloud computing” business models have exploded in popularity. 
These business models allow SAAS customers to access and use an SAAS provider’s servers rather 
than invest in their own technology infrastructure. SAAS business models present particular compliance 
challenges, complicated in part because the applicable regulatory frameworks may carry different 
requirements for different parties. 

For example, the U.S. Department of Commerce’s Bureau of Industry and Security (BIS), which 
administers the Export Administration Regulations (EAR) covering exports and reexports of civil, dual-
use, and some military items, takes the position that SAAS providers are not “exporters.” However, the 
SAAS customers who upload EAR-controlled technology to cloud-based servers may be treated as 
exporters in certain circumstances, such as when the servers are located outside of the United States or 
the technology is accessible to non-US persons. This interpretation provides some relief for SAAS 
providers in the context of the so-called “deemed export” rule, which treats releases of technology and 
certain software to non-US persons (i.e., individuals who are not US citizens, US lawful permanent 
residents, or otherwise part of a narrow protected class such as asylees) as exports to those persons’ 
countries of nationality, even if the transfer occurs wholly within the United States.  

Indeed, BIS has similarly stated that because SAAS providers are not “exporters,” they do not cause a 
“deemed export” when their foreign national administrators access user-generated technology subject to 
the EAR. The deemed export rule nonetheless requires, however, that SAAS providers take steps to 
protect their export-controlled software and technology against unauthorized access by non-US persons, 
whether located in the United States or abroad. Similarly, customers of cloud-based services platforms 
must also take steps to ensure that their use of such services complies with applicable export control 
requirements, including ensuring that controlled technology is not exported or reexported or otherwise 
made accessible to non-US persons without proper authorization. 

OFAC has not issued guidance drawing the same distinction between SAAS providers and customers. 
Absent such guidance, OFAC’s traditional “know your customer” concept must be taken to apply equally 
in the cloud computing space. Therefore, both SAAS providers and customers should consider whether 
restricted party screening and other safeguards may be necessary to ensure that those accessing cloud-
based services are not targets of US sanctions. 

3. Encryption 
Software that contains encryption functionality is often subject to some degree of export control 
restriction, the level of which turns on the purpose and strength of the encryption. The EAR carve out 
from more strict controls items incorporating or using cryptography whose “primary function or set of 
functions” is not “information security,” computing, sending, receiving, or storing information, or 
networking. The carve out also exempts from control cryptographic functionality that is limited to 
supporting these primary functions or sets of functions.  

Other exceptions include:  

• Encryption technology used solely for user authentication, password protection, or other forms of 
access control  

• Software that uses a weak encryption functionality (i.e., encryption using a key length of less than 56 
bits symmetric, 512 bits asymmetric, or 112 bits elliptic curve)  

http://www.bis.doc.gov/index.php/forms-documents/doc_download/527-application-of-ear-to-grid-and-cloud-computing-services
http://www.bis.doc.gov/index.php/forms-documents/doc_download/533-cloud-computing-and-deemed-exports
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• Certain “mass market” encryption software products  

• Certain open source software that is available for free and anonymous download from the internet 
(note that the download of software from sites requiring users to “register” by providing certain 
identifying information is not considered anonymous and thus may result in violations where persons 
in sanctioned countries make downloads)  

Even to the extent, however, that encryption software falls within one of these narrow exceptions, such 
software may nonetheless be subject to other regulatory requirements relating to company registration 
with BIS, formal export classification rulings, and annual or semi-annual reporting of export sales. 
Accordingly, companies that deal in encryption software— or whose products rely on third-party products 
for encryption functionality — should take steps to export-classify their products, an analysis that typically 
requires input from both technical and legal personnel. 

4. Shared Networks 
Shared networks can facilitate business requiring the participation of highly skilled personnel located both 
in the United States and across the globe. However, these platforms also present inherent trade controls 
risks. For purposes of compliance with the deemed export rule, technology companies may need to 
restrict certain technology from access — or, in the case of ITAR-controlled technical data, potential 
access, even if such access never actually occurred — by non-US persons, or otherwise secure export 
authorization under the EAR or the ITAR.  

Relatedly, for certain categories of visa applicants, the I-129 Application for Nonimmigrant Workers (e.g., 
H-1B status application) requires employers to certify in writing whether the foreign national employee 
being sponsored will have access to export-controlled technology subject to EAR or ITAR licensing 
requirements.  

5. Mobile Devices and the International Traveller 
The demand to stay constantly connected can create trade controls risks for international business 
travelers. In some circumstances, US regulations may  restrict or prohibit exports of controlled technology 
residing on (and accessible through) a traveler’s laptop or mobile device, and the device itself. At the 
same time, there may be limited regulatory exceptions permitting hand-carrying of items and the export of 
services, software and hardware used for personal communication (e.g., social media services and 
smartphones). See, for example, EAR Exceptions for Temporary Imports, Exports, Reexports, and In-
Country Transfers and for Baggage.  

Businesses (and business travelers) should recognize that these limited exceptions may not extend to 
controlled technology and services unrelated to the exchange of personal communications (for example, 
the controlled technical data that a business traveler may store on a laptop) or business-related 
communications conducted through a personal communication device while traveling in a sanctioned 
country. As an added challenge, the rules may vary depending upon the country at issue.  

Technology companies should take steps to ensure that their employees are aware of where they can 
and cannot take their work and tools of trade — whether they are traveling for business or pleasure.   

Conclusion 
While new technologies bring with them increasing opportunities for global connectedness, long-standing 
rules and regulations restricting exports and trade will continue to create potential, sometimes unexpected 

http://www.bis.doc.gov/index.php/forms-documents/doc_download/529-downloads-of-encrypted-software-reviewed-and-classified-as-mass-market
http://www.ecfr.gov/cgi-bin/text-idx?SID=a8e50ad023e97dc1cf45dc2fb31b4cb3&node=pt15.2.740&rgn=div5#se15.2.740_19
http://www.ecfr.gov/cgi-bin/text-idx?SID=a8e50ad023e97dc1cf45dc2fb31b4cb3&node=pt15.2.740&rgn=div5#se15.2.740_19
http://www.ecfr.gov/cgi-bin/text-idx?SID=a8e50ad023e97dc1cf45dc2fb31b4cb3&node=pt15.2.740&rgn=div5#se15.2.740_114
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risks for those operating in the new business landscape. Companies operating across borders — whether 
through third parties, customers, or their own employees — should take precautions to ensure that they 
remain compliant with export controls and trade sanctions.  

 

 

If you have questions about this Client Alert, please contact one of the authors listed below or the Latham 
lawyer with whom you normally consult: 

Annie E. S. Froehlich 
annie.froehlich@lw.com 
+1.202.637.2375 
Washington, D.C. 
 
Scott C. Jones 
scott.jones@lw.com 
+1.202.637.3316 
Washington, D.C. 
 
Les P. Carnegie 
les.carnegie@lw.com 
+1.202.637.1096 
Washington, D.C. 
 
Kevin P. DiBartolo 
kevin.dibartolo@lw.com 
+1.202.637.2290 
Washington, D.C. 
 
William M. McGlone 
william.mcglone@lw.com 
+1.202.637.2202 
Washington, D.C. 
 
 
 

You Might Also Be Interested In 

Ukraine Crisis Update: US and EU Expand and Align Sanctions 
A Changing Landscape for U.S. Importers of Defense Articles 

Risk Assessments: Avoiding Trouble in Emerging Markets 

Managing Legal and Business Risks Under the Russia/Ukraine Sanctions: Views from the US, Europe 
and Moscow 

 
  

http://www.lw.com/people/annie-froehlich
mailto:annie.froehlich@lw.com
http://www.lw.com/people/scott-jones
mailto:scott.jones@lw.com
http://www.lw.com/people/les-carnegie
mailto:les.carnegie@lw.com
http://www.lw.com/people/kevin-dibartolo
mailto:kevin.dibartolo@lw.com
http://www.lw.com/people/william-mcglone
mailto:william.mcglone@lw.com
http://www.lw.com/thoughtLeadership/lw-ukraine-crisis-update-september-15
http://www.lw.com/thoughtLeadership/changing-landscape-for-us-importers-of-defense-articles-may2014
http://www.lw.com/thoughtLeadership/avoiding-trouble-emerging-markets-risk-assessments
http://www.lw.com/webcasts/Managing-Legal-and-Business-Risks-Under-the-Russia-Ukraine-Sanctions-Viewsfrom-US-Moscow-EU
http://www.lw.com/webcasts/Managing-Legal-and-Business-Risks-Under-the-Russia-Ukraine-Sanctions-Viewsfrom-US-Moscow-EU


Latham & Watkins October 23, 2014 | Number 1761 | Page 5   

 

Client Alert is published by Latham & Watkins as a news reporting service to clients and other friends. 
The information contained in this publication should not be construed as legal advice. Should further 
analysis or explanation of the subject matter be required, please contact the lawyer with whom you 
normally consult. The invitation to contact is not a solicitation for legal work under the laws of any 
jurisdiction in which Latham lawyers are not authorized to practice. A complete list of Latham’s Client 
Alerts can be found at www.lw.com. If you wish to update your contact details or customize the 
information you receive from Latham & Watkins, visit http://events.lw.com/reaction/subscriptionpage.html 
to subscribe to the firm’s global client mailings program. 

http://www.lw.com/
http://events.lw.com/reaction/subscriptionpage.html


<<

  /ASCII85EncodePages false

  /AllowPSXObjects false

  /AllowTransparency false

  /AlwaysEmbed [

    true

  ]

  /AntiAliasColorImages false

  /AntiAliasGrayImages false

  /AntiAliasMonoImages false

  /AutoFilterColorImages true

  /AutoFilterGrayImages true

  /AutoPositionEPSFiles true

  /AutoRotatePages /All

  /Binding /Left

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CheckCompliance [

    /None

  ]

  /ColorACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorConversionStrategy /LeaveColorUnchanged

  /ColorImageAutoFilterStrategy /JPEG

  /ColorImageDepth -1

  /ColorImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorImageDownsampleThreshold 1.50000

  /ColorImageDownsampleType /Bicubic

  /ColorImageFilter /DCTEncode

  /ColorImageMinDownsampleDepth 1

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /ColorImageResolution 300

  /ColorSettingsFile ()

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /CreateJDFFile false

  /CreateJobTicket false

  /CropColorImages false

  /CropGrayImages false

  /CropMonoImages false

  /DSCReportingLevel 0

  /DefaultRenderingIntent /Default

  /Description <<

    /ENU ([Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /DetectBlends true

  /DetectCurves 0

  /DoThumbnails false

  /DownsampleColorImages true

  /DownsampleGrayImages true

  /DownsampleMonoImages true

  /EmbedAllFonts true

  /EmbedJobOptions true

  /EmbedOpenType false

  /EmitDSCWarnings false

  /EncodeColorImages true

  /EncodeGrayImages true

  /EncodeMonoImages true

  /EndPage -1

  /GrayACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageAutoFilterStrategy /JPEG

  /GrayImageDepth -1

  /GrayImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageDownsampleThreshold 1.50000

  /GrayImageDownsampleType /Bicubic

  /GrayImageFilter /DCTEncode

  /GrayImageMinDownsampleDepth 2

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /GrayImageResolution 300

  /ImageMemory 1048576

  /JPEG2000ColorACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000ColorImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /LockDistillerParams false

  /MaxSubsetPct 100

  /MonoImageDepth -1

  /MonoImageDict <<

    /K -1

  >>

  /MonoImageDownsampleThreshold 1.50000

  /MonoImageDownsampleType /Bicubic

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /MonoImageResolution 1200

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /NeverEmbed [

    true

  ]

  /OPM 1

  /Optimize true

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /NoConversion

      /DestinationProfileName ()

      /DestinationProfileSelector /NA

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure true

      /IncludeBookmarks true

      /IncludeHyperlinks true

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles true

      /MarksOffset 6

      /MarksWeight 0.25000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /NA

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /LeaveUntagged

      /UseDocumentBleed false

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXBleedBoxToTrimBoxOffset [

    0

    0

    0

    0

  ]

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXOutputCondition ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputIntentProfile ()

  /PDFXRegistryName ()

  /PDFXSetBleedBoxToMediaBox true

  /PDFXTrapped /False

  /PDFXTrimBoxToMediaBoxOffset [

    0

    0

    0

    0

  ]

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /ParseICCProfilesInComments true

  /PassThroughJPEGImages true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /sRGBProfile (sRGB IEC61966-2.1)

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



