HOPES & GRAY

N\

l
/;

__

_

i

2
|
it

Il

%

Data & behavioral

sciences

A new approach to
risk management



© ROPES&GRAY

Contents

Introduction and Methodology 4
Key findings 6
Section 01 Data, behavior andrisk 8
Section 02 Compliance implementation

and assessment 18
Section 03 Third parties and risk management 26
Section 04 Conclusion 36

e

w—
o

|

T T




DATA & BEHAVIORAL SCIENCES
A NEW APPROACH TO RISK MANAGEMENT




O ROPES&GRAY

Introduction

Foryears, companies’ risk mitigation
efforts were typically reactive
rather than proactive, involving
policies and procedures rolled
out by compliance departments
to address regulatory shifts or
new potential vulnerabilities. The
onus was on employees to follow
the rules without question, since
compliance departments were
oftenunderstaffed and teams
spent much of their time simply
trying to keep up.

Overtime, adegree of inefficiency,
frustrationandeven failurein
compliance efforts risked becoming
an accepted part of company culture.
Despite tailored policies, procedures,
training, testing and remediation,
some employees still broke the rules.
Insome cases, non-compliance was
even considered "the cost of doing
business," especiallyinlucrative new
markets where enforcement was lax
and corruptionwas high.

Today, that approach to
compliance looks dated and
is ultimately bad for business.
Regulatory enforcementis on the
rise worldwide and the penalties
for non-compliance canbe
severe. Monitoring of activity is
more sophisticated, and not only
among regulators —employees and
customers alike now have arange
of channels through which they can
blow the whistle on questionable
corporate behavior.

QOur survey of 300 senior
executives across the world
reveals that compliance is getting
better, but there is stillroom for

improvement. Respondents from all
sectorsunderstand the challenges
involved, but many remain focused
on policies and procedures, rather
than on examining the factors
underlying compliance risks. In other
words, what motivates employees
to commit fraud or bribe officials
whenrules and regulations so clearly
prohibit this kind of behavior?

Toanswer these questions,
companies increasingly employ
dataand behavioral sciences-based
analysis to develop compliance
strategies. While third-party and
internal audits stillplay arolein
compliance strategy formulation,
companies now rely onimproved data
compilation and review to identify
potentialrisk hotspots or trends. As a
result, compliance efforts are moving
beyond mere box-checking exercises
andtowards the creation of corporate
cultures that empower employees to
cope withrisks, rather than compel
them to read voluminous policies and
procedures that attempt to account
forevery unforeseenrisk.

Compliance offers afundamental
competitive advantage: Froma public
policy perspective, businesses are
expectedto operatein compliance
withapplicable regulations. Ifit cannot
demonstrate acompliant culture, a
company willnotbe able to secure
funding, sellabusiness unit or advance
its prospects significantly. Thisis more
thanjustanapproach to risk mitigation
—ultimately, itis a strategy for buildinga
business that can compete effectively
onanincreasingly challengingand
competitive global stage.

Methodology

Inthe second quarter of 2018,

Acuris Studios, on behalf of

Ropes & Gray LLP, surveyed 300
senior executives on the topic of
compliance and behavioral science
approaches to risk management.
Ofthose surveyed, 100 respondents
were based in North America,

100 were basedin EMEA, 70 were
basedin APAC and 30 were basedin
Latin America. The surveyincluded a
combination of qualitative and
quantitative questions, and all
interviews were conducted over

the telephone by appointment.
Results were analyzed and

collated by Acuris Studios, and all
responses are anonymized and
presentedinaggregate.
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SURVEY RESPONDENTS BY REGION AND SECTOR

Asset Management 16 18 11 5 50
Banking 16 17 12 5 50
Life Sciences & Healthcare 17 17 11 5 50
Private Equity 17 16 12 5 50
Technology 17 16 12 5 50
Other 17 16 12 5 50

Total 100 100 70 30 300
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Key findings

Why do employees stay compliant
(and how can companies keep track)?

00000

52% 44% 61% 63% 90%

of respondents say say staff think it say clear guidance use HRrecords, use third-party audit
that employees are would be too regarding applicable  suchas and monitoring
motivated to stay time-consuming laws and regulations  disciplinaries, records to plan
compliant out of an or expensive to try is one of their top when planning compliance-related
obligation to do the and get around the two considerations compliance-related assessments
right thing company's policies when helping assessments
and procedures employees
understand
compliance

Behavioral approaches to risk
mManagement: the next big thing”?

55% 84%

say they have heard of the think a behavioral approach
behavioral approach to compliance would be helpful
to compliance or very helpful
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Compliance and
aglelglivelgiale

44%

of respondents overall say requests
from government officials are one of
their great compliance challenges
(rising to 66% among asset
managers and 58% among banks)

sSsosocsssasosasonaa])

57%

say the culture of the region or
country where their company
operates is one of the biggest
obstacles to implementing

an effective compliance framework

49%

do not have an efficient, reliable,
properly funded process in place
for investigating allegations

28%

of respondents have a
whistleblower hotline managed
by a third-party vendor

23%

do not catalog all complaints and
responses to allegations

Third-party risk
Management

46%

of respondents say the chief
compliance officer, or the
compliance department in
general, is responsible for third-
party due diligence and monitoring

place this responsibility in the

hands of individual business
teams or units

83%

of respondents do informal
background checks
conducted internally

when carrying out
third-party due diligence

54%

say one of the most
important areas of due
diligence is confirming that a
third party is qualified to do
the work that it has been
engaged todo

55%

do not alter their level of
third-party due diligence based
on the type of third party or any
red flags identified
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Section 01
Data, behavior and risk

How do professionals make decisions? Why do people break the rules?
And how can a business encourage or discourage behavior beyond
threats of punishment? Our survey reveals that legal, compliance and
risk officers are now gathering, analyzing and applying an increasingly
broad range of data in their policies and strategies, even as they
struggle with incompatible legacy systems and stretched resources.
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52%

of respondents say employees are
compliant because they believe it is their
obligation and the right thing to do

63%

of respondents use HR records,
such as disciplinaries, when planning
compliance-related assessments

61%

say clear guidance regarding applicable
laws and regulations is one of its top two
considerations when helping employees
understand compliance

84%

think a behavioral approach to
compliance would be helpful
or very helpful

0000
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Ourunderstanding of what drives
decision-makingis evolving.
Historically, compliance hasbeena
response to regulation—from anti-
corruption to sanctions, and now
data privacy —and a constant game
of catch-up.

“It's hard to know where the
realrisks are —oftenwe don't know
where the realriskis untilwe or some
other company runs afoul ofit," says
the managing director of a financial
services firminthe United States.
"The Wells Fargo situation prompted
asales practicesreview at every
bank. Were we already doinga good
job? Maybe we hadn't even classified
sales practices correctly andinstead
we had a variety of different things
like unfair or deceptive acts or
practices and market manipulation
and know your customer and
suitability that piecemeal would have
added up to that comprehensive
review. But we are definitely
influenced by enforcement actions
across ourindustry.”

Failure to comply canresultin
significant financial and reputational
harmto the business, as well as legal
risk. As a result, many companies
have built compliance programs to
address a specific regulatory focus,
adding toit over time as newissues
arise, without realizing the extent to
which these policies have become
siloed and disconnected.

"This can prove challenging, if only
becauseit's difficult foremployees
tokeepup—andit's already difficult
for the ones drafting the policies
and procedurestoensure they are
responding quickly enough,” says
Amanda Raad, co-chair of the anti-
corruption &internationalrisk practice
atRopes &Gray. "It canbe toughfor
employees tryingtounderstandthe
risks,andwhat they are andare not
supposedtodo. Evenifthey are entirely
wellintentioned, they may violate
company policy without knowing.”

Respondentsinour survey are
not unanimous as to what motivates
employees to stay compliant
(Figure 1): 52% say that employees feel
an obligation to do the right thing, while
44% say staff think it would be too
time-consuming or expensive to try
and getaround the company's policies
and procedures (though at timesiit

FIGURE 1:IN YOUR EXPERIENCE, WHY ARE EMPLOYEES MOTIVATED TO STAY COMPLIANT?

(SELECT TOP THREE)
| 52% The employee believes it is his/her
I obligation and the right thing to do
Policies and procedures are such that
I 44% | circumventing compliance would be
too difficult or resource-consuming
Policies and procedures are
I 40% | straightforward and not overly
burdensome to follow
| 3795 | Being compliant would not negatively
| impact business or individual's income
I 34%| Potential employee discipline
I 32%| Theindividual's potential legal liability
I 31%| The company's potential legal liability
I 30% | Lack of collaborators/support
canbe equally time-consumingand and training exercises that help them
expensive to understand company proactively evaluate where defenses
policy). Just over athird consider canbeimproved; they're identifying
potential disciplinary actionasa weaknesses, whether inaccounting
deterrenttonon-compliance, witha controls or third party suppliers, that
similar percentage citinglegal liability, present a heightened cybersecurity
whether personal or corporate. risk; and they're learning how to
"We tend to put more prevent or stop potential attacks
emphasis onthe front end, on before they happen. Sojust as
positive reinforcement,” says the businesses developedthese
CCO of aNorth American medical approaches to cybersecurity, they
technology company. "How canwe are now applying these lessons
make it easy and simple for people? to compliance.”
Why isitimportant? And we make
sure that there are checks and COMPLIANCE-RELATED
balances along the way." MONITORING AND/OR
Inthe process, businesses are ASSESSMENTS
learning that an effective and data- Traditionalapproaches to
driven compliance program can be risk management accept the
good for business. assumption that bad behavior
“"Standards for risk management results from bad policy oralack
have evolved and companies have ofunderstanding of policies.
learned that a better understanding Now, behavioral scientists are
and control over riskis an effective learning that professionals can
business strategy,” says Heather be motivated by a variety of other
Sussman, co-chair of the privacy & incentives, such as high-pressure
cybersecurity practice at Ropes & sales targets or government
Gray. "Look at the lessons learned officials demanding rewardsin
incybersecurity: businesses have exchange foracontractor
developed better risk assessments other business opportunities.
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Employees could put themselves
and an entire organization at risk if
theyhaven't been trained toidentify
risks or respond appropriately in
difficult situations.

“Mostemployees are not going to
workintending to break the law or do
something that hurts the company,”
says Raad. "Thisis why, for example,
employees aren't stealingmoneyin
many anti-corruption cases: they're
using company money to try to help
the business. Teachingthemhow
tonavigate challenges they might
encounterintheirworkimproves the
corporate culture overall, as wellas
their working experience.”

Compliance andrisk officers are
looking for new and better ways to
identify potential compliance risk
hotspots, as well as the underlying
factors that may cause someone
tobreak established codes of
conduct—and datamay hold the
key. Companies are deluged with
information, from sales contracts
toregulatory requirements, internal
audits and employee expenses,
butusingdata to create a coherent
picture of the businessis complicated
and canbe unreliable ifit is not
processed and analyzed accurately.

"Over the past couple of years, we
have seen companiesbegintotakea
more data-driven approachto address
compliance and oversightissues,
rather than usinganecdotal evidence,”
says RyanRohlfsen, apartnerinthe
anti-corruption &international risk
practice at Ropes & Gray. “l would not
say thereisaconsensus ontaking
this approach, however, nor upon
howtodoit. Some companies are
using historicaldata, others are taking
amore forward-looking approach.
Butas a critical mass of companies
have purchasedkey data analytics
tools, they have come downin price,
enabling more companies to pick off
atleast the low-hanging fruit.”

Accordingtoour survey,
executives are focusing their attention
firstand foremost on data surrounding
third parties, suggesting a tight rein
isbeingheld onagents, distributors,
consultants and suppliers. Some 90%
of respondents say they use third-
party auditand monitoring records
when planning compliance-related
monitoring and assessments

(Figure 2). Giventhe number of recent
high-profile fraud and related charges
against major corporations that have
stemmed from relationships with
external parties, it makes sense that
thisisa priority.

Forexample,inJune
2016, Analogic Corporation, a
Massachusetts-based medical
device company, andits wholly
owned subsidiary in Denmark, BK
Medical ApS, agreedto pay more than
US$14munder anon-prosecution
agreementand settlement
agreement with the DOJ and SEC,
respectively. The company entered
into these agreementstoresolve
FCPA charges for allegedly allowing
BK Medicalto be used as a "slush fund
forits [third-party] distributors.”

BK Medical's distributors routinely
requested that BK Medical create
"specialinvoices"to exaggerate the
sales price of BK Medical's ultrasound
equipment. After BK Medical received
theinflated payments, it wired the
excess funds to various third parties,
as requested by the distributors,
without determining whether there
was an appropriate business reason
forthe payments.

Inanother example, the United
Kingdom's Serious Fraud Office
enteredinto a Deferred Prosecution
Agreement (DPA)in January 2017
with Rolls-Royce for failing to prevent
bribery committed by one ofthe
company's third-party distributors.
Rolls-Royce enteredinto adistribution
agreement with aNigerian company
todistribute gas compression
enginesto anoiland gas exploration
company. Thisagreement permitted
thedistributor to charge amarkup on
Rolls-Royce products, the proceeds
of which the distributor used to make
improper payments to Nigerian
officialsin one of the country's
public entities that supervised the
government'sinvestmentin the oil
and gas sector.

Whenit comes tointernal
data gathering, the survey shows
that old favorites still stand strong:
internal audits (85%), internal
investigations (72%) and human
resources records (63%) —including
disciplinary proceedings —are
considered when designing or
monitoring compliance programs.

FIGURE 2: WHAT TYPES OF DATADOES YOUR
COMPANY CONSIDER WHEN PLANNING

COMPLIANCE-RELATED MONITORING AND/OR
ASSESSMENTS? (SELECT ALL THAT APPLY)

i 90% I Third-party audit and monitoring records

I 85%' Internal audit records

I 72% I Internal investigation records

I 63% I HR records, such as employee discipline records

Monitoring after transactions have been completed,

I 62% | e.g. verification that expenses were authorized and

proper when submitted for reimbursement

I 61% I Employee performance records

I 45% I Travel and expense spend records

Monitoring at the outset, e.g. approvals or
42% | rejections of proposed entertainment expenses

by an employee’s line manager
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Similarly, employee
performance records are used by
61% of respondents, with afew more
considering closed transactions or
expenses that had been approved by
aline manager (62%).

"There'samove toinclude
the right kinds of datainrisk
assessments, whichisamovein
therightdirection,” says Raad at
Ropes & Gray. "An effective risk
assessment has to be data-driven;
you can'tjust collect data, you have
touse it. Historically, companies
sometimes reviewed policies and
proceduresin avacuum, without
checking whether they were
doingany good. Now datais being
gatheredto trackhowmanyinternal
investigations are being conducted
and how many complaints or
other compliance issues come up
and where, pinpointing hotspots
for compliance policy violations.

It's being used toidentify non-
compliance trends. People are
getting better at collecting, but
there has to be realanalysis about
how it can be used effectively.”
The bottom line, however,
according to Raad, is that you can't
analyze the data you don'thave—
“andI'm not sure businesses have

allthe datathey need." For example,

some companies don'tkeep a
record of all allegations. Evenifan
investigation ultimately dismisses
acomplaint, it's stillanimportant
piece of data. These should be
tracked toinform subsequent
risk assessments.

"Something caused a person
tologacomplaintand maybeit's
adisgruntled employee orjust
competitors being problematicin
thejurisdiction, but without that
information, you will never spot the
pattern,” says Raad.

FIGURE 3: AT WHAT LEVEL
IS THE DATA REVIEWED?

21%

Individual level

22%

Regional level

57%

Team level
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FIGURE 4: HAVE YOU INCORPORATED DATA WHEN CONDUCTING COMPLIANCE-RELATED MONITORING

AND/ORASSESSMENTS?
3%
27% 22%
North
America EMEA
/=52 75%
No, and are not considering
o No, but are currently considering
10% 21% 9% Voo
33%
Latin Asia-
America Pacific
Y, 70%
o
DEALING WITH this datais examined (Figure 3). by Judith Seddon, aLondon-based
DATA COMPLEXITY

The complexity around gathering,
cleansing and creating a straight
picture using this datais stilla
struggle for many businesses,
especially those that have grown
by acquisition and are tussling with
legacy systems.

"Datais a huge enabler for any
program—and not just compliance
programs. Butincomplete or
inaccurate datais going to affect
your results, and the refreshrate
ofthat data canhave animpact as
well," says the CCO of amedical
technology companyin North
America. "If you've got different
systems, how do you connect
those systems? If the data's notin
the same format, that's a problem
too. And that's just accessing the
information—once you getit, not
everybody looks atit the same way.”

Despite the availability of precise
data, fewer than half of respondents
say they consult basic details like
travel expenses (45%) or rejections
fromline managers (42%) when
building compliance programs.

Evidence ofthe barriers that legal
and compliance professionals still
face canbe seeninthelevel at which

While 57% look at data onateam
level, fewer than a quarter of
respondents say they either look
atitonanindividual level (which
suggeststhereis too much data

to go through) or ona macro level,
possibly because homogenizing or
standardizing data at aregional level
to make it comparable poses too
greatachallenge.

As the in-house counsel of a
consumer products company based
in Latin America explains, "Team-
leveldatais easier tolook at, and
we can make faster decisions on
precautionary stepsif necessary.”

REGIONAL COMPLIANCE
DIFFERENCES MAY APPLY

Companies are using awide range
of data for compliance purposes,
with each sector and region
choosing different elements that
arerelevant to their needs.

"A compliance datapointina
pharmaceutical company in Canada
might mean something totally
different to a mining company or
manufacturer basedin China," says
Rohlfsenat Ropes & Gray.

Much of thisis determined by
enforcement trends, as pointed out

anti-corruption &international risk
partnerfrom Ropes & Gray: “TheU.S.
andthe UK have the most far-reaching
extraterritoriallaws and have been
activeinenforcement forthe longest
period of time," says Seddon. "As
aconsequence, companies doing
businessinthe U.S.andinthe UK may
be more likely to make this a priority and
touse datafor compliance purposes.”

While 70% or more executivesin
EMEA and North America say they
haveincorporated datawhenthey
have conducted compliance-related
monitoring and assessments (and
those fewwhohave notuseddatain
this way are actively planningto do so),
just 21% have done soin Asia-Pacific
and 10%in Latin America (Figure 4).

"APAC stilllags behind EMEA and
North America whenit comes to
incorporating datainto compliance-
related monitoring and/or risk
assessments because ‘compliance’
isarelatively new conceptin Asia, in
terms of managing enterprise risk,”
says Mimi Yang, aHong Kong-based
partnerinthe anti-corruption &
international risk practice at Ropes &
Gray. "Companies haven't feltas much
pressure fromregulators as thosein
EMEA and North America.
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FIGURE 5: ORDER THE FOLLOWING FROM MOST IMPORTANT TO LEAST IMPORTANT WHEN HELPING EMPLOYEES

UNDERSTAND COMPLIANCE (1 =MOST IMPORTANT; 4 = LEAST IMPORTANT)

Clear guidance on identifying compliance risk areas

34%

Clear guidance on applicable laws and regulations

24%

Clear guidance on processes and procedures

30%

Clear guidance on how to respond to compliance risk

12% 24%

“Traditionally, companiesin Asia
have managed risk retroactively,
meaning thatthey address
compliance-relatedissues afterthey
have occurred. Proactive monitoring
andrisk assessments, while certainly
ontheirradar, have not yet been
shownto provide value inthe same
way as investingin new technology
oraggressive sales tactics. Thisis
alsoinpartbecause Asianregulators
have not been aggressive in enforcing
compliance-related regulation, such
as anti-corruptionlaws, although that
is certainly changing.”

Thatchangeisreflectedinthe
findings: 70% of respondentsin
Asia-Pacific say they are not using
datain their compliance-related
monitoring and assessments, but
are actively considering doing so.

“lt canbe challengingto operate
incountries where thereisn't
much enforcement,”adds Raad.
"Competitors may engage in practices
that American or British companies
may not. Allthe more reasontofinda
way to engage with yourteamonthe
groundin thesejurisdictionsandarm
themwith the tools they need to make
therightdecisions. Apolicy thatjust
says Thoushaltnotdo X, YorZ'isn't
the solution.”

24%

37%

15%

20%

HELPING EMPLOYEES
UNDERSTAND COMPLIANCE

A compliance professional has
to establishandimplement
compliance programs throughout
the organization, and employees
need to know that the issue is being
taken seriously.
"Thisisn'tjustaquestion of putting
apolicyinplace,”says Colleen Conry,
apartnerinRopes &Gray's anti-

corruption &international risk practice.

"Thisis aboutinvesting the time and
energy todrilldown tounderstand
risk areas. Ultimately, the solution
needs to come fromemployees.
They are the ones who cansay why
theyactina certainway. Without their
engagementand participationin
developing compliance programs,
it's not goingtowork.”

Just over a third (34%) of
respondents say clear guidance
onidentifyingrisk areas is most
important whenit comes to helping
employees understand compliance
rulesinan organization (Figure 5).

As the chiefrisk officer of alife
sciences and healthcare business
basedin North America says, "Ifrisk
areas are identified and noted, there
willbe extra caution takeninand
around those areas.”

Most
important

20%

23%

37%

44%

Conversely, just 12% say guidance
onhowto respondto compliance
riskis the mostimportant way to help
employees understand compliance.
This may be indicative of the fact
that companies need to empower
employees toidentify risks and
make decisions independently as
comparedto tryingto prescribe a
detailed policy, procedure, or training
that willaddress every situation.

"Whenyou discover anomalies,
part of it may be due to training,"
says the CCO of a North American
medical technology company. "Have
you trained people on howto use
the system? Have you explained why
you needinformation, the frequency,
why things need to be submittedin
acertainway, and so on? If people
understandthe ‘why, they often
become better at following the 'how."™

KEY DATA CONSIDERATIONS IN
ANTI-CORRUPTION POLICIES

Whendrafting or updating corporate
anti-corruption procedures, a healthy
majority of respondents say they

are most likely to consider internal
audits and investigations as one of
their top three data considerations —
particularly in Asia-Pacific (70%) and
EMEA (69%) (Figure 6).

Least
important

22%

16%

18%
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FIGURE 6: WHAT ARE YOU MOST/LEAST LIKELY TO CONSIDER WHEN DRAFTING OR UPDATING YOUR COMPANY'S

& ANTI-CORRUPTION POLICIES AND PROCEDURES? (SELECT TOP THREE)

@

(a)

b4

<

o

Q

>

§ Latin America Asia-Pacific North America EMEA
3

<

3

2 Results of internal 60% 70% 61% 69%

audits and/or internal

investigations w W W w

Feedback from external 47% 50% 37% 43%
counsel and/or other —
consultants 4 ' '
3% 13% 15% 14%
Regulatory and 47% 34% 44% 34%
enforcement
Regulator inquiries or 40% 39% 41% 36%

scrutiny of your direct

o v

Changes in laws and 27% 37% 44% 34%

regulations
38%

33% 23% 36% 46%
Feedback from

management W

d
d
g

15%

Changesinthe 20% 37% 28% 24%
scope of your

company's operations 60%

10% 9% 14%
Feedback from 26%

employees v

Most likely @ Leastlikely
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IN CONVERSATION WITH...

James Hearty

Chief Compliance Officer, DaVita Inc.

Q.HOW DO YOU ENCOURAGE COMPLIANT BEHAVIOR?

We have more than 60,000 employees in more than 2,500
locations, so effective oversight and communicationis a
big challenge. At DaVita, our core values are animportant
part of the company'’s culture, not just from a compliance
perspective, butin general. These core values are widely
taught and frequently reinforced in every employee's
performance reviews. We also have ceremonies where core
value awards are presented to employees at big meetings.

Two of our core values are integrity and accountability.
Welink these core values to our compliance culture. We try to
set the message that good compliance is good business, and
that complianceis everybody's job. We are never going to be
everywhere and have oversight over everybody, so having our
employees embrace this culture s critical especiallyin such a
decentralized business.

Wealso try to give people the tools they need. We spend alot
of time and effort on meaningful compliance training that adapts,
changes and evolves with our business. We also try to tailor it to
individual roles—compliance training for a patient care technician
inarural facility willbe different than for abusiness development
executive in our company headquarters.

Q. WHAT DO YOU HAVE IN PLACE TO FACILITATE THIS?

We have various tools, such as compliance policies and
procedures easily accessible on our intranet. We promote a
compliance question line as a way for employees to submit
compliance questions via email.

We have an annual communications plan to target
compliance messages to particular audiences that we reassess
throughout the year. And, of course, we have a hotline if staff

"Audits are the best source of

have concerns about non-compliant behavior —people can
report theseissues to a third party anonymously.

We trackand monitor trends in hotline reports and
substantiated compliance violations in various ways including
type of issue andlocation. This enables us to determine
whether there are areas where we need to educate our people
with more training or communication. Maybe thereisagapin
understanding our policies and procedures that we need to
address or anissue with leadership tone. We use datato tellus
about areas of confusion or increased risk, areas where we need
to get more engaged from a compliance perspective, or that
need some other remediation. Overall, we try tolearn and get
better, andimprove risk mitigation practices in the company.

Q.HOW OFTEN DO YOU CONDUCT RISK ASSESSMENTS
AND UPDATE YOUR COMPLIANCE PROGRAMS?

We conduct a formal and fairly exhaustive annual risk
assessment for our compliance program, and then we update
thatrisk assessment every quarter, without doinga complete
new soup-to-nuts typerisk assessment again. We look at any
new things that have come up each quarter: are there things
that would make us rethink the current risk assessment and
audit plan? We continue to evaluate that throughout the year,
and then we do a complete full new risk assessment annually.

One ofthe keys to an effective risk assessment is prioritization
of externalrisk factors—it's easy to get lostinamorass of “what-
ifs" and things that could happen. I thinkitisimportant toassess
thelikelihood andimpact of the various risks to prioritize what our
focus will be to mitigate those risks. We include many external risk
factorsin ourassessmentandrank themto determine wherewe
canbestuse our resources to mitigate that risk.

gathering relevant information on
critical operations,” says the CFO
of aNorth American private equity
firm. "Internal audits are like the final
preparation before the curtainrises,
making sure everythingis aligned
for external audits. These internal
audits also supply information about
where compliance is weak —such
as where there are any cases of
corruption —and the resolutionsin
place for these situations.”
Externalinput, onthe other
hand, can help companies see the
bigger picture, as Ruchit Patel, an

antitrust partner at Ropes & Gray
in London, explains: "Law firms
teach specialization andlawyers
join corporations with those
specializationsintow. Thereis real
value in putting experts together to
produce a more holistic analysis."
Respondentsinallregions
understand the value of feedback
from external counsel and other third
parties, with 50%in APAC ranking it
one of their top three considerations,
followed by regulator inquiries or
scrutiny of direct competitors (39%).
Surprisingly, at the other end
ofthe scale, whenasked what they

are least likely to consider when
revising anti-corruption policies and
procedures, almost two-thirds of
respondentsinLatin America, North
Americaand EMEAinclude changes
inthe scope of acompany's operation
intheir top three—despite the fact
thatany changeintheir scope of
operations shouldintroduce newrisks
One possible explanationiis
that businesses expanding their
scope of operations, whether due
to new business lines or entering
new markets, assume their existing
programs are sufficiently robust to
address any new risks.

g
_|
>
w
m
3
<
[¢]
o
>
z
v}
=
7
=




DATA, BEHAVIOR AND RISK

@ ROPES&GRAY

55%

say they have heard of the behavioral
approach to compliance

84%

believe that a behavioral approach
to compliance would be moderately
to very helpful
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The most concerningresult
for this question may be around
employee feedback: almost half of
allrespondents say this is the least
likely factor to be considered when
drafting or updating corporate
anti-corruption policies.

"We needto have anhonest
conversation with people on the
frontlines about specific high-risk
situations—what do they needto
make the right decision? What might
lead to them making the wrong
choice? Otherwise we're just running
incircles,” says Alex Rene, co-chair of
the anti-corruption &international
risk practice at Ropes & Gray.
“Thereis more work to be done to
understand whatis driving people to
make decisions before we can find
solutions that will work."

One North American-based
CCOofaPEfirmsaysitisimportant
to tailor a policy to the firm's business,
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including by getting input fromthe
people executing the policies every
day, instead of simply adoptinga
setor prescribed model: "We might
gatherafew examples ofa policy and
think about the various approachesin
the context of our business, thenwe
will speak to the people that these will
affect to get feedback and buy-in.”
Interestingly, changesinlaws
andregulations have relativelylittle
importance whendraftinganti-
corruption policies and procedures.
Just 44% of North American
respondents cite rule changes as
mostimportantto theirin-house rules
—the highest vote of any region—with
57% of Latin Americanand 56% of
EMEA respondents consideringitone
ofthe leastimportant considerations.
However, "given the
continuously shifting environment,
we do see new regulations being
issued that canrequire changes
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across multiple areas of afirm's
compliance program,” adds the
CCO of the North American PE firm.

BEHAVIORAL APPROACH
TO COMPLIANCE

While data gatheringisimproving,
the analysis of data aloneis not the
best approach.

"Companies need to conduct
behavioral science-focused working
group sessions, or discussions with
employees, tohelpinterpret the
dataandapply the findings to their
compliance programs,” says Raad at
Ropes & Gray.

The notion of abehavioral
approach to compliance —gathering
datato analyze why individuals
actinacertainway and using that
to inform compliance programs
—isbecoming more widely
acknowledged, with 55% saying
they have heard of the method.

"With the introduction of data
science, it's become far easier tolook
atbehavioral data with a whole new
perspective,”says the CEO of alife
sciences and healthcare company
basedin EMEA. "We can create
policies that align with compliance
procedures, making it easier for us to
govern compliance activities.”

Ifit's handled the right way, using
behavioral science thinking to inform
compliance programs could even
bring down compliance costs.

"Behavioral science can help
abusinessidentify currentand
futurerisk areas and help people on
the frontlines make the real-time
decisions they need to make,”
says Raad. "A people-focused,
behavioral approach cuts down on
policy redrafts and the need tojump
through regulatory hoops by going
deeperinto atailored solution. It
becomes abusiness strategy, rather
thanacompliance offering."

Thisidea seems to be takinghold:
84% of respondents say the approach
would be very or moderately helpful.
Asthe North America-based CCO
of amedical technology company
says, "Where there are individuals
who donotwanttodotherightthing,
behavioral data helps youidentify
trends, risks orissues in specific
locations or activities that you want
to address quickly.”

IN CONVERSATION WITH...

Daniel Moynihan

Chief Compliance Officer,
Akcea Therapeutics

Q. WHAT ARE THE CHALLENGES OF GATHERING, ANALYZING
AND USING DATA TO INFORM COMPLIANCE POLICIES?

Oneis centralization of data: you often need to pull data that has
been saved in different formats on multiple systems. Companies
that have grown through acquisition will have multiple enterprise
resource planning systems or platforms. Bringing them together
is costly and time-consuming. Some platforms allow you to bring
feeds from different systemsinto a central reporting engine, but
then master data management becomes a challenge.

We conducted a majorrisk assessment that required alot
of data, but we could not go to anindividual source for it. And if
youdon't have anintegrated data source, it must be done either
manually or using a sampling approach, where youlook at a data
setto get arepresentative sample of whatever you're looking for.

Q. HOW HAVE YOU USED DATA TO ENSURE THAT PEOPLE
FOLLOW THE RULES?

I've had great success in aligning our understanding of risk by
using data up front and talking to the businessinalanguage
everyone understands. Getting leadership to look at the data,
understand where we're going and why, and support that move,
isahuge part of that success, rather than the compliance function
simply dictating terms.

Taking a “you're-going-to-go-to-jail” approachisn't acceptable.
Peoplerefuse tolisten. You need to explain the stakes and potential
consequences facing both the company and, increasingly,
individuals, ina way that's not threatening.

Q.HOW DO YOU IDENTIFY THE BIGGEST RISK AREAS FOR
THE COMPANY?

Enforcement agencies or regulators enforcing anti-corruption
laws globally don't want to impose a one-size-fits-all compliance
program. They expect you to understand and address the
specificrisks facing your company. This requires a thoroughrisk
assessment, both qualitative and quantitative.

You may have a sense of the risks involved, but you must
supplement that sense with data, including enforcement trends,
by which I mean the likelihood of enforcement in certain jurisdictions.

Iflwere in an enforcement situation, lwould feel much more
comfortable backing up the rationale for our compliance using
detailed data. There is an expectationamongregulators that you
are using all available data—because they will definitely be doing so.
And if your competitors or the regulators can find information about
your transactions, then otherless scrupulous people can also likely
seeit. It'sincumbent upon you to be sure of what your own data
includes before other people can seeit.
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Section 02
Compliance implementation
and assessment

Risk officers are coping with both internal and external
compliance challenges, from governmental requests to
customer demands, as well as facing obstacles when they try to
implement an effective compliance framework to tackle those
challenges. Solving this puzzle demands a measured response.

44%

of respondents say requests from
government officials are their greatest
compliance challenge (rising to 66%
among asset management respond-
ents and 58% among banks)
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28%

of respondents have a whistleblower
hotline managed by a third-
party vendor

49%

of respondents do not have an efficient,
reliable, properly funded process
in place for investigating allegations

23%

of companies do not catalog all
complaints and responses to allegations
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Complianceis not asingleissue.
Itis multifaceted and touches
every partofabusiness. Anditis
not the same for every organization
—different sectors face different
compliance issues, some more
obvious than others.

Forexample, requests from
government officials are the greatest
compliance challenge for financial
services: 66% of respondents from
asset management firms cite this as
one of their top two biggest hurdles,
while 58% of respondents from banks
say the same (Figure 7). Just over half
(52%) of respondents from banks
also highlight customer requests
asamajorissue, twice asmany as
respondents from other sectorsin
the survey.

Almost half (48%) of
respondentsin life sciences and
healthcare, meanwhile, say their
biggest challenge is compliance
requirements gettinginthe way
of business operations.

Michael Beauvais, co-chair
of the life sciences practice at
Ropes & Gray, says companies
inthe sector are accustomedto
complying with strict regulation,
due to the nature of their business,
and often have whole teams
dedicatedtolegal requirements.

"Thatbeing said, like any industry,
the life sciencesindustry must
strike abalance between arobust
compliance infrastructure and
remaining competitive and nimble
inthe marketplace,” says Beauvais.

Across all sectors, employee
compliance was identified as the
least serious compliance challenge,
cited by just 2% of banking
respondents. And yet, 52% of those
same respondents say that their
failure to understand why employees
may choose to be non-compliantis
amajor barrier toimplementingan
effective compliance framework.

“"Banks canbe somewhat
confident—certainly onthe
investment banking side —that
they are hiring very high-caliber
people and paying them well," says
Rohlfsenat Ropes & Gray.

"Under those circumstances,
they may assume employees are
lesslikely to cheat—that's the
theory, anyway."

FIGURE 7: AS ACOMPANY, WHAT ARE YOUR GREATEST COMPLIANCE CHALLENGES? (SELECT TOP TWO)

Technology Life Sciences & Healthcare Bank Asset Management
80%
70%
66%
60% 58%
52%
50% 48%
44%
40%
34%
32% 32%
o 30% 30% 30%
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OVERCOMING HURDLES
TO IMPLEMENTATION

While addressing compliance
challenges is difficult enough,
implementing an effective
compliance framework is an
entirely different animal.

Culture may be the biggest
obstacle to these efforts,
depending on the various regions
inwhich a company operates,
accordingto respondents (Figure 8).

"Companiesin APAC are
less likely to conduct regular,
compliance-focused audits or
incorporate compliance metrics
into the performance evaluation
and review process because so
much of the growthin Asia has been
attributed to emphasis on sales or
gaining market share,” says Yang at
Ropes & Gray.

"Compliance and compliance-
related departments are afraid to
impede that growth, and certainly
no senior manager wants to bear
the blame for slowingrevenue at a
company. | think thisis also reflected
inthe larger macro environment,
where regulators have towalk a
fine line between strictly enforcing
the laws and making sure their
enforcement doesn't slow down
the growth of a country's economy.”

But while this viewis shared
across all sectors, thoseinlife
sciences and healthcare feel this
issue most acutely (78%).

"The life sciences sector
is heavily regulated, and thus
different countries' approaches
to regulationimpact the culture
ofthelife sciences industriesin
such countries,” says Beauvais at

Ropes & Gray.

"Forexample, the U.S.
has a uniform framework for
the regulation of drugs and
medical devices, meaning that
pharmaceutical companies and
medical device companies both
function under regulation of the
U.S.Foodand Drug Administration
and thus are accustomed to
complying withits strict regulatory
framework. In Europe and other
jurisdictions, the regulatory
authority for drugsis separate from
that for medical devices, leading
to adifferent culture.”

FIGURE 8: WHAT DO YOU THINK ARE THE BIGGEST OBSTACLES TO IMPLEMENTING

AN EFFECTIVE COMPLIANCE FRAMEWORK? (SELECT TOP THREE)
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@ The culture of the region or country where your

company operates

@ Ineffective use of resources (for example, failure
to conduct effective audits that identify problems

or trainings that do not engage the audience)

© Company culture (for example, inadequate tone

from the top)

Company culture is another
sensitive spot for life sciences,
accordingto 58% of respondents
inthe sector. Inadequate or
inappropriate "tone from the top"
canbe amajor obstacle.

"There needs to be
commitment from the board
at the most senior levels, running all
the way through the organization,”
adds Raad from Ropes & Gray.

"That commitment lets people know
this must be taken seriously and that

@ Incentives for engaging in non-compliant behavior

(for example, salary and bonus structures)

@ Failing to understand why employees might choose

to be non-compliant
@ Lack of compliance resources

@ Industry practice

the boardisn'tjust paying lip service
to compliance.”

Much of this boils down to

resource allocation, whichis cited

as another major concern, especially
in financial services —65% of asset
manager respondents and 48%

of bank respondents say that an
ineffective use of resources is their
biggest barrier. This could mean
they feel their companies are unable
to conduct effective audits that
identify problems or run training
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IN CONVERSATION WITH...

Azish Filabi

Executive Director, Ethical Systems

Q. HOW IMPORTANT IS COMPANY CULTURE
TO COMPLIANCE?

Ithink most people in business would agree that culture
isakey factorin how they run their company—notjust the
effectiveness of their compliance programs, but all business
outcomes (profitability, innovation, etc.). People intuitively
know that culture drives their day-to-day behavior. The
challengeis operationalizingiit.

For compliance, it'simportant to keep ethics at the top of
people’s minds, and to designinternal systems that will align
with the company’s stated values. Keeping ethics salientis
important, but values need to also be integrated into day-to-day
work systems and decision processes. For example, research
shows that if you frame a decisionas a "businessissue” or using
thelanguage of "cost-benefit” analysis, it could lead to unethical
outcomes that don't align with the values youintended to keep.

Q. WHAT MISTAKES DO COMPANIES MAKE WHEN
BUILDING COMPLIANCE PROGRAMS?

Compliance programs are often built too narrowly to monitor
and find bad behavior (i.e., the bad apples), or just focus on
training employees about the rules. In the best case scenario,
monitoring and/or testing transactions can find existing
violations of internal compliance policies and limits. But how
do you prevent employees from causing problems in the
future? How do you get them to enrollin your organization’s
values and work to advance client interests?

Ithink partnerships between complianceand HR
departmentsarereallyimportant. To help prevent problems,
companies need to focus on corporate culture, ethical leadership
and developing a values-based approach to compliance. Linda
Trevino and her co-authors published aresearch piece called
“"What Works and What Hurts" in the California Management
Reviewin 1999 —based on data collected from sixlarge U.S.-
based companies. They found that, in those companies where
employees perceived that the purpose of the compliance

programis to protect top management fromblame (i.e., CYA),
all of the outcomes associated with program effectiveness
were negative. Thatincludes outcomes such as observations
of unethical behavior throughout the firm.

Getting employees to buyinto the purpose of your
compliance programis key toits effectiveness.

Q.HOW DO YOU THINK COMPANIES SHOULD ADDRESS
INTERNAL CULTURE?

| often hear people describe their organization's culture based
ontheir “gut feelings” or their own personal experiences. But
research shows that senior leadership is often not in tune with
the organization'’s culture, particularly in those organizations
where bad news travels up very slowly (if at all). People are too
afraid to tellthe boss what's really going on.

To manage corporate culture, you need to begin with an
assessment. Especially for large companies, a fullassessment
thatincludes interviews, focus groups, and surveys can help
leaders understand the mindsets and beliefs that govern day-
to-day behavior. Based on those findings, you can then focus
on problem areas, be they issues about perceived unfairness
or abusive management, or geographic areas where you
see sub-cultures forming that diverge from your broader
organizational values.

Inthose cases where you've discovered misconduct,
companies should use audit processes and investigations
focusing on the root cause of compliance failures. Corporate
investigators are good at finding who was responsible
for misbehavior or connecting the dots onwhatledtoa
compliance failure, but often they're not uncovering the root
cause of the problem. Evenif you're able to find the wrongdoer
and fire him, until you address the social context in which
the misbehavior occurred, you haven't fixed the problem.
Was there social pressure that caused the breach? Were the
growth goals too aggressive? These are examples of the
types of issues that should be addressed.
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courses that fail to engage their
target audience.

"Resource allocationisa
huge obstacle,” says Rohlfsen at
Ropes & Gray. "Companies have
to grapple with where and how
they spend money. Those facing
regulatory or criminal enforcement
are going to put more resourcesinto
compliance to put outany fires. When

you're notin that situationitis hard,
but you have tojustify the cost.”
According to the CCO of aNorth
American financial services firm,
those with limited resources need
amore targeted strategy: "The
keyis to approach things froma
risk-based perspective, prioritize
what to address first and how, and
think about thingsinadvance to the

extent possible with an action plan
of how to attackit.”

Updatingwhen necessary, rather
than conducting aless frequent, but
more onerous overhaul, would help
balance out the burden

"Policies and procedures are
living documents," adds the CCO.
"Updating them can mean tweaks
here and there.”
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COMPLIANCE ASSESSMENT
AND TRACKING: AGLOBAL
PERSPECTIVE

Risk assessments, tracking
high-risk transactions and the
usefulness of compliance metrics
are all viewed through very
differentlenses around the world.
While most North Americanand
European companies conduct
robust reviews of potential risks
and the tools they have in place to
mitigate thoserisks, businesses
in Asia-Pacificand Latin America
seemlessinclined to follow suit.
Forexample, almostall
respondentsin EMEA (87%) and
North America (90%) say they
carry outformalrisk assessments
to determine any compliance
vulnerabilities in their company, as
wellas the state of their compliance
controls. In Asia-Pacific, 60% say the
same. In Latin America, that figure
drops to 43% (Figure 9). Similarly, while
asignificant majority of respondentsin
EMEA (83%) and North America (80%)
conduct regular, compliance-focused
audits, only 57% do soin Asia-Pacific
and Latin America (Figure 10).
"Thereisalack of resources
devoted to compliance and alack of
delineation of compliance dutiesin
Asia, comparedto Europe and North
America,” says Yang at Ropes & Gray.
"Itis difficult to conduct formal risk
assessments whenyou don'thave
the manpower or are unclear about
which department should be running
theriskassessment.”

90%

of respondents in North America
carry out formal risk assessments
to determine any compliance
vulnerabilities in their company

60%

of respondents in Asia-Pacific
say the same

Thedivide continues when
tracking potential high-risk
transactions, including those involving
government officials, tenders and
interactions with consultants. While
92% of North Americanrespondents
and 85% of those inEMEA do track
them, more thanathird (34%) of
respondentsin Asia-Pacificand
almost half (47%) of those in Latin
America do not (Figure 11).

In addition, more than a third
ofthosein EMEA and North
America say such transactions have
heightened approval requirements,
while in Asia-Pacific and Latin

America stronger requirements are
implemented by only 12% and 10%
of respondents, respectively.

Again, this regional splitis clear
when looking at performance
evaluation and review processes:
between 55% and 60% of
respondents from EMEA and North
America say theyincorporate
compliance metricsinto this
process, while this falls to 19%
in Asia-Pacificand 10%in Latin
America (Figure 12).

“It's a combination of thinking
about the transaction and therisks
related to that transaction,” says
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FIGURE 9: DO YOU CONDUCT FORMAL RISK ASSESSMENTS TO ASSESS YOUR COMPANY'S GREATEST AREAS OF COMPLIANCE
RISK AND THE INTERNAL CONTROLS PUT INPLACE TO PROTECT AGAINST THOSE RISKS?

Yes No
87% 13% 90% 10% 60% 40% 43% 57%
EMEA North America Asia-Pacific Latin America

FIGURE 10: DO YOU CONDUCT REGULAR, COMPLIANCE-FOCUSED AUDITS?

Yes No
83% 17% 80% 20% 57% 43% 57% 43%
EMEA North America Asia-Pacific Latin America
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FIGURE 11: DOES YOUR COMPANY TRACK AND LOG POTENTIAL HIGH-RISK TRANSACTIONS (FOR EXAMPLE, TRANSACTIONS
WITH GOVERNMENT OFFICIALS, TENDERS, INTERACTIONS WITH CONSULTANTS, ETC.)?

Yes; we track high-risk transactions and Yes; we track high-risk transactions No, we do not track high-risk transactions
have heightened approval requirements

33% 52% 15% 42% 50% 8% 12% 54% 34% 10% 43% 47%

EMEA North America Asia-Pacific Latin America

FIGURE 12: DOES YOUR COMPANY INCORPORATE COMPLIANCE METRICS INTO THE PERFORMANCE EVALUATION AND
REVIEW PROCESS?

55% 45% 60% 40% 19% 81% 10% 90%

EMEA North America Asia-Pacific Latin America
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the COO of amedical technology
company in North America, "and
thenlooking for the data that will
helpidentify anomalies or trends
that may be of concern.”

Thereisastarkdifferencein
activity across the four regions, as
some regulators are more advancedin
their attitudes to creating or enforcing
existing rules andregulations—
however, this may be shifting.

"There are always goingto be
regional differences to compliance
because people don't think the
same way," says Rohlfsen at
Ropes & Gray. "But there is definitely
amove towards transparency and
ethical behaviorin global business.”

REPORTING MISCONDUCT

Theregional splitis less defined
when looking at how companies
report—orask their staff to
report—misconduct. More than
90% of respondents from EMEA
and North America have either
ananonymous or third-party-
operated system for reporting
suspected oractual misconduct
or violations of company policy
(Figure 13).

Says the CFO of alife sciences and
healthcare company basedin EMEA:
"We have aninternal resource team
that manages compliance-related
monitoring and resolutions...and they
maintain complete anonymity of the
personraisingaflag.”

Some 70% of respondents
in Asia-Pacific say they operate
similar systems, with this number
sitting at 60% among Latin
American companies.

"There are many companies
in Asia that do not see the value
in confidential reporting
mechanisms or think it fosters
abetter compliance culture,”
says Yang from Ropes & Gray.

"Some see whistleblowers as
disgruntled employees making
alast-ditch effort to keep their
jobs, orworse, to take revenge
againsttheir supervisors and
colleagues. Therefore, | think there
is areluctance among some Asian
companies to give these employees
amouthpiece to amplify their
grievances or disrupt the workplace.”

Perhaps worryingly, only half
(51%) of all respondents say they
have "an efficient, reliable and

51%

of respondents say they have an
efficient, reliable and properly funded
process for investigating allegations

23%

say they do not catalog all complaints
and document their company’s
response to allegations

properly funded processin place
forinvestigating allegations". In
addition, 23% of respondents across
allregions and sectors say they

do not catalogall complaints and
document their company's response
toallegations, which suggests they
may be missing out on data that
could be usedtoinfluence and
improve compliance policy and
proceduresinthe future.

FIGURE 13: DO YOU HAVE A CONFIDENTIAL REPORTING MECHANISM TO REPORT SUSPECTED

ORACTUAL MISCONDUCT OR VIOLATIONS OF THE COMPANY'S POLICIES?

Yes - a whistleblower hotline managed by a third-party vendor

Yes - an anonymous email inbox or phone number managed by an internal resource

No, we do not have a confidential reporting mechanism

6%
39%
North
America
55%
3%
0,
Lo Latin
America

57%

8%

38%

EMEA

54%

10%
30%

Asia-
Pacific

60%
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IN CONVERSATION WITH...

Joseph Smith

Global Financial Crime Counsel, Barclays

Q.IN YOUR EXPERIENCE, WHAT MOTIVATES PEOPLETO
ADHERE TO COMPLIANCE RULES IN A COMPANY?

Ithink people want to do the right thing and that, increasingly,
firms are ensuring people are positively incentivized to
demonstrate good behaviors. In the financial services sector,
thereisanincreased focus onindividual accountability. In the
UK, for example, the FCA brought in the new Senior Managers
and Certification Regime (SM&CR) which places the onus on
individual accountability for compliance at a senior level.

The challenge oftenisn’t so much “tone from the top”
—and the SM&CR helps to sharpen the focus at the top of
the house —but making sure that it cascades through the
organization so that you have the right tonein the middle.
The middle management layer has to be empowered to do the
right thing and build a robust corporate compliance culture.

Q.FINANCIAL SERVICES ARE SUBJECT TO SIGNIFICANT
REGULATORY PRESSURES AND ENFORCEMENT -1S THIS
CREATING A COMPLIANT CULTURE IN THE SECTOR?

Yes, although there are always opportunities toimprove
further. The sector is highly regulated and there are high
expectations amongregulatorsin terms of how firms are
structured, their governance, systems and controls. All of this
is mandatory —firms have to make sure they are compliant.
Theriskis that this leads to a tick-box culture where people are
doing things simply because that's what the manual says they
should doinstead of taking a step back and askingwhetherit's
theright thingtodo.

Q. ARE MORE COMPANIES TURNING TO DATAFOR
COMPLIANCE PURPOSES?

Yes, absolutely. We use data in different ways. For example,
we are mitigating cybersecurity risk —which is part of our
compliance requirements —through data by harnessing
intelligence within the organization.

Allmajor companies face a vastly increased threat from
cyberattack. In the banking context that includes everything
from theft of customer data to social engineering scams that
prompt fraudulent wire transfers and data destruction that
can shut down entire parts of abusiness. There's arisk of
criminals breaking into your systems not just to steal data but
to plant fake data that could corrupt business operations and
prevent you from being able to compete in the market.

Financial institutions, including Barclays, have been
investing significant resourcesin security functions, including
command centers in multiple regions. These pool the threat
datathat they collect from different sources and use that data
to monitor threats in real time and coordinate response efforts.

Part of the reason for pulling that data togetheris not only
tounderstand and mitigate the threat that the organization

facesinternally but also recognizing that we have an obligation
to supportlaw enforcement to disrupt and prevent criminal
activity, whether cyber-enabled, fraud or other types of
crime. Datais only one component: you also need to develop
thorough and thoughtful response plans and playbooks to
respond to different types of incidents.

We've beenlooking at how we can better use our
technology to get better at spotting andidentifying
potentially unusual or suspicious behaviors and transactions
bothin ourinternal staff members and customers. We're
proactively profiling for risk, trying to look at the data that we
have available to try and identify different types of threat.

We also have the risk of our customers not complying with the
law whether that means dabblingin low level fraud or engaging
in somethinglike human trafficking, with the proceeds of that
crime flowing through the bank for money laundering purposes.
That's where technology is key. Good technology is better able
to detect and steer action, whichis ahuge benefitinalarge,
diverse globalbusiness like ours. You need to be able to examine
how these threats present themselves within your different
businesses andjurisdictions, and respond accordingly.

Q.1S AMORE DATA-DRIVEN APPROACH TO COMPLIANCE,
WITHAFOCUS ON BEHAVIOR, THEBETTER CHOICE?

Ithink you need both. Data-driven programs are invaluable
whenit comes to identifying emerging threats and risk
trends, and being proactive in profiling for those risks. But
they can't be a substitute for traditional top-down codes of
conduct, policies, procedures and standards, and a very clear
framework setting the expectations of behaviors.

Many years ago, there really was only one approach to
compliance: policies, training and monitoring. You would
conductrisk assessments based on what people told you was
happeningin the organization rather than empirical data. Now
that the technology is available to take that to another level,
organizations need to decide where they invest their resources.

No matter how good the technology gets, there willalways be
aneedforhumanjudgment regarding potential risks. Forexample,
very sophisticated transaction monitoring tools canalert you to
suspicious activity in transactions, but at some point, a person
needstolookat thatinformationandinterpretit.|don't think
compliance willreach the point whereit's just done by computer.
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Section 03
Third parties and risk management

Working with third parties may be a fundamental part of
business, but some regions are more keenly focused on regular
third-party due diligence than others, while different sectors
have different views on where specific attention is needed.
Working with independent providers adds layers of complexity
to an already complicated situation.

46%

of respondents say the chief compliance
officer, or the compliance department in
general, is responsible for third-party
due diligence and monitoring

83%

of respondents cite informal
background checks conducted
internally as the top priority when
carrying out third-party due diligence

54%

say one of the most important areas of
due diligence is confirming that a third
party is qualified to do the work that it
has been engaged to do

55%

do not alter their level of third-party due
diligence based on the type of third
party or any red flags identified




DATA & BEHAVIORAL SCIENCES
ANEW APPROACH TO RISK MANAGEMENT

Businesses understand that they
have to address third-partyrisk,
but many have struggled for years
to determine what level of third-
party diligence they need

to conduct—and how that feeds

DUEDILIGENCE AND
MONITORING OF A
THIRD PARTY

Whois responsible for third-party
duediligence? The balance of power
is split by region (Figure 14):in EMEA

FIGURE 15: WHAT DILIGENCE DO YOU CONDUCT
ON THIRD PARTIES BEFORE YOUR COMPANY
ENGAGES THEM? (SELECT ALL THAT APPLY)

into everything from contracts and North America, around 55% of T 5 . .52 3 E o
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unless you can show that you did
everythingrightinterms of due
diligence, sufficient monitoring

and checking. That's aheavy—but
essential —burden for companies to
bear, because most anti-corruption
investigations, settlements and
finesinvolve third parties —that's
usually the way money is funneled.
People don't want to doit directly,
and think using third parties will
protectthem, butitwon't.”

regions give that responsibility
to the chiefrisk officer or risk
committee, while between a quarter
andathird of EMEA and North
American companies do the same.
Across all sectors, few
respondents (11% or less) say any
other department, including the
legal or finance units, or the specific
teams working with the third party
themselves, took responsibility for
duediligence.

FIGURE 14: WHO IS ULTIMATELY RESPONSIBLE FOR THIRD-PARTY
DUE DILIGENCE AND MONITORING? (SELECT ONE)

EMEA North America Asia-Pacific

60%
56%
55%

50%
50%

45%

40%

31%  30%
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26% 25%
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FIGURE 16: WHICH OF THESE AREAS ARE MOST IMPORTANT TO YOU IN THE THIRD-PARTY FIGURE 17: DOES THE LEVEL
DILIGENCE PROCESS? (SELECT TOP TWO) OF DILIGENCE THAT YOU
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Confirming that the
third party is qualified

I54%

to do the work for
which it is engaged

Confirming the third
party's reputation

I!G%

in the field

Obtaining
representations and
warranties regarding

ISZ%

compliance with
applicable laws

Confirming the

I27%

geographies in which
the third party
operates

Conducting

IZZ%

sanctions screening

Conducting Know

Your Customer
checks

I 16%

Confirming the third

"Thisis somewhat concerning,
as youreally need the business
working with the third party to
commit to owning therisk, as the
businessremains on the frontline,”
says Raad from Ropes & Gray.

Conducting informal background
checks on third parties before
engagingwiththem seems to be
standard procedure, with 83% of
respondents fromall regions and

sectors saying they do so (Figure 15).

Some 78% say they have engaged
anindependent company to carry
out a background check, while the
same number checked and filed
documentation memorializing the
business reason for working with the
third party.

Justunder three-quarters of
respondents (73%) say their company
engagedalaw firmto conduct due
diligence, while just over half say
they completed either acompliance
certification (54%) or questionnaire
(52%) with the new supplier or partner.
Only afifth carry out compliance
trainingwith a third party.

"Before we get onboard with a
third-party vendor,” says the CFO of

I 13%

party’s connection to
government officials

an asset management firmbasedin
EMEA, "we conduct a detailed check
to assess the vendor from different
viewpoints. An external vendor
doesthedirty work for us, including
documentation assessment of the
third party.”

Confirming that the third partyis
qualified to do the work for whichitis
being contractedis one of the most
important aspects of third-party
diligence, with 54% of respondents
across allregions and sectors deeming
it one of their top two priorities
(Figure 16). Slightly more thanathird
sayitisalso essentialto establishanew
partner or supplier's reputationinthe
field before engagement, with almost
as many obtaining guarantees of their
compliance with applicable laws (32%).

Conducting "Know Your
Customer” checks (16%) and
tracking connections to government
officials (13%) were the two
leastimportant steps for survey
respondents—though these checks
may wellbe handled as part of the
broader background checks.

Just over half of allrespondents
(55%) say they do not adapt the

CONDUCT ON THIRD PARTIES
VARY DEPENDING ON THE TYPE
OF THIRD PARTY ORRED FLAGS
IDENTIFIED?

Asset Management

62% —o

&————— 38%

Bank

66% ———*®

&————— 34%

Life Sciences & Healthcare
52% ———o

&—————— 48%

Technology
52% —®

&——————— 48%

55%

say the level of diligence
they conduct on third
parties does not vary
depending on the type
of third-party orred
flags identified
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FIGURE 18: HOW COMFORTABLE ARE YOU WITH THE RISK LEVEL OF YOUR THIRD-PARTY PARTNERS PRIOR
TO ENGAGING THEM? (ON A SCALE OF 1-10 WHERE 1 =NOT AT ALL COMFORTABLE AND 10 = VERY COMFORTABLE)

70%

60%

50%

40% 57%

30%

20% 24%

10% 8%

0% 2%
3-4

47%

33%
17%
14%

66%
55%
27% 23%
10% &
1%
7-8 9-10

EMEA
North America
Asia-Pacific

Latin America

FIGURE 19: DO YOU EVER ENGAGE THIRD PARTIES WHO MAY INTERACT WITH GOVERNMENT OFFICIALS ON YOUR

COMPANY'S BEHALF?

40%
EMEA

level of due diligence they carry out,
depending on either the type of
third party or the red flags raised

by any investigation.

Beauvais at Ropes & Gray points
outthatthe level of diligence being
exercised largely depends onthe type
of activity performed by the third
party: "Forexample, if alife sciences
company engages a contract
research organization to manage
its clinical trials abroad, it will likely
exercise agreat deal of diligence,”
says Beauvais. "For vendors
performing lower-risk functions, such
as conference planning, they tend to
exerciselessdiligence.”

But some sectors are more
prone to adapt than others: two-
thirds of banks do so, whereas just
over athird of asset managers can
say the same (Figure 17).

As thein-house lawyer of a North
American asset management firm
explains, "We have structured the
systemto test the third party at

31%

North
America

7 69%

maximum, beyond which, we —being
third parties to the vendors as well
—arenotallowedto conductadue
diligence check. So, the intensity
doesn't change andis on the higher
sideallthe time.”

The majority of respondents
iNEMEA (78%) and North America
(81%) are comfortable with the risk
level of their third-party partners
prior to engaging with them
(Figure 18 - based onarating of
7 to 10 out of 10). But the pictureis
very different among Asia-Pacific
respondents, just 28% of whom give
similarly higher ratings, and Latin
American businesses, who are the
least secure at 10%.

THIRD-PARTY RESTRICTIONS

When asked whether they engage
third parties that may interact
with government officials on their
behalf, another clear regional split
amongrespondents begins to
emerge (Figure 19).

26%

Asia-
Pacific

74% 80%

While 40% of respondentsin
EMEA and 31% of thosein North
America say this was sometimes the
case, the numbers are much higher
elsewhere. In Asia-Pacificand Latin
America, 74% and 80%, respectively,
engage in this kind of activity.

"Companiesin Asiaare more
likely to engage third parties who
may engage with government
officials on their behalf, and they
areless likely to monitor their third
parties, leaving them vulnerable,”
says Yang from Ropes & Gray.
"I'think some companiesin Asiadon't
have the resources to monitor third
parties. Others may not understand
that their company may be liable
for the actions of third parties, and
this may be partly due to alack of
clarity inregionallaws. For example,
China only amended its Anti-Unfair
Competition Law last year to
clarify that bribes made through
athird party would also fallunder
commercial bribery.”

20%

Latin
America
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Some respondents, however,
are quick to point out that thisis
not necessarily a cause for concern.
As the CFO of an asset management
firmbasedin APAC says, "We have
third parties who deal with the
government for us. An externallegal
departmentisin place to verify our
legal proceedings or basically do a
security check for our legalteam
thatis conducted by a third party.”

MONITORING THIRD-PARTY RISK

"People are getting more
comfortable with third-party risk,
but the dangeris that we're slipping
into checklist mode —we did our
due diligence, we have contract
repsinthe agreement and audit
rights, and we're monitoring them,
sowe're fine. But you have to step
back and check what theresults are
actually revealing,” points out Raad
from Ropes & Gray.

Analyze theseresults from a
risk perspective instead of relying
onthe fact that diligence has been
done. Checkin with employees who
have regular daily interactions with
third parties. Put the responsibility
onthe business and those on the
frontlines toreally own this risk: are
they seeing anything that doesn't
look right? If so, are they saying
anything? If the third party changes
its bank account details, are those
employees flagging it or are they just
filling out a diligence formthat gets
filed? If, right before you're trying to
getadealdone, the third party saysit
needs an extracommission urgently,
isanyone analyzing that from arisk
perspective? Oris everyone relying
onthe fact that diligence was done
and everything feels fine?

"The basics may be there, but
businesses need to make sure that
theiremployees don'thave a false

sense of security because of a
checklist,” adds Raad.

Accordingto the findings, more
than two-thirds of respondents based
inEMEA (69%) and North America
(80%) and half of those in Asia-Pacific
are taking this approach, carryingout
periodic risk-based assessments of
their third-party providers (Figure 20).

The numbers are broadly similar
among those saying they conduct
regular third-party audits using
internalteamsin EMEA (70%), North
America (71%) and Asia-Pacific
(50%), or using outside consultants
iNEMEA (69%), North America (77%)
and Asia-Pacific (39%).

However, Latin Americais the
outlierinthisarea: just 30% of
respondentsinthe region conduct
periodic risk-based assessments,
with 33% saying regular audits are
carried out by eitherinternal or
externalteams. Half of Latin American
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FIGURE 20: HOW DO YOU MONITOR YOUR THIRD PARTIES? (CHECK ALL THAT APPLY)

EMEA North America Asia-Pacific Latin America

Periodic risk-based 69% 80% 50% 30%
assessments

Regular audits conducted
by internal audit or 70% 71% 50% 33%
finance department

Regular audits
conducted by an 69% 77% 39% 33%

outside consultant

Transaction testing 58% 56% 33% 27%
Site vis_its and personal 31% 43% 11% 13%
check-ins

No regular monitoring 9% 3% 34% 50%

respondents say they donot carry out
regular monitoring of third parties.
Additionally, unlike in EMEA and
North America, where respondents Yes No
carry out site visits and personal
check-ins relatively commonly
(31% and 43%, respectively), the
results show that both Asia-Pacific EMEA
and Latin American companies rarely
doso(11%and 13%, respectively).
One other area where Asia-Pacific
and Latin America are less stringent North
with their third-party controls than America
the other regionsis auditing rights.
Overthree-quarters of Asia-Pacific
(76%) and Latin American (77%)
respondents say they do not require
auditing rights when engaging with Asia-Pacific
independent suppliers. Only around
half of respondentsin EMEA (54%)
and North America (53%) say the
same (Figure 21). Latin
For those who do require America
these rights, almost two-thirds

FIGURE 21: DO YOU REQUIRE AUDIT RIGHTS WHEN ENGAGING THIRD PARTIES?

46% 54%
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Alex Fell

Head of Strategy, Planning and
Operations, Global Ethics &
Compliance, GSK

Q.HOW DO YOU USE DATA IN YOUR COMPLIANCE STRATEGY?

When it comes to data, being a big company like GSKis an
opportunity and a curse, because availability of global dataina
company our size is sometimes more difficult thanina smaller
company. We have evolved from tracking compliance performance
toincluding additional audit training policy compliance metrics, as
wellasinformation about business activity, sales growth, revenue
spends and profiles, to inform our risk assessments.

Our next evolutionis to look at key risk indicators —including
environmental, performance and behavioral factors —and use them
toinformthe board on how wellrisk is being managed.

There are things we would love to track but don't have the data,
such as macro business intelligence that may not be capturedin
away that a compliance professional would want to see it. We're
getting better at this by examining what is available and looking at
data more creatively.

Q. ARE THERE COMPLIANCE STRATEGIES YOU WANT TO
IMPLEMENT BUT HAVE NOT YET BEEN ABLE TO?

Many of the things we can track are retrospective and not
necessarily good predictive measures. We are behind the curve
but think we can get better.

Marrying the data with the behavioral side is where value willbe
driven, and | think many organizations are moving toward this. They
areidentifying significant risks facing their company and measures
they are taking to mitigate them. We are trying to get our behavioral
datato a point where we can present it regularly to our board of
directors. If you identify a compliance issue and create an online
training module to deal withiit, that isn't going to change employee
behaviorin the same way as usinginsight to create a discussion
guide for your leadership. Something that talks about the ethical
issues and helps to resolve the situation will work much better.

62%

of those that require audit rights when engaging
with third parties exercise these rights regularly
and on arandom basis

(62%) exercise themregularly
onarandom basis, rather than
when thereis an allegation or
indication of wrongdoing.

As for the others, some
apparently don't like to rock the boat:
"We are eligible to conduct random
audit checks on the vendors, though
it's afreedom we don't like to exploit
purely for business relations," says
the chief risk officer of abank based
iNnEMEA.

"We have made it easier for the
vendors by not exercising our audit
rights rigorously but limiting to
situational considerations,” agrees
the CFO of a North American bank
“Ifaflagisraisedthat concerns us, we
willgo ahead with a detailed check.”

"Third-party audits are only
conductedifthereis anindication of
any wrongdoing. We do notinterrupt
their general course of operations
until we come across any findings
that need specific attention,” adds
the director of risk management for
abankbasedin Asia-Pacific.

ACQUISITION DUE DILIGENCE

Before taking over oracquiringa
stakeinanew company, therearea
range of diligence steps companies
across all sectors consider essential.

Thetoprequirementisan
assessment of policies and
procedures at the potential new
company, with more than three-
quarters of respondents ticking
that box. Respondents from banks
consider it to be their most crucial
action, with a score of 82% coming
fromthat sector (Figure 22).

Overall, the second most
important requirementis carrying
out reputational due diligence, with
technology and asset management
businesses consideringit their
top priority.

"These results confirm that
investors and purchasers appreciate
the value of assessing both the
existing control framework and
the culture at targets. Both reveal
the extent of potential historical
violations and ability of the company
to efficiently integrate into or adapt
to anewly defined framework," says
James Dowden, co-chair of the
anti-corruption &international risk
practice at Ropes & Gray.
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FIGURE 22: WHAT DILIGENCE STEPS DO YOU TAKE BEFORE A POTENTIAL ACQUISITION OREQUITY INVESTMENT?

(CHECK ALL THAT APPLY)
Technology Life Sciences & Healthcare Bank Asset Management
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@ Assessment of policies and procedures @ Interviews with compliance personnel at target @ Sanctions screening @ Negotiation of anti-money laundering
representations and warranties
@ Reputational due diligence @ Negotiation of sanctions-related @ Litigation and news search @ Questionnaires
representations and warranties

@ Negotiation of anti-corruption @ Transaction testing @ Know Your Customer review @ Site visits
representations and warranties
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Negotiation of anti-corruption
representations and warranties
isinthe top three overall, though
interviews with compliance personnel
atthe target company edged slightly
higher (80%) among technology
companies. This may reflect their
desire to protect themselves against
futureissues surrounding ownership
of IP or customer data within the
target company.

Justunder two-thirds (64%) of
bank executives believe that carrying
outalitigation and news search, as
wellas a Know Your Customer review,
isimportant to their businesses
—higher than any other sectorin
the survey, no doubt due to the
heightened risk of money laundering
and attendant regulatory pressures.

Some 70% of respondents
from life science and healthcare
companies use regular sanctions
screenings, whereas thisis less
important torespondents from the
technology (58%), banking (54%) and
asset management (48%) industries.
Completing questionnaires and site
visits are the lowest priorities across
all sectors, ofinterest toless thana
third of respondents.

Outsourcing of all these diligence
tasksis key for all sectors, with the
clear majority engaging third parties
to carry them out (Figure 23).

Asset managementis most
interestedin bringing specialists
on board, with 98% of respondents
saying the processis carried out by
an external provider. Life sciences
and healthcare companies are the

next most likely to engage a third
party (84%), followed by technology
firms (82%).

Banks, onthe other hand,
conduct much of this business
usinginternal teams. Some 31% of
respondents use their own staff to
manage the diligence process when
considering a corporate takeover or
equity stake purchase.

"Every bank from big to small
islooking for ways to automate
their compliance efforts because
it's a huge expense for the sector,”
says the managingdirector ofa
financial services firmin the United
States. "Other sectors have alot

of regulation to deal with, but the
breadth and differences of the
jurisdictions we face, the levels

of enforcement as well as the
differencesin the kinds of products
we're delivering—for consumers,
forinstitutions and so on—makes
our compliance one of, if not the
most, complicated thereis. Our
industry is more about investingin
automating compliance processes
thanmany other sectors. It's a'tone
from the top' culture here and we
look at these asinvestmentsin

risk reduction rather than as cost
reducers—though that's ultimately
the result.”

FIGURE 23:1S YOUR DILIGENCE PROCESS MANAGED BY SPECIALIZED OUTSIDE COUNSEL?

Yes No

Asset Management

98%

2%

Bank

69%

31%

Life Sciences & Healthcare

84%

16%

Technology

82%

18%
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Lindsay Antoniello
Deputy Chief Compliance Officer (U.S. & Europe)

at TPG Global, LLC

Q.BASED ON SURVEY FINDINGS, PRIVATE EQUITY FIRMS
ARE STRUGGLING TO KEEP COMPLIANCE POLICIES

AND PROCEDURES UP TO DATE, MORE SO THAN OTHER
SECTORS.WHY IS THIS ANISSUE FOR THE SECTOR?

Theregulatory environment around private equity is constantly
evolvingand the morejurisdictions in which a private equity firm
operates increases the complexity of designing its compliance
program. Changes in government leadership are typically
accompanied by changesinregulation of financial services and
private equity, particularly hereinthe U.S. Some changes can
be more significant than others. And regardless of whether

the changesresultinanincrease or decrease in regulation

and oversight, all will result in a need to update policies and
procedures accordingly.

To make things more complicated, many U.S.-headquartered
private equity firms are global and subject to regulatory
oversightinforeignjurisdictions. For example, compliance
teams at firms subject to FCA oversight in the UK must monitor
numerous new regulatory regimes coming out of both the UK
andthe EU (i.e., GDPR, MiFID Il and various money laundering
regulations) all while Brexit looms around the corner with
no definite guidance on how it willimpact the private equity
industry. Therefore, the same challenges to keep up with
policies and procedures reflecting the current regulatory
environmentinthe U.S. also affect private equity firmsin
foreignjurisdictions.

Q.HOW ARE UPDATED POLICIES AND PROCEDURES FED
THROUGH YOUR FIRM?

Our firm uses anumber of different mechanisms for educating
personnel and disseminating updates to compliance policies and
proceduresincludinglive training sessions at firmwide meetings,
small group sessions or one-on-one trainings, electronic
communications, internal webpage postings and electronic
learning (e-learning) modules. The means used for a particular
training will generally depend on the depth and breadth of the
subject matter being covered as well as the complexity of the
underlying applicable law or regulation.

Q. ARE PRIVATE EQUITY FIRMS TAKING A DATA-DRIVEN
BEHAVIORAL APPROACH TO COMPLIANCE?

More and more often, private equity firms are using a data-
driven behavioral approach to compliance. One area where
itis used quite oftenisin the development of compliance
training programs.

It can be quite challenging for compliance teams to identify
the most effective and efficient manner to deliver training on
new or changing (and many times complex) laws or regulations.
Inaddition, private equity professionals are constantly traveling
and working on time-sensitive transactions, which cause
schedulingand access challenges. Whenall of this is taken
into consideration, the training content must be precise and
impactful, and the delivery mechanism must be convenient and
accessible for the audience.

One training method that many private equity
compliance teams have been usingis e-learning modules.
E-learning platforms provide significant ease of use
(accessible from PCs or any mobile device) and give
compliance teams access to various data points that can
be used to run detailed metrics on the effectiveness of the
module (i.e., how longit takes for completion of the module
or how long each user spends answering each quiz question).
This data can be used to analyze where toimprove or clarify
content areas in the module.

We might do an analysis of new portfolio prospects —we
send out a questionnaire to the companies involved to gain
insights into their respective compliance programs. We take
that information and conduct a detailed analysis to determine
potential risks to our portfolio. Are we confident that their
programis adequate or is there a way that we can help them
make enhancements?

That's agood example of where we take data and analyze it
to drive growthin deals: put the portfolio companies ona page
together and figure out where we need to focus our attention
for potential areas of risk.

_|
=z
ES)
o)
R
>
o
4
m
»
>
z
g
Bl
@
=
<
>
z
>
(]
m
2
m
z
_|




OUTLOOK & CONCLUSIONS

© ROPES&GRAY

Section 04

Conclusion: turn compliance
into a business opportunity

Compliance efforts should not solely look to the past or the damage done,
nor should they be driven by punishment or fear. Instead, the goal should be to
learn why something happened, and how to enable employees to do the right

thing in the future.

Most companies have systems in place to identify and
investigate non-compliant behavior, whether through
monitoring of accounts or random audits. Few, however,
can prevent similar lapses from occurring again, much
less identify the reasons why some employees choose
tobreaktherules.

Foracompliance program to succeed, companies
need to collect, compile and analyze data to identify
behaviors they want to encourage or prevent. The next
stepisto designandimplement a system that promotes
or stops these behaviors accordingly. That way, people
not only understand the consequences of their actions,
but also have the tools to independently address any
obstacles they encounter.

By taking a data-driven approach to compliance,
supported by behavioral sciences strategies, companies
willbe better-positioned to avoid unnecessary risks
without burying employeesin policy.

Instead of using blanket one-size-fits-all procedures
to develop acompliance program, itisimportant to
examine acompany's compliance history and conduct
amore robust, data-focusedrisk assessment, with the
ultimate goal of also identifying the company'’s culture.
Auditreports, HR records, corporate structure and data
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frominternalinvestigations can all help paint a more
complete picture of problematic behavior patterns.

Abehavioral science approach involves direct
communication and engagement: Once trouble
spots have beenidentified, itis essential to meet
with employees in those areas to explain why they
are particularly vulnerable. Companies should seek
straightforward solutions that protect employees
withoutimpeding business growth, andimplement
clear guidance that gives employees the tools they need
to take responsibility for their own compliance, instead
of waiting for corporate directives.

If businesses continue to rely on policy and
procedure alone, without examining the factors
underlyingrisky activities, employees will simply
attempt to comply with the specifics of the policies,
rather than own their individual behavior. The more
policies change or are updated, the more complicated
this effort becomes, leaving employees prone to
inadvertently falling afoul of the rules.

Inthe end, abehavioral sciences approach can help
redefine perceptions of compliance, transformingiit
fromaburdeninto anintegral part of the business and
culture. Thisis achange that willbenefit everyone.
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business. Before taking any such decision, you should consult a suitably qualified professional
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