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Bitcoin: Current US Regulatory Developments 

In recent months Bitcoin has become a hot topic in the financial, regulatory and legal 
community and has received widespread attention from newspapers such as The Wall 
Street Journal and The New York Times. Katten Muchin Rosenman LLP has been actively 
working on Bitcoin-related matters for the past year and has become a legal thought-
leader in the area. As such, we would like to update our clients and friends on the current 
US regulatory developments regarding Bitcoin. 

Bitcoin was introduced in 2009 and has produced a dynamic new economy composed of 
merchants, users, service providers and start-up enterprises. Over the past 12 months the 
value of bitcoins has appreciated by more than 6000 percent, and Bitcoin has achieved 
a current market capitalization of over $8 billion. In addition to gaining traction as a 
medium of exchange and a unit of account, Bitcoin has caught the attention of members 
of the financial industry, who are beginning to recognize Bitcoin for its potential as a 
short- and/or long-term investment opportunity. For example, the proposed Winklevoss 
Bitcoin Trust is designed to be the first exchange-traded fund product based in Bitcoin.1  

Due to its potential to become a significant new financial payment mechanism, Bitcoin 
has attracted the attention of US federal and state—as well as international legislative 
and regulatory—bodies. On November 18 and 19, 2013, the US Senate Homeland Security 
and Governmental Affairs Committee and the Senate Banking Committee, respectively, 
held hearings (the “Hearings”) to discuss the risks and potential benefits of digital assets 
such as Bitcoin, which are also referred to as “virtual currencies.” Although the regulatory 
landscape surrounding digital assets has not been fully developed and is difficult to 
predict, the testimony provided at the Hearings reflected the following themes and 
suggested that US regulators do not intend to stifle digital assets:

•	 Digital assets have legitimate and beneficial uses that can foster innovation in a 
variety of ways, including micro-payments, enhanced security for retailers, and 
increased speed and cost efficiency in domestic and international payment systems.   

•	 Existing federal laws, as well as law-enforcement, are capable of addressing the 
concerns relating to emerging digital assets, although developments are constantly 
being monitored in the areas of money laundering and other illicit uses.

•	 Various regulatory agencies have successfully applied the existing regulatory structure 
to prosecute large-scale money laundering operations that involved digital assets.

•	 Digital asset businesses and other industry participants that are willing to comply 
with applicable laws and regulations should be encouraged through a cooperative 
regulatory atmosphere. This sentiment was generally shared by the US Senators and 
panelists, in part to avoid discouraging Bitcoin entrepreneurship and driving it to 
countries with less stringent regulations.
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Certain countries, including Germany and Canada, have emerged as “Bitcoin-friendly” jurisdictions through their favorable 
pronouncements regarding the regulation and treatment of Bitcoin. However, this advisory addresses the results of the Hearings 
and the current regulatory environment for Bitcoin under US federal and state laws.

Introduction to Bitcoin

Bitcoin is a type of digital asset which is based upon a peer-to-peer, decentralized computer-generated math-based and 
cryptographic protocol. Bitcoins may, among other things, be used to buy and sell goods or services, or as a unit of account.2 
Bitcoins may be converted to fiat currency, such as US dollars or other national currencies based on then-current exchange rates. 

Bitcoin shares certain characteristics with gold bullion in that each functions as a medium of exchange and is limited in supply 
(leading Bitcoin to be referred to as “Gold 2.0”). Approximately 12 million bitcoins currently exist and, based on the bitcoin 
formula, the maximum number of bitcoins that will ever exist is 21 million.

To date, no US legal body or regulator has officially determined that bitcoins are a currency, commodity, commodity money or 
security. However, as discussed below, the US Financial Crimes Enforcement Network (FinCEN), a bureau of the Department 
of the Treasury responsible for the federal regulation of currency market participants, has mandated that administrators and 
exchangers of all convertible digital assets, including Bitcoin, must register with FinCEN as money services businesses (MSBs) and 
comply with the requirements of both the Bank Secrecy Act of 1970 and the USA PATRIOT Act of 2001.   

Digital assets, like Bitcoin, also provide a powerful financial tool for the transmission of money in both large and small 
quantities, in a domestic or international setting, for limited fees and with near real-time confirmation. Despite certain media 
representations to the contrary, the protocol and computer network that underlie Bitcoin (the “Bitcoin Network”) do not provide 
users with complete anonymity; rather, all Bitcoin transactions are recorded on the Bitcoin Network’s public ledger (known as the 
“Blockchain”), which is fully transparent. Bitcoin users are identified on the Blockchain by one or more pseudonyms in the form 
of “digital addresses,” of which a user may have many. Using existing technology and statistical analysis of the Blockchain, it is 
possible to track activity on the Bitcoin Network, thereby limiting the anonymity of Bitcoin users.

To date, Bitcoin is the most prominent digital asset with the largest user and merchant base and market capitalization. The 
technical features of Bitcoin that contributed to its relatively rapid adoption include:

•	 the Bitcoin Network’s open-source, decentralized nature and the capacity to quickly fix vulnerabilities or defects in the 
Bitcoin Network protocol through software updates; 

•	 the Bitcoin Network’s cryptographically founded proof-of-work system that crowd sources security and transaction 
verification to eliminate counterfeiting and prevent users from trying to repeatedly spend the same bitcoins (i.e., the 
“double spend” solution); and

•	 Bitcoin’s capacity to facilitate domestic and international transactions of any amount with minimal (or zero) transaction fees 
and near real-time transaction confirmation.

There are approximately 35 other digital assets being used today, many of which are based on protocols similar to or derived from 
Bitcoin. However, these “alt-coins” have achieved only a fraction of the market capitalization of Bitcoin in part due to Bitcoin’s 
status as a first mover in the digital asset space and the rapid, widespread adoption of Bitcoin due to its technological nature and 
minimal upfront costs. 

Current State of Regulation

Money Service Business and Money Transmission Registration and Licensing

As of the time of this writing, FinCEN is the only US federal regulator to have released official guidance on the use of Bitcoin. In 
March 2013, FinCEN published interpretive guidance clarifying the application of the Bank Secrecy Act and the USA PATRIOT Act 
to Bitcoin and other convertible digital assets by stating that any administrator or exchanger of bitcoins (or other convertible 
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2	 There is little precedent for the classification of bitcoins as a currency, commodity, commodity money or security. For ease of reference, however, this advisory 
uses the term “digital asset” to encompass Bitcoin and other digital assets (whether centralized or decentralized), known as “alt-coins.”
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digital asset) must be a registered MSB under FinCEN’s money transmitter regulations. The release indicated that individual 
users of bitcoins that are not operating a business would not be considered MSBs and therefore would not be required to 
register, report or perform recordkeeping. Such clarification also requires administrators or exchangers of bitcoins to comply with 
applicable state law and register with certain state regulatory agencies.

Furthermore, various state regulators, including the California Department of Financial Institutions, the Idaho Department 
of Financial Services and the New York Department of Financial Services, have followed FinCEN’s example and have issued 
interpretations or mandates requiring that Bitcoin exchanges and service providers register and/or seek licenses on a state level 
as money transmitters or MSBs.

Anti-Money Laundering and Other Requirements

Digital asset service providers that qualify as MSBs also are required to implement anti-money laundering, know-your-customer 
and financial information reporting policies and procedures in order to comply with various requirements under the Bank Secrecy 
Act and USA PATRIOT Act. Correspondingly, such service providers also may be subject to analogous requirements under similar 
state laws.

Absence of Clear Guidance

The absence of clear regulatory guidance concerning Bitcoin and other digital assets has generated substantial legal uncertainty 
for individuals and enterprises seeking to develop Bitcoin’s potential as a new financial tool. In May 2013, the General Accounting 
Office issued a report (the “GAO Report”) describing digital assets and urging the Internal Revenue Service (IRS) to issue 
guidance concerning the income tax treatment of digital assets (for example, whether gain from a sale of bitcoins is capital 
gain or ordinary income) under the Internal Revenue Code and the regulations thereunder. Thus far, the IRS has not issued any 
such guidance; however, at the Hearings, the Director of FinCEN indicated that the IRS was actively working on such guidance. 
Similarly, to date the Securities and Exchange Commission (SEC) and the Commodity Futures Trading Commission (CFTC) have 
not issued any guidance or interpretation concerning Bitcoin or any other digital asset.  

The Federal Reserve System has indicated that it generally does not have the authority to regulate Bitcoin and other digital assets 
as they currently operate. Specifically, Federal Reserve System Chairman Ben Bernanke, in a statement submitted for one of the 
Hearings, stated that, in general, the Federal Reserve System “would only have authority to regulate a virtual currency product if 
it is issued by, or cleared or settled through, a banking organization that we supervise.” The Federal Reserve System does not have 
the authority to regulate Bitcoin because bitcoins are issued by and settled through the Bitcoin Network.

This lack of clear guidance has impacted the development of Bitcoin and other digital assets in the United States. In particular, 
uncertainty regarding Bitcoin’s legal classification and the MSB and money transmitter regulation of Bitcoin related entities 
has resulted in a tenuous relationship between banking institutions and the Bitcoin economy, including start-up Bitcoin service 
providers. Clear guidance from federal and state regulators can lead to more certainty for both the banking and Bitcoin communities. 

Legal Classification as an Asset

A fundamental question that remains unanswered is the legal classification of bitcoins for regulatory purposes. US federal 
regulators are aware that the asset classification of bitcoins is a central issue. The GAO Report did not formally classify bitcoins, 
but described them as akin to virtual property.  

Therefore, the few findings in court cases and regulatory opinions involving the use of bitcoins vary in their determination of 
asset classification depending on the regulatory context. For example, the Federal Election Commission (FEC) and the Magistrate 
Judge in SEC v. Trendon T. Shavers, et al. recently issued differing views on the possible legal classification of bitcoins. The FEC 
earlier this month proposed, but did not approve, a draft advisory opinion that would have permitted the use of bitcoins for in 
kind contributions under the regulatory category of “anything of value,” which includes commodities, stock and equipment. The 
draft advisory opinion, noting the more narrow regulatory definition of “money” under election law, stated that bitcoins could not 
be accepted as a money contribution and would have to be converted to US dollars for deposit in a campaign account. In contrast, 
the Magistrate Judge stated that bitcoins “can be used as money” and possess attributes of a “currency or form of money.”  
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Currently no official guidance or determination exists from any US federal regulator that establishes whether bitcoins are a 
currency, commodity, commodity money or security for the purpose of determining the tax treatment of bitcoins and whether 
the SEC or CFTC would have any regulatory jurisdiction over them. Despite the absence of a formal classification of Bitcoin as an 
asset class, US federal regulators have initiated prosecutions for crimes in which bitcoins constituted a monetary denomination 
or a payment of money. The prosecutions in SEC v. Trendon T. Shavers, et al. (for the operation of a Ponzi scheme denominated in 
bitcoins) and U.S. v. Ross William Ulbricht (for the operation of an online black market using bitcoins for payment) serve as high-
profile examples. 

Future Regulation

Although the existing regulatory landscape is characterized by substantial uncertainty, the Hearings reflected positively on the 
regulatory future of Bitcoin and digital assets. The panelists at the Hearings included Jennifer Shasky Calvery, the Director of 
FinCEN; Mythili Raman, the Acting Assistant Attorney General of the Criminal Division of the US Department of Justice; Edward 
Lowery, Special Agent in Charge of the Criminal Investigative Division of the US Secret Service; David Cotney, the Commissioner 
of Banks of the Massachusetts Division of Banks, as the representative for the Conference of State Bank Supervisors; and various 
industry participants such as the Bitcoin Foundation.  

The panelists representing the various US regulatory and law enforcement agencies (the “Agency Panelists”) noted that digital 
assets present an additional challenge for law enforcement agencies that must develop and implement strategies to contend with 
illicit actors’ actual and possible use of the emerging technology. The Agency Panelists also consistently expressed the view that 
digital assets have legitimate and beneficial uses and should not be overburdened by regulation. Their testimony and prepared 
statements touched upon the following themes:

•	 Assistant Attorney General Raman emphasized that digital assets are not “in and of themselves illegal” and questions 
of legality arise due to illicit actors’ attempts to take advantage of the vulnerabilities of digital assets and their service 
providers.  

•	 The Agency Panelists indicated that the current legal system does not pose an impediment to digital assets as long as their 
use and the services provided in connection therewith comply with existing laws such as the anti money laundering and 
counter-terrorist financing requirements of the Bank Secrecy Act and the USA PATRIOT Act.  

•	 Agency Panelists recognized that digital assets have many legitimate uses that have the potential to benefit society. 
Director Shasky noted in her prepared statement that several new payment systems “have proven their capacity to 
empower customers, encourage the development of innovative financial products, and expand access to financial services.” 
Director Shasky also noted that “cash is probably still the best medium for laundering money.”

•	 The Agency Panelists also were in agreement that existing federal regulatory structures are sufficient to address the use, 
and misuse, of digital assets, noting that current statutes are “broad enough” and “flexible enough” to address the use 
of digital assets for illicit purposes. The successful regulatory actions taken against e Gold, a centralized digital currency 
backed by gold coins, and Liberty Reserve, a centralized, digital asset money transfer system—both of which were charged 
successfully with money laundering—were cited as positive examples. Director Shasky also noted that her experience with 
digital assets to date has indicated that the existing regulatory regime already constitutes a “strong platform” with which to 
address digital assets and is flexible enough to adapt to future changes.

•	 The Agency Panelists and Senators generally recognized the need to foster technological innovation, with Director Shasky 
stating that legislators and regulators should develop “smart regulation” that mitigates the risks of illicit activity while 
minimizing the burdens on law-abiding participants in the digital asset space. In this connection, some of the Agency 
Panelists identified the need for continued cooperation with industry participants that are willing to comply with applicable 
laws and regulations. These Agency Panelists expressed the desire that their respective agencies share information with 
and perform outreach to such industry participants to ensure that they develop adequate policies and procedures to satisfy, 
among other things, applicable anti-money laundering and counter-terrorist financing requirements. The August 2013 
conference between representatives of the Bitcoin Foundation and various federal agencies was cited as an example of this 
regulatory outreach.



•	 Finally, of special note is that some of the panelists recognized the fact 
that Bitcoin differs from other digital assets with respect to the aversion 
that illicit actors apparently feel toward Bitcoin. According to Special 
Agent in Charge Lowery, the experiences of the US Secret Service in 
dealing with digital assets have revealed that illicit actors “have not by 
and large gravitated towards . . . peer-to-peer cryptocurrenc[ies]” such 
as Bitcoin but instead “have by and large gravitated towards centralized 
digital currenc[ies] that . . . [are] based in a locale that may have less 
regulatory guidelines and . . . less aggressive law enforcement.” Panelist 
Jerry Brito, a senior research fellow at the Mercatus Center at George 
Mason University, provided additional explanation, noting that illicit 
actors are attracted to centralized digital assets such as Liberty Reserve 
that are run by intermediaries willing to deceive regulators and were 
“designed and managed . . . to avoid know-your-customer and reporting rules and to evade subpoena.” In contrast, as Mr. 
Brito made clear, Bitcoin is a decentralized digital asset without such an intermediary and is less attractive to illicit actors 
because its protocol requires the recording of all transactions on a public ledger hosted on the Bitcoin Network.

Preparing for the Future

The Hearings reflect a positive but as yet undetermined regulatory future. As the regulation of Bitcoin and other digital assets 
continues to evolve, start-up enterprises, exchanges, service providers, and other industry participants engaged in or seeking to 
engage in the digital asset industry, or to utilize Bitcoin as a financial tool, must take precautions to ensure that they comply with 
applicable law. 
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For its work on the Winklevoss Bitcoin 
Trust, Katten Muchin Rosenman 
LLP was recently commended by 
the Financial Times as Lawyers 
to the Innovators 2013. Katten 
Muchin Rosenman LLP also advises 
entrepreneurs in creating new digital 
asset-related products and companies 
that are actively engaged in the 
digital asset ecosystem.  


