
  

CYBERSECURITY 
 
Maze Continues to Strike Companies 
 
It is being reported by ZDNet that the Maze ransomware group has 
attacked two companies that, apparently, refused to pay the requested 
ransom, so Maze, as it promises, recently released approximately 76GB 
combined of the companies’ data on the Internet. Read more  

 

 

 

NEW + NOW 
 
Capital One Settles with Bank Regulator for $80M for Data Breach 
 
The U.S. Office of the Comptroller of the Currency (OCC) announced 
this week that it has entered into a Consent Order and fined Capital One 
$80 million for the data breach the company experienced last year. The 
OCC announced the fine and stated that it was the result of an 
investigation that found that Capital One failed to adequately identify and 
manage risk as it moved significant portions of its technological 
operations to the cloud. Read more  

 

 

 

PRIVACY TIP #247 
 
TikTok in Multiple Cross Hairs 
 
TikTok has been in the news recently for multiple reasons. For those 
who use the app, or have children who do, this week’s privacy tip covers 
some areas of concern. Read more  

 

August 7, 2020 

 

 

 

FEATURED AUTHORS: 
 
Linn Foster Freedman 
Kathryn M. Rattigan 
 
FEATURED TOPICS: 
 
Coronavirus 
Cybersecurity 
New + Now 
Privacy Tip 
 
VISIT + SHARE: 
 
Insider Blog 
R+C website 
Twitter 
Facebook 
LinkedIn 

 

 

  

  

  

 

  

    

 

© 2020 Robinson & Cole LLP. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission. 
This document should not be considered legal advice and does not create an attorney-client relationship between Robinson+Cole and 
you. Consult your attorney before acting on anything contained herein. The views expressed herein are those of the authors and not 

http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_A5zK5-pi7u8b7in-2Q6eH_JYJZLIZXIuAr8yGpM5VNIn94arnGIrFNO6zZokyWpnM5X0KyShaRYLN0bqFQsPA_HCKl7XBaJoiWEWl07pjDCqOXeZ5Omy8yCkKkxgu4ED1QgY5Jkq774lZdgf0ofw27hPKAAKBkad7ruRjMqBrwpLxXxOxO7NVzg==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_ArXlguRwN7BMkThRPO1P_oegVj6MfyBSbBNQUikNlG3xwzzuysHuKDEq6gnBOZisJtmBpaguaRhSd2MC550zHI1UqCLyO5l7RXuSwlwDQU-On1TYZ5rEY_VM21LkshzGbY-ih8UoJNRRq8kENaqph-SZ2guqTOuFXqabeUuFHa5sCkPCpnRw0PRj-cByq5Irv&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_A5zK5-pi7u8b7in-2Q6eH_JYJZLIZXIuAr8yGpM5VNIn94arnGIrFNO6zZokyWpnM5X0KyShaRYLN0bqFQsPA_HCKl7XBaJoiWEWl07pjDCqOXeZ5Omy8yCkKkxgu4ED1QgY5Jkq774lZdgf0ofw27hPKAAKBkad7ruRjMqBrwpLxXxOxO7NVzg==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_AmcQLgmEglq43wmbxEkqwXB0Rt-xugWJxV2WIg0n31qIUuqxK4vY0Dp4LTWJ7tMZFk7RbEMbflD6RwfGnt09-Qv62Uyf_WtPOXKnwBBpJkFt15G2fsrnVAeQMPs3QuOcTZeAhRGJXrxBZ9ufgeoKjUpNEUcr0u-kpBFmWSUULJ9uv6eeeDbWWFWDRKty6hXrjyZIZjky_Y-2AhhKuwIfuXg==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_AmcQLgmEglq43wmbxEkqwXB0Rt-xugWJxV2WIg0n31qIUuqxK4vY0Dp4LTWJ7tMZFk7RbEMbflD6RwfGnt09-Qv62Uyf_WtPOXKnwBBpJkFt15G2fsrnVAeQMPs3QuOcTZeAhRGJXrxBZ9ufgeoKjUpNEUcr0u-kpBFmWSUULJ9uv6eeeDbWWFWDRKty6hXrjyZIZjky_Y-2AhhKuwIfuXg==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_AOew8ymXc8dYC5X0yIjExNsyOEo1Lnp4vN-c6EIKgnZ36Xa4YRoBY4s--lR9wXMJaEnDzsSmIwkxS74FKKRd-w82DW1HBDUCrdJs0TqpAnRAhpxeFAYKq6WUTQLNkFB8PtiQZ-EItnP86KKH2tQwqDVcYz56Y10R9Y9IfsAg-L_0Yg5eqh9r-oMDiTtmXfx6a&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IVdY9ICM3D_AOew8ymXc8dYC5X0yIjExNsyOEo1Lnp4vN-c6EIKgnZ36Xa4YRoBY4s--lR9wXMJaEnDzsSmIwkxS74FKKRd-w82DW1HBDUCrdJs0TqpAnRAhpxeFAYKq6WUTQLNkFB8PtiQZ-EItnP86KKH2tQwqDVcYz56Y10R9Y9IfsAg-L_0Yg5eqh9r-oMDiTtmXfx6a&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3tdCipEtZ_EVOn0BScQmjIu--7XOe3pNQ-JFSYQbBu65X6sr6jglIskgaDck-Jw7Ih6qMSCIMhFLUttwMB26GthUo_xuqkLjZ8NuNxGVYCXkQ=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3tnj42vWJNy0rKlLIIhUVgiwDiCTeA6BaQQqha4W-enff5lsCXsupHtRAFV_7I2a8Hv_1xoOHSCmiBiLvYvCNuXtzU6JWnk90nZ3GTwWy5Z9iorYq2D2shSOonJtmc5h3DS2lx9Doo0Ko=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-ITsFENqy-CWALbvVt9GuAG7SYkNG8RxKt9voirqUuwfWbzt9TIcbtu7HPZ_pK_I9S4_WcS9NvngCwcCPRUQzojBurzBK2GZG3YW9TeJyNhWYaF-97fGMSz-zrWBi57ZU_aOxy1-isXowA_5v9KXz-dyhc4ECw-i1DA==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3tVwgs0YD43t6T71VpAzIO0rpCStbz8jAksepIBEjNKsBTZL5O-1EK7DBNiYS5Bg2wkp00zkTua-zp_qERD8apVVNs_nTFLqO1m2dNSaGvIC4I58kZxluprIxQWizO4zdQrw2Un-4j2DPwh-YmMMqGrg==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3tnA2nm-1Aow0KtS8I5PgScJpZZ2y3Ys_86KOWp2uXAWu3dLCsLfynyx4eT3cUvY6ye-vkF1bt9mSEul8TPdoniKz4b4Xn343wOQVMO8WzEAABMmec34CGSV4QiyvM5LPWviVtBYNLzQ8=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3taz5g7_2sJr-gtTLp6blvO3Vd76-oPQJfpyWBOEBkrSo_UprU4yLiuM87PioddRYkyDwHh4fXUmwfrpOPxtxFnQ9pa45DneHW6JGmZ6eXSP-dPMLD_9fd1c1dQd8_ZIAb2t1F4ulHUg6Su6uIuSuV7w==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IeeV1CFwmw3tM5mmaTZ2jkczO7HuWnFtLYsFwqibe_IvDYiuSGvcleKLYE1r8c3JJxo2sq9p6-pYvuHv39DULLqFpm8_Usa9GQli47SFtLmdxS6pqpNygDQ=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IZglepdCTYGKoseLXke21jgAVSYDvt2ibAdvOpnkfh7gU6OqELDq0NEIMDa60B0LcWFU1tcAV9askruX94xLcow=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-ISG_fOph1jRqCZwPKcBG4vRaN_cGQervSBqk-XYcTNEXZn-PgwerDfHKxAx-VGorNb3qX7DlsrnzlwuHjL1pTrHimJSirjsCh88KHNLuIOIU&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IfdhAbX3YXgnLDMBUyWdnjPEl_4Lnc944Dha7C0cXg3dnF3e9ikWiB0OYFyOhXqfXo_jHKSz456l_2E_0Y1qHMH5mMpejGqlvQRvoV23eWRyPAFT9EmW-zxtm8AwvbXnho4TAQy7TtIk&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IegUYDAsq6K5PWcDmVhO_onbeaon5qvpf-eMxlo1_fGUhCmY1wxUmUJS-UmMfVYqW0PHe7pvvkm7nUWChIn4tl4iWqQ866_vrjgjzy2zlMCHEY4r_Sawla21sP69YV0Li9xiIGb19aoz&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-ISG_fOph1jRq60Guxph_XhpkkHd09dolBtrNW_w1iE8Om5JP7t9Im0Qi5Lt7EYhaExTVDReq8aKApj0np8bJKDq6t2H65wYONoEDSRKIZ_Nm32RRDw1MiE_S0_XGfVx9q3ehjWCpYXNZ&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-ISG_fOph1jRqCZwPKcBG4vRaN_cGQervSBqk-XYcTNEXZn-PgwerDfHKxAx-VGorNb3qX7DlsrnzlwuHjL1pTrHimJSirjsCh88KHNLuIOIU&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-ISG_fOph1jRqWiUdjOhFDky_K7iy7CmPP7uP8ZuByw6UFWhMATXZkB6sVMk3s4Fu-bqkuWex1K3Cc8p9J9TqTFyB2_Iv2gs0rwIkdlsRyfL3Sztavu-VuG5VULvU0_D1bA==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IWqrsEM5RCuP7n68dnmU8w6psUnZKAv72ogWrYSrnZyqScKnqt1qEYD6S0gpb-bCID1leCAn5ey3TqvK_u0bdXK2Ve-JbpjHHA==&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==
http://r20.rs6.net/tn.jsp?f=001tdhN9u4dYij7d7bxgaBYp5EdUtRRGuQsJA3BmC50NU0v0BGd9io-IZglepdCTYGKoseLXke21jgAVSYDvt2ibAdvOpnkfh7gU6OqELDq0NEIMDa60B0LcWFU1tcAV9askruX94xLcow=&c=Qvj3ffXa31LbWguUCJ2tZ5TM6zGYu2IJ0KP3ru-PgFfl-guQwhBC5Q==&ch=ARiXQkeHSZfMmyun6uvqUpIVU6vAMhVilQhPxw0LSjtmB4F9p2lPrg==


necessarily those of Robinson+Cole or any other individual attorney of Robinson+Cole. The contents of this communication may contain 
ATTORNEY ADVERTISING under the laws of various states. Prior results do not guarantee a similar outcome. 

 

 

     

  

Robinson & Cole LLP | 280 Trumbull Street, Hartford, CT 06103 www.rc.com  

 

 

 
 

https://protect-us.mimecast.com/s/X6K1CkRgxPtYq9RAt2qL9C?domain=rc.com

