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Leveraging Knowledge to Manage Your Data Risks

CYBERSECURITY

FBI + CISA Issue Joint Alert on Vishing Attacks

When the Federal Bureau of Investigations (FBI) and the Cybersecurity
and Infrastructure Security Agency (CISA) get together to issue an alert
to warn us about a security threat, you can bet that the threat is real, and
that they have seen it used successfully at an alarming rate. Read more

ENFORCEMENT + LITIGATION

ABCmouse Pays $10 Million to Settle FTC Enforcement Action

On September 2, 2020, Age of Learning, Inc. (operating as ABCmouse),
a children’s online educational company, settled with the Federal Trade
Commission (FTC) for $10 million for its alleged misrepresentations and
failure to disclose important information to consumers. Read more

NEW + NOW

Cisco Working on Zero-Day Vulnerability

Cisco warned its customers last weekend that it has become aware of a
zero-day vulnerability that it is working to fix by developing a patch. The
flaw involves Cisco’s iOS XR Software, an operating system for carrier-
grade routers and networking devices used by telecommunications and
data-center providers. Read more

DRONES

Australian Defence to Use Swarms of Tiny Autonomous
Underwater Vehicles, Highlighting a Global Trend

Last week, the Australian Department of Defence announced that it will
begin research and development for the use of swarms of tiny
autonomous underwater vehicles (AUV) (i.e., underwater drones) to

detect and clear naval mines. This research and development project will

cost approximately $15 million and span over five years in partnership
with Australia’s Trusted Autonomous Systems Defence Cooperative
Research Centre and Thales Australia. Read more

PRIVACY TIP #250

Beware of Vishing

The Federal Bureau of Investigations (FBI) and the Cybersecurity and
Infrastructure Security Agency (CISA) recently issued an alert warning
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the public about vishing campaigns. This week’s Privacy Tip covers the
details. Read more
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