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Clop Claims Zero-Day Attacks Against 130 Organizations

Russia-linked ransomware gang Clop has claimed that it has attacked over 130 FEATURED AUTHORS:
organizations since late January, using a zero-day vulnerability in the GoAnywhere
MFT secure file transfer tool, and was successful in stealing data from those Linn F. Freedman

organizations. The vulnerability is CVE-2023-0669, which allows attackers to execute
remote code execution. Read more
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Privacy Tip
NYAG Issues Fine Against Law Firm for Data Breach
New York Attorney General Letitia James announced on March 27, 2023 that she VISIT + SHARE:
had levied a fine against law firm Heidell, Pittoni, Murphy & Bach LLP for failing to
secure personal and health information of clients exposing the information in a data Insider Blog
breach. Read more R+C Website
LinkedIn
Twitter
Facebook

PRIVACY TIP #359

Privacy Concerns with Artificial Intelligence

As artificial intelligence, also known as “Al” becomes more of a household word, it is
worth pointing out not only how cool it can be, but also how some uses raise privacy
concerns. Read more

Boston | Hartford | New York | Washington, DC | Providence | Miami

Stamford | Wilmington | Philadelphia | Los Angeles | Albany | rc.com

000

© 2023 Robinson & Cole LLP. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or transmitted in any form or by any

means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission. This document should not be considered legal advice and
does not create an attorney-client relationship between Robinson+Cole and you. Consult your attorney before acting on anything contained herein. The views
expressed herein are those of the authors and not necessarily those of Robinson+Cole or any other individual attorney of Robinson+Cole. The contents of this
communication may contain ATTORNEY ADVERTISING under the laws of various states. Prior results do not guarantee a similar outcome.

Robinson & Cole LLP | 280 Trumbull Street, Hartford, CT 06103 | rc.com


https://www.dataprivacyandsecurityinsider.com/
https://www.dataprivacyandsecurityinsider.com/2023/03/clop-claims-zero-day-attacks-against-130-organizations/
https://www.dataprivacyandsecurityinsider.com/2023/03/clop-claims-zero-day-attacks-against-130-organizations/
https://www.dataprivacyandsecurityinsider.com/2023/03/clop-claims-zero-day-attacks-against-130-organizations/
https://www.dataprivacyandsecurityinsider.com/2023/03/clop-claims-zero-day-attacks-against-130-organizations/
https://www.bleepingcomputer.com/news/security/clop-ransomware-claims-it-breached-130-orgs-using-goanywhere-zero-day/
https://www.dataprivacyandsecurityinsider.com/2023/03/clop-claims-zero-day-attacks-against-130-organizations/
https://www.dataprivacyandsecurityinsider.com/2023/03/new-york-attorney-general-issues-fine-against-law-firm-for-data-breach/
https://www.dataprivacyandsecurityinsider.com/2023/03/new-york-attorney-general-issues-fine-against-law-firm-for-data-breach/
https://www.dataprivacyandsecurityinsider.com/2023/03/privacy-tip-359-privacy-concerns-with-artificial-intelligence/
https://www.dataprivacyandsecurityinsider.com/2023/03/privacy-tip-359-privacy-concerns-with-artificial-intelligence/
https://www.rc.com/people/LinnFFreedman.cfm
https://www.dataprivacyandsecurityinsider.com/category/cybersecurity/
https://www.dataprivacyandsecurityinsider.com/category/new-now/
https://www.dataprivacyandsecurityinsider.com/category/privacy-tips/
https://www.dataprivacyandsecurityinsider.com/
http://www.rc.com
https://www.linkedin.com/company/robinson-&-cole-llp
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207/
http://www.rc.com
https://www.linkedin.com/company/robinson-&-cole-llp/
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207



