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CYBERSECURITY

Patch Adobe ColdFusion Vulnerabilities Being Exploited in the Wild ASAP

Adobe has issued alerts on three vulnerabilities affecting its ColdFusion product. The
first alert, issued on July 11, 2023, announced patches for CVE-2023-29298, an
improper access control issue that can lead to a security feature bypass, and CVE-
2023-29300, a deserialization issue that can be exploited for arbitrary code
execution. Read more

DATA PRIVACY

European Commission Adopts EU-U.S. Data Privacy Framework

On July 10, the European Commission (EC) published its data adequacy decision for
the new EU-U.S. Data Privacy Framework (EU-U.S. DPF). This means that
companies can transfer personal data from EU countries and from Iceland,
Liechtenstein and Norway to U.S. organizations participating in the EU-U.S. DPF
consistent with EU law. It is also expected that the adequacy decision will facilitate
transfers through other EU legal mechanisms, including Standard Contractual
Clauses and Binding Corporate Rules. Read more

DRONES

FAA UAS Remote ID Rule and the Insurance Industry Data Use Case

As more and more unmanned aerial systems (UAS or drones) hit the skies, the
Federal Aviation Administration (FAA) issued the UAS Remote Identification (RID)
Rule to increase airspace safety and security. The time has come for the Rule to go
into effect. As of September, the FAA’s remote ID requirements take effect. This
means that UAS must comply with the Rule by facilitating their identification and
tracking. While this Rule was opposed by some due to the privacy concerns, the
good news for the UAS aviation industry is that it can now take advantage of the RID
data that will follow. The industry can monitor pilot operating habits, use the data to
investigate UAS incidents and even use the data to offer more tailored, personalized
services using drones. Read more

PRIVACY TIP #366

Tips for Protecting Your Privacy While Using Generative Al

The use of generative Al tools, such as Chat GPT, has grown exponentially.
However, many users do not understand how the technology works, and how the
use of generative Al collects personal or sensitive information of users. Read more
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